Sentinel LDK 8.4

SOFTWARE PROTECTION AND LICENSING GUIDE




Revision History

Part number 007-001097-003, Revision C, 2202-1
Release Date: November 2021

Disclaimer and Copyrights

Allinformation herein is either public information or is the property of and owned solely by Thales DIS France S.A.
and/or its subsidiaries or affiliates who shall have and keep the sole right to file patent applications or any other kind of
intellectual property protection in connection with such information.

Nothing herein shall be construed as implying or granting to you any rights, by license, grant or otherwise, under any
intellectual and/or industrial property rights of or concerning any of Thales DIS France S.A. and any of its subsidiaries
and affiliates (collectively referred to herein after as “Thales”) information.

This document can be used for informational, non-commercial, internal and personal use only provided that:

* The copyright notice below, the confidentiality and proprietary legend and this full warning notice appear in all copies.
* This document shall not be posted on any network computer or broadcast in any media and no modification of any
part of this document shall be made.

Use for any other purpose is expressly prohibited and may result in severe civil and criminal liabilities.

The information contained in this document is provided "AS IS" without any warranty of any kind. Unless otherwise
expressly agreed in writing, Thales makes no warranty as to the value or accuracy of information contained herein.
The document could include technical inaccuracies or typographical errors. Changes are periodically added to the
information herein. Furthermore, Thales reserves the right to make any change or improvement in the specifications
data, information, and the like described herein, at any time.

Thales hereby disclaims all warranties and conditions with regard to the information contained herein,
including all implied warranties of merchantability, fitness for a particular purpose, title and non-
infringement. In no event shall Thales be liable, whether in contract, tort or otherwise, for any indirect,
special or consequential damages or any damages whatsoever including but not limited to damages
resulting from loss of use, data, profits, revenues, or customers, arising out of or in connection with the use
or performance of information contained in this document.

Thales does not and shall not warrant that this product will be resistant to all possible attacks and shall not
incur, and disclaims, any liability in this respect. Even if each product is compliant with current security
standards in force on the date of their design, security mechanisms' resistance necessarily evolves
according to the state of the art in security and notably under the emergence of new attacks. Under no
circumstances, shall Thales be held liable for any third party actions and in particular in case of any
successful attack against systems or equipment incorporating Thales products. Thales disclaims any
liability with respect to security for direct, indirect, incidental or consequential damages that result from any
use of its products. It is further stressed that independent testing and verification by the person using the
product is particularly encouraged, especially in any application in which defective, incorrect or insecure
functioning could result in damage to persons or property, denial of service or loss of privacy.

© 2022 Thales Group. All rights reserved. Thales, the Thales logo and Sentinel are trademarks and service
marks of Thales and/or its subsidiaries and affiliates and are registered in certain countries. All other trademarks
and service marks, whether registered or not in specific countries, are the properties of their respective owners.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 2


https://supportportal.thalesgroup.com/csm?id=sentinel

CONTENTS

Sentinel LDK Software Protection and Licensing Guide ... 9
Contents of the Sentinel License Development Kit ... 9
Sentinel LDK - Demo Kit ... 9
Sentinel LDK - Starter Kit 9
AbOUL ThiS GUIE 10
Major Components ofthe Vendor Suite ... 10
Sentinel LDK Envelope and Sentinel Licensing APl ... ... 10
Sentinel LDK Data Protection Utility ... 11
Sentinel LDK ToOIBOX ... 11
Admin Control Center .. 11
Sentinel RUS (Remote Update System) ... 12
Sentinel LDK-EMS (Entitlement Management System) ... 12
Sentinel License Generation AP 12
Sentinel LDK-EMS Customer Portal ... ... 12
Master Wizard ... 13
Migrating to Sentinel LDK From Other Systems ... 13
Part 1 - Getting Started With Sentinel LDK Vendor Suite ... 14
Chapter 1: Understanding Sentinel LDK Software Protection and Licensing ........................................... 15
Fundamentals of Protection ... . 15
Major Protection SolUtiONS ... .. 16
Fundamentals of LiCensSiNg ... 18
Flexible and Secure Licensing SOIUtIONS ... ... 18
Principles Of Sentinel LD K ... 20
Customizing Your Unique Solution ... 21
SeNtiNel HL KeY S o 26
Benefits of Sentinel HL Key Protection ... 27
SENEINEl S K Y S .o 28
Benefits of Sentinel SL Key Protection ... .. 28
Sentinel SL Unlocked LICENSES ... ... 29
Obtaining Additional Information About Sentinel LDK ... 32
Chapter 2: Understanding Cloud LICENSING ... ... 33
OV IV W 33
Deploying Cloud LICENSES ... .. 33
Benefits of Cloud LiCENSING ... .. 34
Obtaining Additional Information ... 35
Part 2 - ProteCtion ... 36
Chapter 3: Protecting Software ... 37
Sentinel LDK Protection ... 37

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 3


https://supportportal.thalesgroup.com/csm?id=sentinel

Elements of Sentinel LDK Protection ... 37

Selecting a Protection Method ... 40
Chapter 4: Sentinel Licensing API Protection ... . 42
Sentinel Licensing AP OVervieW ... 42
Sentinel Licensing APl PrereqUISItes ... ... 43
Learning About the Sentinel Licensing APl ... 45
Sentinel Licensing APl Implementation ... .. 46
Sentinel Licensing AP Functionality ... 49
Chapter 5: Sentinel LDK Envelope Protection ... 51
FUNCHONAIY 51
Sentinel LDK Envelope for Windows ... 55
Protecting .NET Assemblies ... . 61
Protecting Python Applications ... 65
Sentinel LDK Envelope for Linux Applications ... ... 66
Sentinel LDK Envelope for Mac Binaries ... 66
Sentinel LDK Envelope for Java Executables ... .. 68
Chapter 6: Protection Strategies ... ... 71
Protection Strategies OVervieW 71
General Protection Guidelines ... 72
Types of Attack and Their Sentinel LDK Defense ... .. . 72
Chapter 7: Protecting Data Files ... 76
OVEIVIBW ... o 76
Data File Protection Prerequisites ... ... 79
Launching Sentinel LDK Data Protection Utility ... ... 80
Licensing Data Files—Getting Started ... 81
Working With the dfcrypt Command Line Utility ... . 82
Part 3- LICENSING .. .. 87
Chapter 8: Introduction to Sentinel LDK-EMS ... . 88
Sentinel LDK-EMS OVeIVIEW ... 88
User Types and User Roles in Sentinel LDK-EMS ... . . 90
Getting Started With Sentinel LDK-EMS ... 93
Sentinel License Generation AP 94
Switching Between Back-ends to Maintain Protection Keys ... 94
Chapter 9: Preparing Your Sentinel LDK Licensing Plan ... 96
LiCeNSING OV IV W 96
Preparing Your Licensing Plan .. 97
Choosing the Protection Level for Your Products ... . 99
Designating Products for Trial or Grace Period Use ... 102
Assigning License Terms 10 Features ... ... 102
Utilizing Protection Key Memory ... 104
Using Your Licensing Plan With Sentinel LDK-EMS ... ... 105
Chapter 10: Implementing Your Sentinel LDK Licensing Plan ... 106
License Planning in Sentinel LDK-EMS .. 106
Managing FeatUres ... 107
Managing ProdUCHS ... 108
Maintaining Products and LiCeNSes ... .. ... 116

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 4


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 11: Sentinel LDK Entitlements, Production, and Development Tasks ....................................... 120

Sentinel LDK Entitlement Processing and Production ... ... 120
Managing Entitlements .. 121
Producing Entitlements .. 129
Withdrawing and Deleting Entitlements ... . 131
Customer Portal - Activating Entitlements ... 131
Customer Portal - Applying Updates to Protection Keys ... . 132
Viewing License Updates ... ... 132
Applying License Updates to SL AdminMode KeysS ... ... 134
Performing Development-related Tasks ... 134
Enabling Trial Use and Grace Periods ... 137
Chapter 12: Sentinel LDK Administration and Customer Services ... 139
Administration TasKs ... 139
CUS OMEr SIVICES . 142
Channel Partners .. 142
Chapter 13: Sentinel Remote Update System (RUS) ... . 144
RUS Uity OVerVIEW 144
RUS W OrK W 145
Using the RUS Uity ... 146
Chapter 14: Generating Sentinel LDK Reports ... 150
MaNaging RE PO S . 150
Permissions for Working With RepOrts ... 151
SchedUuling RePOM S oo 151
Presentation FOrmats .. ... 151
EXPOM FOMmMat S 151
AVaIlaDIE RE PO S .. 151
CUSIOM RO PO 152
Chapter 15: Cloud LiCeNnSiNg ... 153
Cloud Licensing OVeIVIEW ... 153
Vendor-Hosted Implementation Summary ... ... 155
Setting Up the License Server Machine ... ... 156
Installing a Client Identity on an End User's Machine ... ... . ... 158
Customer-Hosted Implementation Summary ... 160
Cloud Licensing PerformanCe ... ... 160
Overview for Multi-Level License Servers ... .. 160
Online Detach: Setting Up Multi-Level License Server Machines ... 164
Offline Detach: Setting Up Multi-Level License Server Machines ... 166
Configuring High Availability for Cloud LiCENSING ... 168
Part 4 - Distributing Software ... 169
Chapter 16: Distributing Sentinel LDK With Your Software ... 170
Sentinel LDK Software for End Users ... 170
Distributing Sentinel LDK Run-time Environment ... .. 174
Chapter 17: Sentinel License Manager ... 188
Types Of LICENSE MaNAQEIS ... ... oo 189
Selection of the License Manager By the Protected Application ... 191
License Manager TOOIS ... 194

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 5


https://supportportal.thalesgroup.com/csm?id=sentinel

Managing User Access to Admin License Manager Information ... 195

Managing Access to Standalone and Network LICeNSEeS ... 197
Returning Network Seats to an SL License ... ... 200
Working Directly With License Manager Configuration Files ... 201
Configuring Detachable License Definitions ... 206
Making Product Names Visible on the End User's Machine ... 207
Loss of Connection With a Network License ... .. 207
Chapter 18: Sentinel Admin Control Center ... . 209
Launching Admin Control Center ... .. 210
Admin Control Center Interface .. ... .. 210
Display of Protection Keys and Sessions in Admin Control Center ... 212
Administrator's Workilow ... 213
Configuration ConsSiderations ... ... 213
DIagNOS I CS 214
Customizing Admin Control Center Lookand Feel ... .. ... 215
Part 5 - Licensing Business Models ... 219
Chapter 19: Sentinel LDK Licensing Business Models: Overview ... 220
IO UG ON L 220
Sentinel LDK LiCENSING ... 221
Determining the Best Protection and Licensing Method ... . ... 222
Chapter 20: Sentinel LDK Licensing Business Models: Description of Models ...................................... 223
Evaluation Licensing Business Models ... 225
Component-based Licensing Business Models ... 231
Metered Licensing Business Models ... ... 235
Locked Licensing Business Models ... .. 250
Mobile Licensing Business Models ... 255
Network Licensing Business MOAelS .. ... .. 259
Sales Boosting Licensing Business MOdEIS ... 269
Perpetual Licensing Business MoOdels ... . 276
Part B - APPENAICES ... 279
Appendix A: Understanding the Sentinel LDK Master License ... 281
What is the Master LiCense ? .. 282
Where is the Master License Located? ... 282
Updating the Master License ... 283
MOdUIES SUMIMIAIY 283
Trial Licenses Provided With Sentinel LDK ... 285
LiCENSING CONCEP S ... 285
Product Activation Module ... 286
NeW SL KeY POOl 286
NEIWOTK S EatS 287
Unlocked Trialware Module ... ... 290
Unlocked Unlimited Module ... 291
V-Clock ModUle . 291
APPONCIP MOAUIE 292
Advanced Data File Protection Module ... ... 292

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 6


https://supportportal.thalesgroup.com/csm?id=sentinel

Channel Partner ModUIE ... 292

Reporting MOdUIE 293
Cloud Licensing Module ... 293
Appendix B: Sentinel LDK Run-time Network Activity ... 294
Local Communications ... . 294
Remote CommUNICatiONS . 295
Appendix C: Maximum Number of Featuresina Sentinel HLKey ... ... 297
Appendix D: How Sentinel LDK Detects Machine Cloning ... ... 298
How Clone Protection Schemes Work ... 298
Using the "Platform Default” Scheme ... 299
Summary of Clone Protection Schemes ... ... 301
Requirements for Each Clone Protection Scheme ... .. 303
Clone Detection for Physical Machines ... 304
Clone Detection for Virtual Machines ... 308
How to Analyze a Clone Report ... 314
How to Clear the "Cloned" Status for a Product License ... ... ... 319
Appendix E: How Sentinel LDK Protects Time-based Licenses With V-Clock ...................................... 320
Tampering with the System CIOCK ... 321
Re-enabling a Blocked Protected Application ... 321
Setting Fallback to V-Clock If the RTC Battery in a Sentinel HL key is Depleted ................................. 321
Appendix F: How to Bundle Unlocked Products Manually ... 323
Appendix G: How to Optimize Performance for Sentinel LDK Run-time Environment ............................ 325
SL UserMode LiCenSe ... ... 325
Run-time ENVItONmMENt 325
Testing for Presence of Features ... ... ... 325
Appendix H: Upgrading Sentinel HL KeYS ... ... 326
Upgrading a Sentinel HL Key to Driverless Configuration ... ... ... 326
Converting a Sentinel HL Standalone Key to a Network Key ... . ... 329
Appendix I: Protecting Applications in Linux Docker Containers ... 331
USING S KOS .o 331
USING HL KOS 333
Additional Considerations ... 333
Side-By-Side ComPariSON ... ... . 335
Appendix J: Protecting Applications in Linux LXC Containers ....................... 337
USING SL K OY S oo 337
USING HL KOS o 339
Appendix K: Troubleshooting ... ... 340
CNeCKIISt . 340
Problems and SolUtiONS .. ... 340
Appendix L: Comparison Between Sentinel LDK-EMS and Sentinel EMS ... 345
Terminology CoOmMPariSON ... 346
R OIS 346
Licensing O iONS ... 348
FeatUreS 349
PrOdUCES 350
IO Y 351
BNt ements 352

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 7


https://supportportal.thalesgroup.com/csm?id=sentinel

License Activation inthe Vendor Portal ... .. . 352

CUSIOMEr PO al . 353
CUS OIS 353
ANl PariNerS . 353
Sentinel LDK Master License and Master Key ... 354
WeEb Services - REST AP 355
DeVEIOPEr O P IONS .. 355
V2C and V2CP Files ... 356
GO S aANY .o 357
SENTINEL LDK PRODUCT END USER LICENSE AGREEMENT ... 368
Exhibit A - Third-Party Software ... 374
Exhibit B - Third-Party Software for Sentinel LDK-EMS ... ... 409

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 8


https://supportportal.thalesgroup.com/csm?id=sentinel

Sentinel LDK Software Protection and
Licensing Guide

This section provides an introduction to Sentinel Vendor Suite. Thales recommends that you review this
information to familiarize yourself with:

> The contents of the Sentinel License Development Kit — Starter or Demo kit
> The major components of Sentinel Vendor Suite

> The information provided in this guide

> How to obtain additional technical support for these products

Contents of the Sentinel License Development Kit

The two Sentinel License Development Kits (Sentinel LDK) described below are available as part of the
Sentinel Vendor Suite.

Sentinel LDK - Demo Kit

The Sentinel License Development Kit - Demo kit contains the software and hardware you need to evaluate
Sentinel LDK protection and licensing. The following items are included:

> Sentinel LDK documentation and installation software on a Sentinel HL Drive microSD
> Sentinel HL Demo keys to facilitate the evaluation process
> Sentinel LDK Software Protection and Licensing Quick Start card

Additional documentation can be found on the computer where Sentinel LDK is installed.

Sentinel LDK - Starter Kit

The Sentinel License Development Kit - Starter kit contains the software and hardware you need to apply
Sentinel LDK protection and licensing. The following items are included:

> Sentinel LDK documentation and installation software on a Sentinel HL Drive microSD
> Sentinel LDK Vendor keys:
* Developer key for applying protection
* Master key for generating license updates (only used with Sentinel LDK-EMS installed on-premises)

> Sentinel LDK Software Protection and Licensing Quick Start card

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support


https://supportportal.thalesgroup.com/csm?id=sentinel

About This Guide

Additional documentation can be found on the computer where Sentinel LDK is installed.

Sentinel HL keys for distribution to your customers must be ordered separately.

About This Guide

This guide is designed to help software publishers protect and license their software using Sentinel LDK. The
guide provides background information and details about how Sentinel LDK can best serve your protection and
licensing requirements.

The guide is divided into the following parts:

> "Part 1 - Getting Started With Sentinel LDK Vendor Suite " on page 14 — Introduces Sentinel LDK,
presents basic protection and licensing concepts, and leads you through the process of configuring the
system. You should read this part after opening your kit.

> "Part 2 - Protection" on page 36 — Provides an in-depth presentation of Sentinel LDK protection methods.
This part includes strategies for maximizing the protection of your software using Sentinel LDK. This part is
specifically for software engineers who have the responsibility for using the Sentinel LDK protection
applications to protect software.

> "Part 3 - Licensing™ on page 87 — Discusses the options that Sentinel LDK provides to enable you to apply
flexible licensing terms to your software and provides case studies for you to examine. This part is particularly
relevant to product and business managers who have to make decisions about how their software is licensed.
This part should also be read by operations staff and others involved in production.

> "Part 4 - Distributing Software™ on page 169 — Details the Sentinel LDK software that can be delivered to
end users to ensure easy and trouble-free deployment of protected software. This part also describes the
various ways of effectively delivering the Sentinel LDK software components.

> "Part 5 - Licensing Business Models"” on page 219 — Provides an overview and detailed description of the
various Sentinel LDK Licensing business models that you can use to distribute your software.

> "Part 6 - Appendices" on page 279 — Provides supplementary information regarding Sentinel LDK.

> "Glossary" on page 357

Major Components of the Vendor Suite

Sentinel License Development Kit (Sentinel LDK) Vendor Suite contains many modules, tools, and APIs that
assist you to manage the protection and licensing of your application. This section provides an overview of the
most significant items in the Vendor Suite.

Sentinel LDK Envelope and Sentinel Licensing API

Sentinel LDK Envelope is a tool that wraps your application in a protective shield. This shield ensures that:
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Major Components of the Vendor Suite

> The application is protected against disassembly and reverse engineering. Your intellectual property is
protected.

> The protected application cannot run unless a suitable Sentinel protection key can be accessed by the
application.

An application that has been protected by Sentinel LDK Envelope can contain the Data File Protection module
to automatically encrypt data files to disk and to read them back. You can use the Sentinel LDK Data
Protection utility to pre-encrypt data files for use with the protected application.

You can use Sentinel Licensing API to provide enhanced protection for your application and to enable the
licensing of specific Features in the application.

Sentinel LDK Data Protection Utility

Sentinel LDK Data Protection utility is a tool that can do either of the following:

> Protect data files with encryption. A protected data file can only be accessed by an application that has been
protected with Sentinel LDK Envelope and that possesses the required encryption key.

> Protect data files with encryption and licensing. A protected data file can be accessed:
* only by an application that has been protected with Sentinel LDK Envelope AND

e only when the end user has the required license on a protection key.

Sentinel LDK ToolBox

Sentinel LDK ToolBox is an interactive application that enables software developers to learn about the following
Sentinel APls:

> Sentinel Licensing API
> Sentinel License Generation API
> Sentinel Admin API

In ToolBox, software developers can execute API functions, observe the behavior of the functions, and then copy
the relevant source code into their own applications.

Admin Control Center

Sentinel Admin Control Center is a customizable, web-based, end-user utility that enables centralized
administration of Sentinel License Managers and Sentinel protection keys.
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Major Components of the Vendor Suite

Sentinel RUS (Remote Update System)

Sentinel RUS utility is an advanced tool that enables you to perform secure, remote updating of the license and
memory data of Sentinel protection keys after they have been deployed on the end user’'s computer.

Sentinel LDK-EMS (Entitlement Management System)

Sentinel LDK-EMS is a web-based graphical application that is used to perform a range of functions required to
manage the licensing, distribution, and maintenance of protected applications and data files.

You can use Sentinel LDK-EMS Web Services to perform the same functions programmatically. This enables
you to integrate the EMS functionality into your own back end infrastructure.

Sentinel License Generation API

For software vendors who prefer to use their own ERP back-ends, Sentinel License Generation API provides
access to the power and flexibility of Sentinel protection keys without the need to install the full Sentinel LDK-
EMS system. You can use Sentinel LDK ToolBox to examine the API functions, create license templates, and to
generate protection keys.

Sentinel LDK-EMS Customer Portal

The Sentinel LDK-EMS Customer Portal is a Web portal that your customer can access to:

> use the online Product activation mechanism. This mechanism enables a customer to:

» convert a trialware version of your protected application or data file (an unlocked trialware Product) to a
fully-licensed version (a Locked Product).

» directly activate a Locked Product.

The end users activate the relevant version using a unique Product Key that they receive from you after
completing the required commercial transaction to purchase a license for the application. In either case, your
investment against software piracy is protected.

The customer logs in to the Customer Portal by providing a Product Key. The customer completes a
registration form (if you require this) and then chooses the method to activate the Product.

* Online activation is completely automatic and activates the license on the local machine.

» Offline activation enables the customer to download a utility that can be used to activate the license
manually on the same machine or on a different machine.

The Sentinel LDK tutorials leads you through the complete process: define a Feature in Sentinel LDK-EMS,
define Products, enter an order, generate a product key, and finally convert the trialware to a Locked Product
using the Customer Portal.
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Migrating to Sentinel LDK From Other Systems

> use the online update mechanism. This mechanism enables a customer to automatically apply all
outstanding updates from the vendor to all the protection keys located on the customer's machine.

Master Wizard

You use the Sentinel LDK Master Wizard tool introduce one of your Vendor keys to Sentinel LDK. This process
performs the following:

> Registers your Batch Code in Sentinel LDK-EMS. This is required so that Sentinel LDK-EMS will recognize
the Batch Code and perform actions for that Batch Code.

> Downloads vendor-specific APIs and the vendor library from Thales servers to Sentinel LDK-EMS so that
customized RTE installers will be available for download from the Developer tab in Sentinel LDK-EMS.

> Downloads vendor-specific APIs and the vendor library from Thales servers. These are generated
individually for each Batch Code and are used by Sentinel LDK Envelope and Licensing API to implement
license enforcement.

> Downloads Run-time Environment (RTE) installers from Thales servers and customize them on your
machine. The Master Wizard customizes the installers by embedding your vendor library and the server
address for Sentinel LDK-EMS. (Using these installers is an alternative to downloading customized RTE
installers from the Sentinel LDK-EMS Developer tab.)

For information on using the Master Wizard to introduce a Vendor key, see the Sentinel LDK Installation Guide.

Migrating to Sentinel LDK From Other Systems

Migrating to Sentinel LDK from other types of protection schemes can be a significant challenge. Thales provides
detailed system-specific migration guides to assist you in this transition. Each migration guide provides a number
of different multi-stage migration options. These options describe how you can prepare to use Sentinel LDK
protection for new customers while you migrate your existing customers to Sentinel LDK at a pace that you can
manage.

Migration guides are provided for the following systems:
> Hardlock

> SmartKey

> Sentinel SuperPro

> HASPHL

> HASP4

> Sentinel Hardware Keys

> Sentinel HASP
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Part 1 - Getting Started With Sentinel LDK
Vendor Suite

In this section:

>

"Understanding Sentinel LDK Software Protection and Licensing" on page 15 — Provides an overview of the
concepts of software and intellectual property protection and licensing, discusses the primary protection
solutions, and focuses on how Sentinel LDK provides a comprehensive solution to all your protection
requirements.

"Understanding Cloud Licensing" on page 33 — Provides an alternative for software-based licensing called
cloud licensing. This model is based on the software -based protection keys, but it provides a simpler
mechanism, both for the vendor and for the end user, for distributing and managing licenses.




CHAPTER 1: Understanding Sentinel LDK
Software Protection and Licensing

/

This section provides an overview of the concepts of software and intellectual property protection and licensing,
discusses the primary protection solutions, and focuses on how Sentinel LDK provides a comprehensive solution
to all your protection needs.

Thales recommends that you familiarize yourself with the information in this section so that you can maximize the
benefits of using Sentinel LDK.

In this section:

> "Fundamentals of Protection" below

> "Major Protection Solutions" on the next page

> "Fundamentals of Licensing" on page 18

> "Flexible and Secure Licensing Solutions" on page 18
> "Principles of Sentinel LDK" on page 20

> "Customizing Your Unique Solution" on page 21

Fundamentals of Protection

This section examines the nature of protection, and identifies the two types of protection that you need to
consider.

What is Protection?

Protection is the process of securing an application or intellectual property by incorporating automated and
customized security strategies.

Protection is achieved by implementing specific security strategies, such as wrapping your application in a
security envelope, and incorporating various security measures within the application’s code during
development. The greater the number of security measures incorporated, and the higher the level of their
complexity, the more secure your application becomes.

Itis not sufficient to protect only your software—you must also protect your intellectual property. Your
professional expertise and the secrets that you use in developing your software, for example algorithms, must
also be protected.
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Chapter 1: Understanding Sentinel LDK Software Protection and Licensing

Copy Protection

Copy protection is the process of encrypting your software and incorporating various security measures
throughout the code and binding it to a key so that it can only be accessed by authorized users who are in
possession of the key. The more complex the copy protection applied to your software, the less likely it is to be
compromised.

Similarly, important data files can be encrypted and protected with licensing so that only users who possess the
key are able to access the files.

Intellectual Property Protection

Your intellectual property is the foundation on which your products are developed. Intellectual property theft is
surprisingly easy. Every year, companies report the loss of proprietary information and intellectual property
valued at many billions of dollars.

The algorithms and other secret information that you use to make your products unique and competitive must be
protected against attempts to discover their secrets, or to apply reverse engineering to the software code.

Major Protection Solutions

With Sentinel LDK, the ability to protect and license your software is facilitated by the use of flexible protection
and licensing tools, together with a Sentinel protection key to which your software is subsequently bonded. This
key may be either hardware-based or software-based.

NOTE In general, references in this section to protection and licensing of software are also
applicable to protection and licensing of data files.

Hardware-based Solutions

In hardware-based solutions, you supply an external hardware device together with your software. The
functioning of your software is dependent on the device being connected to the end user’'s computer. At run-time,
your software communicates with the hardware device, and only functions correctly if it receives an authentic
response from the device.

Sentinel LDK provides a variety of hardware devices in the form of Sentinel HL keys. You can select the type of
Sentinel HL key that best suits your requirements. For more information about Sentinel HL keys, see "Sentinel
HL Keys" on page 26.

Software-based Solutions

In software-based solutions, following the installation of your software on an end user’s computer, the protection
and licensing is bonded to that specific machine. Your software will only function after a Product Key has been
entered by the user. At run-time, the Sentinel License Manager checks that the software is on the machine on
which it is licensed to run and that it is being used in accordance with the user’s license terms.
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Sentinel LDK provides a robust software-based solution using Sentinel SL keys. A Sentinel SL key resides in the
secure storage of a specific computer and is patterned on the functionality of a Sentinel HL key.

For more information about Sentinel SL keys, see "Sentinel SL Keys" on page 28.

Comparative Benefits of Hardware-based and Software-based Solutions

Strong protection and licensing security can be provided with either hardware- or software-based solutions.
While many protection and licensing features are common to both options, each also offers specific strengths
that might be comparatively limited in the other.

The following table highlights and compares some of the available benefits of hardware- and software-based
solutions, and the relative strengths of each option.

Feature Hardware-based Software-based
Software and Intellectual Property HrEE * %%

protection

Secure Licensing oKk ok * %

Trialware o o

Portability ok x .

Electronic Software Distribution * * ok k

Multiple Feature/Module Licensing *orx ok ok k

Advantages of a Combined Solution

As shown in the preceding section, both solutions have their relative strengths in protecting and licensing your
software.

You probably utilize various strategies for marketing, selling, and distributing your software. For example, these
strategies may include:

> Determining the level of protection according to the price of the software

> Determining the level of protection according to market segments, including vertical markets

Your strategies will likely also require the following:

> The ability to turn trialware into a fully-licensed version using hardware-based or software-based activation

> The ability to sell software over the Internet, protected with a hardware-based or software-based key
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Sentinel LDK Combined Solution

Sentinel LDK provides the industry’s first software DRM solution that combines hardware-based and software-
based protection and licensing.

This innovative, self-contained, flexible system enables you to:
> Implement multiple protection solutions.

> Define multiple licensing business models according to the requirements of your market, and apply their
usage terms independently of the protection process.

> Select hardware-based (Sentinel HL) or software-based (Sentinel SL) protection keys independently of the
protection process.

Fundamentals of Licensing

In addition to protecting your software and intellectual property, you need to protect the revenue from sales of
your product. You want to ensure that your software is only available to the appropriate users, according to the
terms that you define. This process is controlled by licensing.

Licensing provides you with the flexibility to implement your business strategies for your software distribution.
When you define the licensing terms on which your software is distributed or sold, you select the terms that are
commercially beneficial to your company.

For example, you may decide that you initially want to distribute your software free of charge, so that users can
try it before purchasing. You will want to ensure that users can use it for only a limited time before it must be
purchased.

Alternatively, you may publish very complex, expensive software. You may decide to make specific components
of that software available for a lower price, thus making parts of it accessible to users who cannot afford the full-
featured version. Such a decision creates an additional revenue source.

To obtain the maximum benefit from your company’s licensing strategy, you need a software licensing system
that provides you with the flexibility to tailor licensing terms to fit your business strategies, and to adapt quickly to
changes in the market and in your business needs. Your licensing system must also be able to track your defined
usage terms along with secure licensing methods.

Flexible and Secure Licensing Solutions

Sentinel LDK gives you the flexibility to choose and apply licensing models and license terms for your protected
software on-the-fly. This enables your company to offer attractive software packages and to adapt rapidly to
changes in customer purchasing preferences.
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Licensing Planning and Models

An important step in the development of a licensing strategy is the preparation of a licensing plan. Business
decision-makers in an organization, such as product or marketing managers, define protection and business
rules, and specify the licensing business models required to meet the company’s software distribution needs.

A licensing business model is the logic behind a business transaction relating to licensing. For example, a rental
licensing business model enables you to charge for the use of software for a specific period of time.

Sentinel LDK enables you to choose from a variety of built-in licensing models, and to customize and build
licensing business models and software usage terms to meet your company’s individual requirements.

Sentinel LDK supports numerous out-of-the-box licensing business models, that can be used individually or in
combination, including:

> Trialware ("Try before you buy")
> Rental/Subscription

> Module-based or Feature-based
> Floating Usage

> Time-based

> Execution-based

You can easily define custom licensing business models and usage terms using the functionality provided by
Sentinel LDK. For example, Sentinel LDK functionality enables you to utilize secure read-only and read/write
memory storage, flexible counters, and a real-time clock or virtual clock incorporated in the Sentinel protection
key.

The separation of the engineering and licensing processes embodied in Sentinel LDK makes it possible to
modify your company’s licensing strategy as necessary when circumstances change, and to implement these
changes quickly and efficiently.

Updating and Enforcing Usage Terms

When implementing a licensing plan, it is essential to ensure that the software usage terms defined in the plan
are securely applied and that licenses reach their legitimate owners. New licenses, and changes and extensions
to licenses that have already been deployed, can be subject to tampering if not adequately protected.

Sentinel LDK applies optimal security to the enforcement of usage terms and license extensions. License
extensions sent to end users are highly protected, and require the return of a secure receipt. In addition, state-of-
the-art Sentinel LDK technology prevents tampering with usage terms.
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Principles of Sentinel LDK

The strength, uniqueness, and flexibility of Sentinel LDK are based on two primary principles:

> Protect Once—Deliver Many—Evolve Often: The concept of separating the Sentinel LDK engineering and
business processes.

> Cross-Locking: The technology that supports the Protect Once—Deliver Many—Evolve Often concept,

enabling a protected application to work with either a Sentinel HL key or a Sentinel SL key.

NOTE In general, references in this guide to protected applications are also applicable to
protected data files.

Protect Once—Deliver Many—Evolve Often

At the heart of Sentinel LDK lies the Protect Once—Deliver Many—Evolve Often concept. This concept is the
process of protecting your software completely independently of the process of defining sales and licensing
models.

Separation of Protection and Business Functions

The engineering process—that is, the protection of your software—is performed by your software engineers
using Sentinel LDK Envelope, Sentinel LDK ToolBox and the Sentinel Licensing API protection tools.

The business processes—that is, software licensing and selection of the appropriate Sentinel protection key—
are performed by business management using Sentinel LDK-EMS.

As part of the business processes, the Evolve Often stage delivers the capability for you and your end users to:
> Actively track delivery and activation status of end-user entitlements.

> Track when, how, and by whom your software is being consumed.

> Easily manage terms of each entitlement using Sentinel LDK-EMS.

The protection processes and the licensing processes—including selection of the appropriate Sentinel protection
key type—are performed completely independently of each other.

Cross-locking

Cross-locking is the Sentinel LDK process that enables you to choose the device to which your protected
application and license will be locked—either to a Sentinel HL key or, via a Sentinel SL key, to a specific
computer.

The decision about the type of Sentinel protection key to which your software is locked is determined after
protection has been implemented—you choose the options that best suit your current business strategies.
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Mixing and Matching Licenses and Sentinel Protection Keys

Sentinel LDK gives you complete flexibility to choose the combination of license and Sentinel protection key that
best suits your business requirements. This means that you decide how to bundle your protection, licensing and
distribution requirements.

You may choose to release protected software as a downloadable product with a trialware license that, after
purchase, is activated with a Sentinel SL key. Additionally, you may choose to ship the same protected software
with a network license that is locked to a Sentinel HL key, and allow users unlimited access to all features.

Sentinel LDK offers you an unprecedented number of possible options to combine licenses and
Sentinel protection keys.

Customizing Your Unique Solution

Sentinel LDK provides you with a variety of applications and personalized devices that enable you to customize a
protection and licensing solution that is appropriate to your business needs:

> Sentinel LDK Envelope enables you to wrap your software in a protective shield at the touch of a button—
without having to adjust your source code. It establishes a link between your protected software and a
Sentinel protection key, even though the selection of key is determined at a later time.

> Sentinel LDK Data Protection utility enables you to encrypt data files so that they can only be accessed by
specific protected applications. You can additionally apply licensing protection so that the data files can only
be accessed when an appropriate Sentinel protection key is present.

> Sentinel LDK ToolBox and the Sentinel Licensing API enable you to enhance the protection offered by
Sentinel LDK Envelope, by incorporating complex protection mechanisms into your source code.

> Sentinel LDK-EMS enables you to create licenses and lock them to Sentinel protection keys, to write specific
data to the memory of a Sentinel protection key, and to update licenses already deployed in the field. These
processes are performed independently of the protection process.

> Custom Developer keys are used in-house by your staff, together with Sentinel LDK state-of-the-art security
applications.

> A selection of Sentinel protection keys enable you to meet the specific requirements of your business. Your
unique Sentinel protection keys ensure that your applications will only function when the correct key, supplied
by you, is present.

> Additional applications and utilities provide advanced support for these key elements of Sentinel Vendor
Suite.

Personalized Vendor and Batch Codes

When you purchase a Sentine LDK Starter Kit from Thales, you are provided with Developer keys that contain
unique Vendor Codes that are specific to your company. The Vendor Codes are used by Sentinel LDK to
communicate with your Sentinel protection keys, and to differentiate your keys from those of other software
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vendors.

Vendor Code

The Vendor Code is a unique code that is assigned to you by Thales when you place your first order for

Sentinel protection keys. It is integrated into your Developer keys. At the time you introduce one of your
Developer keys to Sentinel LDK, the Vendor Code is extracted from the Vendor key and copied to your machine.
When you protect an application using Sentinel LDK Vendor Tools on your machine, the Vendor Code is
included in the protected application. This enables the application to communicate with your customers' Sentinel
protection key.

Batch Code

A Batch Code consists of five characters that represent your company’s unique Vendor Code. When you order
Sentinel protection keys from Thales, you specify your Batch Code, which is then written to the keys before
dispatch. To easily identify the Batch Code to which a Sentinel HL key belongs, the Batch Code is written on the
outside of each key.

Selecting the Best Key for Your Requirements

Sentinel LDK protection and licensing are key-based. Your software is distributed with unique actual and/or
virtual Sentinel protection keys that you code according to your requirements.

There is a strong inherent link between a protected application and its corresponding Sentinel protection key.
Protection is based on making access to the protected application dependent on the presence of a correct
Sentinel protection key.

Similarly, when licensing is implemented using Sentinel LDK, the operation of your software is dependent on the
presence of a valid license in a Sentinel protection key.

A variety of hardware-based and software-based Sentinel protection keys are available to provide you with the
flexibility to sell your software in the ways that are most beneficial to your business goals.

Sentinel LDK Vendor Keys

When you purchase Sentinel LDK, your Starter Kit contains two Vendor keys—the Master key and the Developer
key. These keys enable you to apply protection to your applications, program the Sentinel protection keys that
you send to your end users, and to specify the license terms under which your software can be used.

> Developer key

The Developer key is used by your developers in conjunction with the Sentinel LDK protection tools to protect
your software and data files. This key is typically connected to the machine on which Sentinel LDK Envelope
executes.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 22


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 1: Understanding Sentinel LDK Software Protection and Licensing

> Master key

This key is required for Sentinel LDK-EMS only when installed on-premises. The Master key contains your
Sentinel LDK Master license and is used by your production staff to create and update licenses and to write
data to the memory of a Sentinel protection key. This key is typically connected to the machine on which

Sentinel LDK-EMS is installed or where the program that calls Sentinel License Generation APl is running.

For Sentinel LDK-EMS hosted by Thales, this key is not required. Store the Master key in a secure location to
prevent misuse.

Before you start working with Sentinel LDK, you must introduce one of your Vendor keys to Sentinel LDK. For
more information, see the Sentinel LDK Installation Guide.

For more information regarding the Vendor keys and your Sentinel LDK Master license, see "Understanding the
Sentinel LDK Master License" on page 281.

End-User Keys

Two types of Sentinel protection keys are available:

> The Sentinel HL key is a physical USB or ExpressCard key that connects to a computer, or a chip that is
embedded in the computer.

> The Sentinel SL key is a software-based key that locks your software to a specific machine. Your software
and the user license are locked to the Sentinel protection key that you select.

Sentinel HL Keys

All Sentinel HL keys—with the exception of Sentinel HL Basic keys—contain internal read/write memory. You
can use the memory to do any of the following:

v

Control access to specific software modules and/or packages

> Assign a unique code to each software user

\"

Store licenses from your own licensing schemes
> Save passwords, program code, program variables, and other data

Sentinel HL keys are distributed with your software to end users. The keys connect to the end users’ computers.
A variety of Sentinel HL keys are available to suit your requirements. Sentinel HL keys are available in either of
two configurations:

> Sentinel HL (HASP configuration) keys: These keys are fully compatible with software that requires the older
HASP HL keys.

NOTE Sentinel HL (HASP configuration) keys can be upgraded in the field to Sentinel HL
(Driverless configuration) keys. For more information, see "Upgrading Sentinel HL Keys" on
page 326.
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> Sentinel HL (Driverless configuration) keys: These keys provide several advantages over Sentinel HL (HASP
configuration) keys:

¢ (OnaWindows machine) Employ HID drivers instead of HASP key drivers. (HID drivers are an integral
part of the Windows operating system.) In many cases, it is possible to use these keys without installing
any additional support software.

* (On a Windows machine) Support the use of "AppOnChip" functionality. With AppOnChip, code fragments
of selected functions in the protected application are protected from an attacker's eyes by storing them as
encrypted data. The code fragments are only decrypted and executed inside the HL key. This provides
significantly enhanced security for the application.

¢ (OnaLinux machine) In many cases, it is possible to use these keys without installing any additional
support software.

* Support a higher number of Features.

* Provide larger on-key memory space.

* All Driverless keys (except for Basic keys) support a virtual clock for time-based licenses.
* All Driverless keys (except for Basic keys) support concurrency (network-based licenses).

Sentinel HL keys offer the highest level of security. In order for a user to access your software, and for it to
function correctly, the key must be accessible by the application. Furthermore, Sentinel LDK uses
LicenseOnChip technology to protect Sentinel HL keys against license tampering.

Sentinel HL keys also have the advantage of portability. This means that the key can be moved from one
computer to another. Software may therefore be installed on multiple computers but will only run if the key is
connected and authenticated by the software.

NOTE A Sentinel HL key can be accessed using a virtual connection. For more information, see
"Virtual Connection of HL Keys" on page 29.

NOTE Sentinel LDK continues to support the older HASP HL keys. All references to Sentinel
HL keys in this document and other Sentinel LDK documents can be understood to include
HASP HL keys unless the context of the reference clearly states otherwise.

Benefits of Sentinel HL Key Protection

Sentinel HL key protection provides the strongest level of protection against piracy. The correct functionality of
the software depends on the internal logic of the Sentinel HL key, which is virtually tamper-proof.

In addition, Sentinel HL key protection:

> Offers the strongest enforcement for license terms, which are stored and protected inside the Sentinel HL
key.

> Enables portability—the software can be used on any computer to which the Sentinel HL key is connected.
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> Does not require transaction with the software vendor to enable activation of the Product.

Sentinel SL Keys

Sentinel SL keys are virtual, software-based keys that reside in the secure storage of a specific computer.
Sentinel SL keys provide the same functionality as Sentinel HL keys, without requiring physical distribution.

Sentinel SL keys are patterned on the functionality of Sentinel HL keys. However, the data is located in the
secure storage of the computer on which the Sentinel SL key resides.

After your software is installed on a computer, the end user typically enters a Product Key that is sent, via the
Internet or by file transfer, to Sentinel LDK-EMS, together with the fingerprint of the machine. Sentinel LDK-EMS
confirms that the Product Key has not been used to activate the software on more than the permitted number of
machines—as determined by you—then sends back the Sentinel SL key, which is installed on the end user’s
machine. This process is also used for updating license terms.

The following types of Sentinel SL keys exist:
> SL Legacy - SL keys that were generated with versions of Sentinel HASP prior to Sentinel LDK v.6.0
> SL AdminMode - SL keys that provide the highest level of security and functionality

> SL UserMode - SL keys that provide a greater level of flexibility under certain circumstances

Benefits of Sentinel SL Key Protection
With Sentinel SL key protection:

> Product key activation:

* Product activation is instantaneous. End users can immediately start using the software with its fully-
licensed functionality.

* The activation process for end users is convenient and transparent.

* The online connection with end users can enable user registration data to be collected and used for
marketing purposes.

> When using a network license that is locked to a Sentinel SL key, you can specify that a license can be
detached from the pool of network seats and attached to a remote recipient machine.

Sentinel SL Unlocked Licenses

An unlocked license is one that is not locked to a specific machine. An application with an unlocked license
(referred to as an Unlocked Product) is protected against disassembly. However, the protected application can
be duplicated, installed, and used on any machine for as long as the unlocked license allows. Unlocked licenses
are used in the following situations:

> Trialware products
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The ability to create and distribute trialware products without exposing the protected software to piracy
provides a significant marketing advantage when selling software applications. Potential customers can work
with the actual application and experience what the application has to offer and how it can benefit the
individual or the organization. In addition, anybody that has access to trialware can copy it and distribute it to
other people; this multiplies the exposure of the application within the marketplace. Each person who installs
and works with the application must, at the end of the grace period (typically 30 to 90 days or 30 executions),
decide to purchase an HL or SL key for the application or else be blocked from using the application.

Unlocked products

Unlocked products are used when vendors want to protect their applications against reverse engineering but
either:

* Have no need to license the application (for example, software that is part of a larger hardware package).
The vendor may not need to protect against duplication of the software. However, they want to protect the

software against theft of intellectual property.
* Are using a separate product or system to handle licensing of the software.

An unlocked product typically has no time restriction or has a long-term license.

End-User Keys

Two types of Sentinel protection keys are available:

> The Sentinel HL key is a physical USB or ExpressCard key that connects to a computer, or a chip that is
embedded in the computer.

> The Sentinel SL key is a software-based key that locks your software to a specific machine. Your software
and the user license are locked to the Sentinel protection key that you select.

Sentinel HL Keys

All Sentinel HL keys—with the exception of Sentinel HL Basic keys—contain internal read/write memory. You
can use the memory to do any of the following:

> Control access to specific software modules and/or packages

> Assign a unique code to each software user

> Store licenses from your own licensing schemes

> Save passwords, program code, program variables, and other data

Sentinel HL keys are distributed with your software to end users. The keys connect to the end users’ computers.
A variety of Sentinel HL keys are available to suit your requirements. Sentinel HL keys are available in either of
two configurations:

> Sentinel HL (HASP configuration) keys: These keys are fully compatible with software that requires the older
HASP HL keys.
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NOTE Sentinel HL (HASP configuration) keys can be upgraded in the field to Sentinel HL
(Driverless configuration) keys. For more information, see "Upgrading Sentinel HL Keys" on
page 326.

> Sentinel HL (Driverless configuration) keys: These keys provide several advantages over Sentinel HL (HASP
configuration) keys:

¢ (OnaWindows machine) Employ HID drivers instead of HASP key drivers. (HID drivers are an integral
part of the Windows operating system.) In many cases, it is possible to use these keys without installing
any additional support software.

* (OnaWindows machine) Support the use of "AppOnChip" functionality. With AppOnChip, code fragments
of selected functions in the protected application are protected from an attacker's eyes by storing them as
encrypted data. The code fragments are only decrypted and executed inside the HL key. This provides
significantly enhanced security for the application.

¢ (OnaLinux machine) In many cases, it is possible to use these keys without installing any additional
support software.

e Support a higher number of Features.

* Provide larger on-key memory space.

* All Driverless keys (except for Basic keys) support a virtual clock for time-based licenses.
» All Driverless keys (except for Basic keys) support concurrency (network-based licenses).

Sentinel HL keys offer the highest level of security. In order for a user to access your software, and for it to
function correctly, the key must be accessible by the application. Furthermore, Sentinel LDK uses
LicenseOnChip technology to protect Sentinel HL keys against license tampering.

Sentinel HL keys also have the advantage of portability. This means that the key can be moved from one
computer to another. Software may therefore be installed on multiple computers but will only run if the key is
connected and authenticated by the software.

NOTE A Sentinel HL key can be accessed using a virtual connection. For more information, see
"Virtual Connection of HL Keys" on page 29.

NOTE Sentinel LDK continues to support the older HASP HL keys. All references to Sentinel
HL keys in this document and other Sentinel LDK documents can be understood to include
HASP HL keys unless the context of the reference clearly states otherwise.

Benefits of Sentinel HL Key Protection

Sentinel HL key protection provides the strongest level of protection against piracy. The correct functionality of
the software depends on the internal logic of the Sentinel HL key, which is virtually tamper-proof.
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In addition, Sentinel HL key protection:

> Offers the strongest enforcement for license terms, which are stored and protected inside the Sentinel HL
key.

> Enables portability—the software can be used on any computer to which the Sentinel HL key is connected.

> Does not require transaction with the software vendor to enable activation of the Product.

Sentinel SL Keys

Sentinel SL keys are virtual, software-based keys that reside in the secure storage of a specific computer.
Sentinel SL keys provide the same functionality as Sentinel HL keys, without requiring physical distribution.

Sentinel SL keys are patterned on the functionality of Sentinel HL keys. However, the data is located in the
secure storage of the computer on which the Sentinel SL key resides.

After your software is installed on a computer, the end user typically enters a Product Key that is sent, via the
Internet or by file transfer, to Sentinel LDK-EMS, together with the fingerprint of the machine. Sentinel LDK-EMS
confirms that the Product Key has not been used to activate the software on more than the permitted number of
machines—as determined by you—then sends back the Sentinel SL key, which is installed on the end user’s
machine. This process is also used for updating license terms.

The following types of Sentinel SL keys exist:
> SL Legacy - SL keys that were generated with versions of Sentinel HASP prior to Sentinel LDK v.6.0
> SL AdminMode - SL keys that provide the highest level of security and functionality

> SL UserMode - SL keys that provide a greater level of flexibility under certain circumstances

Benefits of Sentinel SL Key Protection

With Sentinel SL key protection:
> Product key activation:

* Product activation is instantaneous. End users can immediately start using the software with its fully-
licensed functionality.

* The activation process for end users is convenient and transparent.

* The online connection with end users can enable user registration data to be collected and used for
marketing purposes.

> When using a network license that is locked to a Sentinel SL key, you can specify that a license can be
detached from the pool of network seats and attached to a remote recipient machine.
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Sentinel SL Unlocked Licenses

An unlocked license is one that is not locked to a specific machine. An application with an unlocked license
(referred to as an Unlocked Product) is protected against disassembly. However, the protected application can
be duplicated, installed, and used on any machine for as long as the unlocked license allows. Unlocked licenses
are used in the following situations:

> Trialware products

The ability to create and distribute trialware products without exposing the protected software to piracy
provides a significant marketing advantage when selling software applications. Potential customers can work
with the actual application and experience what the application has to offer and how it can benefit the
individual or the organization. In addition, anybody that has access to trialware can copy it and distribute it to
other people; this multiplies the exposure of the application within the marketplace. Each person who installs
and works with the application must, at the end of the grace period (typically 30 to 90 days or 30 executions),
decide to purchase an HL or SL key for the application or else be blocked from using the application.

> Unlocked products

Unlocked products are used when vendors want to protect their applications against reverse engineering but
either:

e Have no need to license the application (for example, software that is part of a larger hardware package).
The vendor may not need to protect against duplication of the software. However, they want to protect the
software against theft of intellectual property.

* Are using a separate product or system to handle licensing of the software.

An unlocked product typically has no time restriction or has a long-term license.

Virtual Connection of HL Keys

A standalone Sentinel HL key (that is, a key that does not support concurrency) must typically be physically
connected to the machine where the protected application executes. However, you can connect this type of key
using a virtual connection using available third-party solutions. These solutions can be used in cases where a
physical key cannot be connected due to the lack of a USB port or inability to physically access the machine. You
can connect your HL keys to an over-the-network USB solution and access them from any physical or virtual
machine as if they were connected locally.

There are several such solutions, both software-based (that can be installed on any PC with a USB port) and
dedicated devices. Among the dedicated devices, Thales recommends utnserver Pro, myUTN-2500,
dongleserver Pro, and dongleserver ProMAX by SEH Technology. These devices were tested for Thales
Sentinel HL keys, and are backed by partnership between SEH Technology and Thales.

Protection Key Attributes

The various types of Sentinel protection keys that are available provide different levels of security and flexibility,
as described in the table that follows.
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Sentinel SL Keys

Type of Sentinel
Protection Key

SL AdminMode key
(excluding Unlocked
Products)

SL AdminMode key
(Unlocked Products)

SL UserMode key
(excluding Unlocked
Products)

SL UserMode (Unlocked
Product)

SL Legacy key
HL (HASP configuration)
Basic key

HL (Driverless
configuration) Basic key

HL (HASP configuration)
Pro key

HL (Driverless
configuration) Pro key

HL (HASP configuration)
key (Max, Drive)

Level of
Security

++++4

Windows:
++4

Others:
+ 4

++++4

+4

++++4

+++++

++++ 40

+++++

D

+++ 4+

Supported
Operating
Systems (Local)

Windows Mac
Linux Intel/ARM

Windows Mac
Linux Intel/ARM

Windows
Android
Linux Intel/ARM

Windows
Linux Intel/ARM

Windows Mac
Linux Intel

Windows Mac
Linux Intel/ARM

Windows Mac
Linux Intel/ARM
Android

Windows Mac
Linux Intel/ARM

Windows Mac
Linux Intel/ARM
Android

Windows Mac
Linux Intel/ARM

Supports
Time-based
Licenses

Uses V-Clock

Uses V-Clock

Uses V-Clock

Uses V-Clock

Uses V-Clock

No

No

No

Uses V-Clock
(Requires V-Clock
module in the
Sentinel LDK
Master license)

No

Supports
Concurrency
and Detachable
Licenses

Yes'

Yes'

No

No

Yes'!

No

No

No

Yes 123
(Detach not
supported)

No
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Sentinel SL Keys

Type of Sentinel Level of Supported Supports Supports
Protection Key Security Operating Time-based Concurrency
Systems (Local) Licenses and Detachable

Licenses

HL (Driverless ++++ 4D Windows Mac Uses V-Clock Yes 123

configuration) key (Max, Linux Intel/ARM (Detach not

Drive) Android supported)

HL (HASP configuration) +++++ Windows Mac Uses real-time No

Time key Linux Intel/ARM clock on the key

HL (Driverless ++ 4+ Windows Mac Yes 123

configuration) Time key Linux Intel/ARM (Detach not

Android supported)

HL (HASP configuration) +++++ Windows Mac Yes

NetTime key Linux Intel/ARM (Detach not
supported)

HL (Driverless +4++ 49 Windows Mac

configuration) NetTime key Linux Intel/ARM

HL (HASP configuration) +++++ Windows Mac No Yes

Net key Linux Intel/ARM (Detach not
supported)

HL (Driverless +4++ 4D Windows Mac Uses V-Clock

configuration) Net key

Legend:

Linux Intel/ARM

1 - Requires network seats from the Sentinel LDK Master license.

2 - Requires network seats from the Sentinel LDK Master license. Requires License Manager 7.3 or later on
the machine where the protected application executes. The required version of License Manager is provided
in Run-time Environment 6.65 or later.

3 - To support concurrency for Linux ARM, Run-time Environment 8.11 or later is required.

4 - For SL keys, support for virtual machine and for rehost is optional. Adding support for these should be
avoided unless required because they implicitly reduce the security level.

5 - Security for all HL (Driverless configuration) keys can be further enhanced for Windows platforms using
AppOnChip functionality.
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Sentinel SL Keys

NOTE The table above relates to the operating system on the machine to which the protection
key is attached. However, for protection keys that support concurrency, the protected
application can be located on a different machine. In this case, the protected application can be
executing under any operating system listed in the table even when that operating system does
not support the protection key.

For example: A protected application running on an Android machine can be licensed by an SL
AdminMode protection key on a Linux Intel machine.

For information on V-Clock (the virtual clock available on most Sentinel protection keys), see "How Sentinel LDK
Protects Time-based Licenses With V-Clock" on page 320.

For full technical specifications of the available Sentinel HL keys, refer to the Sentinel HL Data Sheet.

For additional information, see "Situations That Require Sentinel LDK Run-time Environment" on page 175.

Sentinel LDK Protection Process

When you are developing your software, your engineers integrate a variety of calls to data stored in the memory
of the Sentinel protection key.

Encryption and Decryption

Sentinel LDK encryption and decryption are based on the Advanced Encryption Standard (AES) algorithm. The
encryption secret of the algorithm is stored in the Sentinel protection key. To enhance security, all
communication between an application and a Sentinel protection key is randomly encrypted. This inhibits
emulation of a Sentinel protection key.

Obtaining Additional Information About Sentinel LDK

You can find more information about Sentinel LDK in the help systems for the various Sentinel LDK tools. In
addition, much of the Sentinel LDK documentation is available online at
https://docs.sentinel.thalesgroup.com/Idk/home.htm.

For additional assistance, you can contact our Customer Support Team.
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CHAPTER 2: Understanding Cloud Licensing

This section describes an additional model for generating and distributing software-based licenses, based on an
extension to software-based protection keys (described in "Understanding Sentinel LDK Software Protection
and Licensing" on page 15).

Overview

Sentinel LDK provides an alternative for software-based licensing called cloud licensing. This model is based on
software-based protection keys, but it provides an extension to the traditional model. The cloud licensing model
provides a simpler mechanism, both for the vendor and for the end user, for distributing and managing licenses.

Using this licensing model, the vendor generates and installs all required product licenses on a single license
server machine with Internet access. The vendor generates and distributes a unique license string for each end
user. The end user installs the protected application and the license string on their machine.

The end user can access the license server and consume a license to execute the protected application online or
detach a license and then run the protected application offline.

Deploying Cloud Licenses

For the vendor-hosted implementation of cloud licensing, the vendor installs the SL licenses for all customers on
a single license server machine.

The vendor creates a separate protection key on the server for each customer organization and installs the SL
licenses for each organization in the relevant key.

Within each protection key, the vendor creates a unique client identity for each end user in the customer
organization who is allowed to use the protected application. The vendor provides the corresponding identity
string for the end user. The end user installs the provided identity string on their machine.

When the end user executes a protected application, the local license manager uses the identity string to
consume a license from the relevant protection key on the vendor's license server machine. Alternatively, the
end user can use the identity string to detach a license from the license server machine and then execute the
protected application offline.
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Chapter 2: Understanding Cloud Licensing

Benefits of Cloud Licensing

Some of the benefits provided by the cloud licensing model are as follows:

>

License Mobility. End users can consume and detach licenses from anywhere. Once they receive and
install the identity string, they can execute the application, regardless of where they are.

Implementation. Cloud licenses are easy for vendors to implement, with no compromises on security. No
changes to Sentinel Licensing API are required. The model is fully supported by Sentinel LDK Envelope.
Licenses are easy to deploy.

End-user control. Identities can be disabled by the vendor at any time, or be limited to a certain number of
machines.

VM solution. Cloud licensing provides a simple licensing solution for virtual machines and containers (such
as Docker) that is both secure and fully agnostic. There is no need to deal with fingerprints, no risk of cloning
(with the appropriate clone protection scheme), and no risks of snapshot-restore attacks. The model supports
VM live-migration. All that is required is connectivity.

Clone protection without fingerprint issues. Users can easily upgrade hardware and update the
operating system.

Secure license information. Secure storage (license information) has increased security and reliability, and
is Inaccessible to end users. As a result, it cannot be deleted or reverted. Since the secure storage is
accessible to the vendor, it can be deployed on highly dependable RAID arrays and be backed up regularly.

Business insight. Since the vendor hosts the server, they can view usage data and patterns that would
otherwise not be available.

Manage trials. The vendor can easily manage trials by creating a single SL license and then providing users
with expiring client identities that consume the same license. For example, the vendor can host a single
cloud-enabled SL key with a perpetual license and, as needed, create client identities that are active for 30
days to be provided to evaluators.

Provide emergency cloud licenses. The vendor can provide customers with emergency limited-time client
identities in case they face issues with their local HL or SL key.

Manage user access to network seats. An IT administrator can manage which users can access network
seats and for how long by distributing client identities with expiration dates.

Working with detached licenses provides the following additional benefits:

>

Less demanding on server and network infrastructure. Communication to the server is limited to only a single
detach operation. This also removes much of the need for server redundancy.

Performance identical to local licenses. Once a license is detached, consuming it is unaffected by network
latency.

No need for constant connectivity. Once the license is detached, the user's machine can remain offline.
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Chapter 2: Understanding Cloud Licensing

NOTE While intended primarily for implementation by software vendors, the cloud licensing
model can also be implemented by the vendor’s customers for distribution of identity strings
within their organization.

Obtaining Additional Information

For more information about cloud licensing, see "Cloud Licensing" on page 153.
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Part 2 - Protection

In this section:

>

"Protecting Software" on page 37 — Provides an overview of Sentinel LDK software protection, including its
fundamental elements, a summary of how it works, and an introduction to Sentinel LDK protection methods.

"Sentinel Licensing API Protection" on page 42 — Provides an overview of the Sentinel Licensing API, details
the prerequisites for using the API, introduces the Sentinel LDK ToolBox application and describes the
functionality of the API.

"Sentinel LDK Envelope Protection" on page 51 — Provides an overview of software protection using
Sentinel LDK Envelope, details the prerequisites for using the application, and describes its functionality. In
addition, it describes the Sentinel LDK Envelope protection parameters and how to encrypt data files.

"Protection Strategies" on page 71 — Outlines strategies for maximizing Sentinel LDK protection, including
best practices and optimizing the use of the Sentinel Licensing APl and Sentinel LDK Envelope.

"Protecting Data Files" on page 76 — Describes data file protection using the Sentinel LDK Data Protection
utility. It includes information about the types of protection that are available.



CHAPTER 3: Protecting Software

This section provides an overview of Sentinel LDK software protection, including its fundamental elements, a
summary of how it works, and an introduction to Sentinel LDK protection methods.

In this section:
> "Sentinel LDK Protection " below
> "Elements of Sentinel LDK Protection" below

> "Selecting a Protection Method" on page 40

Sentinel LDK Protection

Sentinel LDK is an innovative, advanced solution for protecting software against illegal or unauthorized use. The
solution deters illegal access and execution of protected applications.

A deployed application that is protected with Sentinel LDK requires access to a specific Sentinel protection key in
order to run. The protected application queries the Sentinel protection key for predefined information. If the
Sentinel protection key is not present, or the information returned is incorrect, the program does not execute, or
stops functioning.

After you have selected a Sentinel LDK protection method, implementation is straightforward. Regardless of the
selected protection strategy, protected applications only work correctly if they can access the information stored
in a specific Sentinel protection key.

Elements of Sentinel LDK Protection

The Sentinel LDK protection system is based on the following:

> Protecting programs and data files

\"

Identifying the Sentinel protection key
> AES encryption

> Confidential protection parameters

> Utilizing Protection Key memory

> Anti-debugging and reverse engineering measures
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Protecting Programs and Data Files

Sentinel LDK provides two primary protection methods:
> Sentinel LDK Envelope
> Sentinel Licensing API

When you protect your software using either of these methods, you are essentially forming an inherent link
between the protected application and a specific Sentinel protection key.

What Can Be Protected

Sentinel LDK enables you to protect a variety of applications and data files. You can apply protection directly to:
> Compiled executables, DLLs and .NET assemblies

> Specific functions or entire programs. Sentinel LDK protects all levels of software from function level to entire
programs

> Sensitive data and intellectual property

All the above are protected against any attempt at reverse engineering.

For additional information about the available protection parameter options, see the following sections:
> "Sentinel Licensing API Protection" on page 42

> "Protecting Data Files" on page 76

Availability of the Sentinel Protection Key

The Sentinel protection key, or to be more precise—the intelligence contained within the Sentinel protection
key—is the primary component of the Sentinel LDK protection system.

The main factor governing Sentinel LDK protection is whether a deployed program can identify and access the
intelligence contained in a specific Sentinel protection key at run-time. This factor is unambiguous—the
Sentinel protection key is either available or is not available!

Regardless of the protection method adopted, protected applications only function when they can access the
required information contained in a specific Sentinel protection key.

Sentinel protection keys, and their ‘intelligence’ cannot be cloned to replicate the link between them and the
protected application.

AES Encryption

A protected application relies on the ‘intelligence’ in the memory of a specific Sentinel protection key in order to
function. In addition to the checks for the Sentinel protection key, data can be encrypted and decrypted using the
intelligence available in the Sentinel protection key.
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AES Encryption and Decryption

The encryption engine in the Sentinel protection key is based on the AES algorithm. Sentinel LDK encryption
uses a set of confidential 128-bit encryption keys that remain in the Sentinel protection key.

Your protection schemes should always involve greater sophistication than merely confirming the presence of
the required Sentinel protection key. However, verifying the required Sentinel protection key through data
encryption and decryption requires forward planning. First, encrypted data must be available. This data must
then be sent to the Sentinel protection key, where it is decrypted.

If the data is correct, the Sentinel protection key is considered to be “present.” For additional information, see
"Time Functions" on page 50.

Confidential Protection Parameters

The essence of software protection is confidentiality. Without confidential elements, any software security
system is vulnerable to attack.

Vendor Code

Each software vendor who uses Sentinel LDK is assigned a unique Vendor Code.

The Vendor Code forms an integral part of the protection parameters that constitute the link between the
protected applications and the Sentinel protection key. However, the Vendor Code is only part of the link. The
code merely provides the protected software with access to the Sentinel protection key and its resources. The
Vendor Code is required in order to call Encrypt and Decrypt API functions, call memory read/write API functions,
and consume licenses.

Access to the Vendor Code does not allow an attacker to create licenses, remove Envelope protection, or
perform activities that would typically be regarded as license abuse. Therefore, while the Vendor Code should be
kept confidential, the code on its own is not sufficient to enable unauthorized use of the protected software.

All Sentinel LDK protection applications require the Vendor Code. For information on how to access the code,
see "Extracting the Vendor Code from Sentinel Vendor Keys" on page 44.

Utilizing Protection Key Memory

The secure memory on Sentinel protection keys can be utilized (read and write) as a component of the protection
scheme for the software. Confidential data can be stored in the Protection Key memory, including snippets of
program code, the customer name, or any other data.

Use the memory editors included in Sentinel LDK ToolBox to read or write data in the Protection Key memory.
For additional information, see "Memory Functions" on page 50.

In your production environment, use Sentinel LDK-EMS or Sentinel License Generation API to handle Protection
Key memory.
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Anti-Debugging and Reverse Engineering Measures

Sentinel LDK protects intellectual property and provides the functionality to combat anti-debugging and reverse
engineering. Anti-debugging and reverse engineering usually try to unravel the protection scheme of protected
software by tracing a compiled application to its source code. Sentinel LDK Envelope implements contingency
measures to ward off such attacks and prevent hackers from uncovering algorithms used inside protected
software.

Selecting a Protection Method

Sentinel LDK offers two software protection methods; Sentinel Licensing APl and Sentinel LDK Envelope. Both
methods establish an inherent link between the protected software and the intelligence contained in a specific
Sentinel protection key.

When selecting a protection method, the following issues must be considered:

\"

What the Sentinel protection key should protect

\"

How the Sentinel LDK protection parameters are best applied

v

Whether the time required to implement the solution is a critical factor

\"

Whether flexibility in implementing the protection scheme is important

These issues are discussed in the following sections.

What to Protect

When protecting software with Sentinel LDK, there are various options for applying protection. Sentinel
Licensing APl is used to protect the software before it is compiled. Protection can also be applied after the
software is compiled using Sentinel LDK Envelope. You can choose whether to apply protection to an entire
program, a subprogram, or simply to a Feature.

You may opt to use either the Sentinel Licensing API or the Sentinel LDK Envelope protection method, or both,
depending on your specific requirements. Use the following table to determine which method best meets your
specific requirements.

Sentinel LDK Envelope Sentinel Licensing API

Quick, automatic protection process that shields your = Manual implementation of calls to Sentinel Licensing

software API
Define specific protection parameters for your Controlled process ensuring maximum security. The
programs strength of protection is proportional to the degree to

which the Sentinel Licensing API functionality is
invested in implementation.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 40


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 3: Protecting Software

Sentinel LDK Envelope Sentinel Licensing API

No source code required Source code must be available
Anti-debugging and reverse engineering measures Maximum flexibility

provided

Importance of Control over the Protection Scheme

When applying protection using Sentinel Licensing API, you control the entire protection process. You determine
when the protected application queries the Sentinel protection key, and how it should behave in different
scenarios. With Sentinel LDK Envelope, compiled programs are wrapped with random protection parameters. If
you run Sentinel LDK Envelope twice to protect the same program, two different output files are produced with
different protective modules and shields.

Significance of the Time Factor

When a high protection level is specified in Sentinel LDK Envelope, file size increases and the protected
application takes longer to launch. Consider this factor when you are deciding on the protection level settings
that you choose. Aim for the optimal balance between protection level and launch time.

How to Apply Protection

When using the Sentinel Licensing API, protection is integrated at the source code level in a carefully considered
manner. You determine where in the source code to place calls to the Sentinel Licensing API.

Sentinel LDK Envelope offers an automated, speedier method of protecting software. You define settings for
protection parameters that are applied to protected applications.

NOTE When enabling or disabling some features you might reduce the level of protection
provided by the software.
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CHAPTER 4: Sentinel Licensing API
Protection

This section describes the Sentinel Licensing API protection method.
In this section:

> "Sentinel Licensing APl Overview" below

> "Sentinel Licensing API Prerequisites " on the next page

> "Learning About the Sentinel Licensing API" on page 45

> "Sentinel Licensing APl Implementation" on page 46

> "Sentinel Licensing API Functionality" on page 49

I NOTE The Sentinel Licensing APl is not applicable for protecting data files.

Sentinel Licensing API Overview

The Sentinel Licensing APl is a robust method of software protection, the strength of which is wholly dependent
on its implementation.

The extent to which the functionality afforded by the Sentinel Licensing APl is utilized, determines the overall
level of software security. To fully utilize the protection offered by the Sentinel Licensing API, strive to maximize
the complexity and sophistication of your implementation.

Itis essential that, before protecting your application, you are familiar with the overall functionality of the Sentinel
Licensing API. For a description of the functions that make up the Sentinel Licensing API, see the Sentinel
Licensing API Reference.

To protect your software using the Sentinel Licensing API, you insert calls to a Sentinel protection key throughout
your application’s source code. You can add calls to your application that check for the presence of a

Sentinel protection key at any point during run-time, and you can designate responses to these checks.

For example, if the required Sentinel protection key is not found, you might specify that the protected application
suspend or terminate itself.

Your application can also check the memory of a Sentinel protection key for specific data. In addition, you can
use the Sentinel Licensing API to encrypt or decrypt data.
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To facilitate a speedy learning curve, Thales recommends that you familiarize yourself with and test specific
Sentinel Licensing API functions using Sentinel LDK ToolBox. Sentinel LDK ToolBox is a GUI-based application
that interfaces with various Sentinel LDK APls. For additional information, see "Learning About the Sentinel
Licensing API" on page 45.

Sentinel LDK also includes Sentinel Licensing API sample folders for specific compilers. Each Sentinel LDK
interface includes a sample application demonstrating APl usage and a specific header file. The sample
applications are located in the Samples in the Sentinel LDK installation on the Windows, Linux, or Mac machine.

Universal Sentinel Licensing API

The Sentinel Licensing APl is a universal API that works with all Sentinel protection keys. Sentinel Licensing API
implementation and usage is independent of the Sentinel protection key you use.

Utilization of the Sentinel Licensing APl is independent of the access mode used to search for a specific
Sentinel protection key. The same Sentinel Licensing API functions are used to enable programs’ access to
remote Sentinel protection keys, or Sentinel protection keys that are present locally.

Sentinel Licensing API Prerequisites

You may have to install the Sentinel LDK-EMS Run-time Environment in order to enable the Licensing API. For
more information, see "Situations That Require Sentinel LDK Run-time Environment" on page 175.

Vendor Code

Itis necessary to provide the Vendor Code in order to access a Sentinel protection key and its resources,
including memory. Vendor Codes are usually stored in the VendorCodes directory. The location of the directory
is described later in this topic.

In the Sentinel LDK Demo Kit, customers are provided with Sentinel HL Demo keys that work with the DEMOMA
Vendor Code. This Vendor Code can be used to apply protection with the Sentinel Licensing API.

NOTE Do not distribute software protected with a Sentinel HL Demo key. This
Sentinel protection key is only for evaluation purposes.

The Starter Kit you receive for Sentinel LDK contains two Vendor keys—a Developer key and a Master key.
These keys contain your company’s unique Vendor Code. The Developer key is used by engineers for adding
protection to your software. With Sentinel LDK-EMS hosted by Thales, you do not require the Master key;
however, you should store it in a secure location to protect against misuse. With Sentinel LDK-EMS installed on
premises, the Master key is used for producing licenses and orders, and it must be connected to the machine
where Sentinel LDK-EMS is installed.

Sentinel Vendor Suite applications (Sentinel LDK Envelope, Sentinel LDK ToolBox, and Sentinel LDK-EMS)
must recognize and have access to the unique Vendor Code that was assigned to you when you received your
Starter Kit. Your Vendor Code is stored inside each Vendor key. You introduce one of the Vendor keys using the
Master Wizard, as described in the following section.
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For more information, see "Vendor Code" on page 39.

Extracting the Vendor Code from Sentinel Vendor Keys

You need to extract the Vendor Code from your Vendor keys so that the Sentinel LDK system will recognize it
when you are working with any of the Vendor Suite applications. The Master Wizard extracts the Vendor Code
for you.

Depending on your Sentinel LDK configuration, if you launch a Sentinel Vendor Suite application, and you have
connected a new Vendor key to your computer, the Master Wizard will launch automatically. Alternatively, you
can launch the Master Wizard manually.

For detailed information on using the Master Wizard, see the section on introducing Vendor keys in the Sentinel
LDK Installation Guide.

By default, your Vendor Code information is saved in the following directory:

%UserProfile%\Documents\Gemalto\Sentinel LDK 8.4\VendorCodes

Vendor-specific File Naming Conventions

The format of a Vendor Code file name is BatchCode.hvc. For example, if your Batch Code is W3FLY, the file
name will be W3FLY.hvc. (The Batch Code is a representation of your Vendor Code.) Your Vendor keys and all
your Sentinel HL keys are labeled with your Batch Code.

By default, Sentinel Vendor Suite applications search the VendorCodes folder for your Vendor Code/Batch
Code information.

Licensing API

At the time the Master Wizard extracts the Vendor Codes, it downloads your customized Licensing APl libraries
from Thales servers.

Your customized APl libraries are saved in the following directory:
%UserProfile%\Documents\Gemalto\Sentinel LDK 8.4\API\Runtime

The APIs for each language are stored in a separate subdirectory. The format of API library names (for
Windows) is hasp_windows_vendorID.libraryExtension.

Example

For C applications, the following libraries are downloaded:
Library Description

hasp_windows_vendor/D.dll Dynamic version of the API library
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Library Description

hasp_windows_vendorlD.lib Implemented library for hasp_windows_vendorID.dll library
libhasp_windows_vendorID.lib Static version of the APl library

libhasp_windows_bcc vendorlID.lib Static version of API library compiled with Borland C compiler

vendorID represents the vendor ID for your Batch Code or demo for the DEMOMA Batch Code.

Learning About the Sentinel Licensing API

There are two components of Sentinel LDK that enable you to study how the Sentinel Licensing APl works, and
its range of capabilities.

> Sentinel LDK ToolBox: A utility with a graphical user interface that is part of Sentinel Vendor Suite. For
more information, see "Sentinel LDK ToolBox" below.

> Sentinel Licensing APl Samples: A set of examples for implementing the Sentinel Licensing API. For more
information, see "Sentinel Licensing APl Samples" on the next page.

Sentinel LDK ToolBox

Sentinel LDK ToolBox is an interactive interface to work with various Sentinel LDK APIs. You can execute calls
to the Sentinel Licensing APl using Sentinel LDK ToolBox. The calls are then relayed to a Sentinel protection
key.

To use Sentinel Licensing APl with Sentinel LDK ToolBox you must have a Developer key and a valid Vendor
Code so that you can access Sentinel protection keys. Sentinel LDK ToolBox is started from the Sentinel LDK
launcher. For more information, see the Sentinel LDK ToolBox help system for Windows.

API-related Functionality
Sentinel LDK ToolBox serves as a training tool for the Sentinel APIs. Sentinel LDK ToolBox functionality enables

you to:

> Display the source code generated for each function call. This generated source code can be copied and
pasted into your application source code.

> Evaluate manual implementation of each API. Every API function included in Sentinel LDK ToolBox is
displayed on a separate screen. To execute a function call, you provide specific information related to the
selected function.

> Transfer memory buffers to the AES encryption engine in a Sentinel protection key. The program can also be
used to decrypt data buffers.

> Create multiple programming language interfaces for the various APIs.
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Sentinel Licensing APl Samples

Sample applications are provided to demonstrate how to implement Sentinel Licensing API protection in your
source code. The samples demonstrate how the API functions work.

Your Sentinel LDK installation contains folders for various interfaces and compilers. Each folder includes the
required APl libraries, a header file and a sample application. The Sentinel HL Demo key—marked DEMOMA—
must be connected to your computer when using the sample applications.

NOTE See the Sentinel Web site for information on available samples for specific programming
languages.

Sentinel Licensing APl Implementation

This section describes the pre-implementation issues you should consider, and the workflow for implementing
the Sentinel Licensing API. It also provides an overview of how to log in to and out of a session.

Planning Your Requirements

Before implementing the Sentinel Licensing API, the following preliminary issues should be considered.
> What do you want to protect?

This may seem obvious, but it is crucial when you decide where to place the calls to the Sentinel protection
key. Typically, you would want to verify the presence of the Sentinel protection key at startup. However, you
can also identify certain aspects of the software to protect, and apply your Sentinel Licensing API calls
accordingly.

> Will encrypted data be included in your implementation scheme?

If you plan to use encrypted data at run-time, use Sentinel LDK ToolBox to encrypt the data. Insert the
encrypted data when implementing the Sentinel Licensing API. The data is decrypted at run-time by the
Sentinel protection key.

> Is data going to be stored in the Protection Key?

If the software is protected by a Sentinel protection key with memory functionality, sensitive data can be
stored in the Sentinel protection key. The Sentinel Licensing APl enables access to read from or write to
Protection Key memory. Use Sentinel LDK ToolBox to write data buffers to Protection Key memory.

Sentinel Licensing APl Workflow

After planning what data is going to be protected and how that protection will be applied, you are ready to protect
your application with the Sentinel Licensing API.

The recommended workflow for implementing the Sentinel Licensing APl is as follows:
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1. Study the code of the sample application corresponding to your development environment.

2. Inyour application source code, insert a login call to the Sentinel protection key. A successful login
establishes a login session. The login session has its own unique handle identifier.

NOTE The session identifier is self-generated and applies to a single login session. For more
information, see the description of the LoginScope function in the Sentinel Licensing AP
Reference.

3. After alogin session is established, you can use other Sentinel Licensing API functions to communicate with
the Sentinel protection key. For example, you can use the Decrypt function to decrypt important data used by
your application. You can also read data stored in the Protection Key memory, set timestamps, and other
actions.

4. Using the output generated in Step 3, check for potential mismatches and notify the user accordingly.
5. Repeat steps 2—4 throughout the code.

6. Compile the source code.

NOTE After you have compiled the source code, use Sentinel LDK Envelope to add an extra
layer of protection to your software. This process also prevents reverse engineering of protected
code.

Sentinel Licensing API Login Function

The 1ogin function is the gateway to Sentinel Licensing APl implementation. You must open a successful login
session to search for and communicate with a Sentinel protection key. To log into a Sentinel protection key, you
need to provide a Feature ID and a valid Vendor Code.

If the Sentinel protection key is not accessible by the computer, an error message is displayed. An error
message is also displayed if the declared Vendor Code is not valid for a detected Sentinel protection key.

Login Call
¢ Vendor Code
e Feature ID

] /f |
Koeadd e
Login Failed

Error message: Login session
Login Failed established
Key/Feature/License
not found
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Figure 1: Sentinel LDK Login Operation Summary

Login Options
When using the Sentinel Licensing APl implementation, login calls are not dependent on specific

Sentinel protection keys. However, when performing login calls you must specify what it is that you are actually
logging into. When logging in you must declare:

v

If you are logging into a default or a specific Feature

> How to search for the Sentinel protection key

\"

How the login counter should be handled

\"/

Whether to enable or disable connection to the Sentinel protection key via a terminal server

Declaring Feature IDs

You can either log into a specific Feature, or to the default Feature stored in the Sentinel protection key. The
default Feature is assigned Feature ID 0.

When logging into a licensed Feature, the protected application not only checks for the presence of the
Sentinel protection key, it also checks the terms of the license contained in that key. If the license is valid, the
Feature is enabled.

Controlling Login Calls

Additional aspects of a login call can be controlled when implementing the Sentinel Licensing API, as follows:
> Search options
> Login counter

> Terminal server detection

\"/

Enabling access to Sentinel HL v.1.x keys
Each aspect is described below.
Search Options

The default search setting enables a protected application to search both the local computer and the network for
the required Sentinel protection key. You can limit the Sentinel protection key search option, as follows:

> Search only the local PC for a Sentinel protection key

> Search only the network for a connected Sentinel protection key
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Login Counter

By default, when a Sentinel LDK license is accessed in a Sentinel HL network key key, license usage is
determined by counting the number of workstations that use the protected application. You can change this
condition so that license usage is based on the number of protected application processes that are in use.

Access to Legacy Memory on Sentinel HL Key

By default, the Sentinel LDK system does not enable access to the legacy memory on Sentinel HL keys. To
override this restriction, select the Allow access to Sentinel HL v.1.x check box in the Sentinel LDK ToolBox
Settings window.

NOTE Every Sentinel protection key login session must be terminated with a corresponding
logout call.

Sentinel Licensing API Functionality

The extent of the protection afforded by the Sentinel Licensing APl is dependent on the way that it is
implemented. Calls to a Sentinel protection key that are inserted in the source code control access to the
application at run-time.

This section describes the Sentinel Licensing API options that are available after a successful login session is
established. For a detailed discussion about how to optimize your Sentinel Licensing APl implementation, see
"Protection Strategies" on page 71. For a demonstration of how the Sentinel Licensing API works, use Sentinel
LDK ToolBox.

Function Groups

Sentinel Licensing API functions are categorized into five groups, based on common functionality and linkage.
> Session functions

> Encryption/Decryption functions

> Memory functions

> Time functions

> Management functions

Session Functions

A session is created by executing a successful login call to a license residing in a specific Sentinel protection key.
For more information about logging in, see "Login Options" on the previous page. At the end of a session, use the
logout function to close the session.
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Encryption Functions

You can encrypt or decrypt data buffers using the AES-based encryption engine in the Sentinel protection key.
The encryption engine uses symmetric encryption. This means that the same encryption key is used later to
decrypt the data buffer.

Memory Functions

Use the memory to store data to be used by the application at run-time, and information that can be used later to
verify and identify an end user. Control of access to sensitive data forms an integral part of your protection
scheme.

The Sentinel Licensing API can be used to:
> Read data buffers stored in the Protection Key memory
> Write data buffers to the Protection Key memory

The size of the data buffers is restricted by the memory available in the specific Sentinel protection key type. For
information about the memory capacity of the available Sentinel protection keys, refer to the Sentinel HL Data
Sheet.

Time Functions

Sentinel Licensing API can be used to access:
> the real-time clock in a Sentinel HL Time key or Sentinel HL NetTime key

> the V-Clockin a Sentinel HL (Driverless configuration) key. For more information, see "How Sentinel LDK
Protects Time-based Licenses With V-Clock" on page 320.

This functionality enables you to read the time. Two date and time conversion functions are included in the
Sentinel Licensing API.

Management Functions

The Sentinel Licensing API includes functions that enable you to retrieve information on the system components,
the current login session, the status of a deployed Sentinel protection key, and license updates.

When using Sentinel SL keys, the Transfer function enables you to:
> detach a license from a pool of network seats.
> rehost a protection key from one of a customer's machines to another.

You can also use the Update function to install updates. You do not need to be logged in to a session in order to
perform this function. For additional information, see the Sentinel Licensing AP| Reference.
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CHAPTER 5: Sentinel LDK Envelope
Protection

This section describes software protection using Sentinel LDK Envelope.

In this section:

>

>

"Functionality" below

"Sentinel LDK Envelope for Windows" on page 55
"Protecting .NET Assemblies" on page 61

"Protecting Python Applications" on page 65

"Sentinel LDK Envelope for Linux Applications" on page 66
"Sentinel LDK Envelope for Mac Binaries" on page 66

"Sentinel LDK Envelope for Java Executables" on page 68

Functionality

Sentinel LDK Envelope is a wrapping application that protects your applications with a secure shield. This
application offers advanced protection features to enhance the overall level of security of your software.

Sentinel LDK Envelope protects Win32, Windows x64, and .NET executables and DLLs, and Java
executables—providing a means to counteract reverse engineering and other anti-debugging measures.

Sentinel LDK Envelope can also be used to protect Mac executables and dynamic shared libraries (Mach-O)
(see "Sentinel LDK Envelope for Mac Binaries" on page 66 for more information) , and Linux executables and
shared objects (see "Sentinel LDK Envelope for Linux Applications" on page 66 for more information).

NOTE The words program and application are used throughout this section as a generic
reference to the various types of programming code that can be protected using Sentinel LDK
Envelope, regardless of whether they are executables, binaries, assemblies, libraries or shared
objects.

Sentinel LDK Envelope is not used directly to protect data files. However, it can enable a
protected application to access and write data to a protected data file.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 51



https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 5: Sentinel LDK Envelope Protection

By using Sentinel LDK Envelope to protect your application, you establish a link between the protected
application and a Sentinel protection key. This link is broken whenever the protected application cannot access
the required Sentinel protection key.

Implementing Sentinel LDK Envelope protection is the fastest way to secure your application without requiring
access to your software source code.

Sentinel LDK Envelope provides both graphical user interface (GUI) and command-line utility options. The
graphical interface enables you to:

\"

Protect Windows and .NET executables and DLL files, and Java executables

\"

Enhance the protection of .NET and Java executables by defining Method-level protection

> Protect Mac Mach-o binaries

> Protect 64-bit Linux executables and shared objects

> Define a variety of global protection parameters for your program

> Specify a Vendor Code to authenticate the presence of a specific Sentinel protection key

> Customize the run-time messages that will be displayed to end users running protected applications

In addition to linking protected applications to a specific Sentinel protection key, Sentinel LDK Envelope wraps
the application file with numerous protection layers that are randomly assembled.

NOTE The random multi-layer wrapping of protected applications by Sentinel LDK Envelope
ensures that implemented protection strategies differ from one protected application to another.
Command-line utilities enable you to protect:
> Win32, Windows x64, and .NET executables and DLL files
> Java executables
> 64-bit Linux executables and shared objects
> Mac binaries

The command-line utilities also enable you to easily apply protection parameters that were defined using the
Sentinel LDK Envelope GUI. This simplifies the process of reapplying protection parameters to your application
during the development process.

Basic Protection Workflow

This section provides a workflow that describes the elements of protecting applications using Sentinel LDK
Envelope. Additional information about specific procedures is provided in the Sentinel LDK Envelope help
system for Windows.

1. Launch Sentinel LDK Envelope from Sentinel LDK Launcher.

2. Add the executable, library, or NET assembly you want to protect to the project.
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3. Define protection parameters for the protected application.
4. Protect the program.

5. Distribute the protected software together with your encrypted Sentinel protection keys.

NOTE Sentinel LDK Envelope does not affect the files being protected. However, it is highly
recommended that you designate a separate output folder for the protected application in order
to distinguish between source (unprotected) and output (protected) files.

Sentinel LDK Envelope protection involves the application of protection parameters that are controlled by the
engines running Sentinel LDK Envelope. You apply these parameters to an unprotected source.

Sentinel LDK Envelope does not affect the original files or the way a protected application actually works. The
only modification is that user access is conditional on the presence of a required Sentinel protection key. If the
Sentinel protection key is present, the protected file runs.

The logic of Sentinel LDK Envelope protection is illustrated in the following diagram. Note that the original file can
be a Win32, or Windows x64 executable or DLL; a Windows .NET assembly executable or dynamic library; a
Java executable; a Linux executable or shared object; or a Mac binary.

Original File Envelope Protection Protected File

~
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011007080 A
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010110010003001010
1010110010001001g40%0
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Application Encrypted
Application

To ensure the highest level of security for your software, Sentinel LDK Envelope for Win32 removes debugging
data from the programs that it is protecting.

Itis recommended that Linux software engineers strip extraneous symbols from the executable prior to
protecting with Sentinel LDK Envelope.

Mandatory Protection Parameters

The following information must be provided in order to protect software using Sentinel LDK Envelope:

> Input file location: You must specify the location of the program that you want to protect. By default, this is
the directory from which you added the program to the project.

> Output file location: You must specify the directory where the protected output will be saved. By default, the
directory is:

%LocalAppData%\Gemalto\Sentinel LDK 8.4\VendorTools\VendorSuite\Protected
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> Vendor Code: You must provide a valid Vendor Code in order to access a Sentinel protection key. On initial
activation of Sentinel LDK Envelope, the default Vendor Code is specified as DEMOMA. Select your Vendor
Code in the Sentinel Vendor Code screen.

This information is sufficient to protect a program.

General Customizable Protection Parameters

The customizable parameters described in this section are identical for all supported applications, assemblies
and dynamic libraries.

> Feature ID: You can select a unique Feature to protect your program. For additional information about
Features, see "Using Features to Protect Programs" below.

> Protection key search mode: You can determine where a protected application searches for the
Sentinel protection key. For additional information, see "Searching for a Sentinel Protection Key" on the next

page.

NOTE When enabling or disabling some features you might reduce the level of protection
provided by the software.

Using Features to Protect Programs

A Feature is an identifiable functionality of a software application. Features may used to identify entire
executables, software modules, .NET or Java methods, or a specific functionality such as Print, Save or Draw.
Each Feature is assigned unique identifier called a Feature ID. The default Feature ID in Sentinel LDK Envelope
is Feature ID 0.

For additional information on Features and licensing, see "ldentifying Functional Components (Features) " on
page 98 and "Managing Features " on page 107.

When you protect a Win32, Windows x64, Mac or Linux application with Sentinel LDK Envelope, you specify a
single Feature ID for the entire executable. If you wish to apply unique Features to separate components or
functionalities, you must use the Sentinel Licensing API. For additional information, see "Sentinel Licensing API
Protection" on page 42.

Protecting .NET Assemblies

When you protect a .NET assembly with Sentinel LDK Envelope, you have the flexibility to specify Features at
two levels:

> Agglobal Feature that relates to the entire .NET assembly, with the exception of individually-protected
methods. For additional information, see "Global Features in .NET Assemblies" on page 62.

> Method-specific Features. For additional information, see "Method-specific Features and Parameters in NET
Assemblies" on page 63.

At run-time, a protected .NET assembly searches for all Features in the Sentinel protection key.
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Searching for a Sentinel Protection Key

Sentinel LDK Envelope enables you to determine where a protected application searches for a required
Sentinel protection key.

The following options are available:

> Local and remote: The protected application first searches the local machine for a required
Sentinel protection key (default), and then the network.

> Local only: The protected application searches only the local computer for a required Sentinel protection
key.

> Remote only: The protected application searches only the network for a required Sentinel protection key.

Sentinel LDK Envelope for Windows

This section describes how to use Sentinel LDK Envelope on Windows platforms.
In this section:

> "Prerequisites for Windows" below

> "Running Sentinel LDK Envelope" on the next page

> "Protecting Windows Programs" on the next page

> "Calling Licensing API Functions From DIIMain" on page 57

> "Enhancing Protection With "AppOnChip"" on page 57

> "Disabling HL Keys When Tampering Is Detected" on page 59

> "Accessing and Protecting Data Files" on page 60

> "Running Sentinel LDK Envelope from a Windows Command Line" on page 60

Prerequisites for Windows

To use Sentinel LDK Envelope, all of the following components must be installed on your system:

v

Sentinel LDK Run-time Environment
> Sentinel Vendor Suite

> Avalid Vendor Code stored in the VendorCodes folder. For additional information, see "Extracting the
Vendor Code from Sentinel Vendor Keys" on page 44.

> dfcrypt.exe (if you are planning to encrypt data files by means of a command line)

> The Win32, Windows x64, .NET or Java executables or DLLs that you want to protect

v

NET Framework 2.0 or later (if you are protecting .NET assemblies)
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Running Sentinel LDK Envelope

From the Start menu, open Sentinel LDK. From the Sentinel LDK Launcher, select Sentinel LDK Envelope.

Sentinel LDK Envelope Protection Parameters

After your program has been included in a Sentinel LDK Envelope project, protection can be performed
effortlessly, based on the default Sentinel LDK Envelope settings. In addition, you can define and calibrate a
range of protection parameters that affect the attributes and behavior of the protected application.

Sentinel LDK Envelope customizable parameters are displayed in the Protection Details screen and the Default
Protection Settings screen. You can select a specific program in the Project pane and, from the Protection
Details screen, view and edit the application’s parameters using the following three tabs:

> General tab

> Advanced tab

> Protection Settings tab

All parameters are detailed in the Sentinel LDK Envelope help system for Windows.

This section provides an overview of the Sentinel LDK Envelope protection settings that are common to all
program types. Mandatory parameters that are required in order to protect a program are described in
"Mandatory Protection Parameters" on page 53. Other common parameters are described in "General
Customizable Protection Parameters" on page 54.

Sentinel LDK Envelope also provides settings that are specific to the type of program protected.

> For additional information about settings for Win32 or Windows x64 programs, see "Protecting Windows
Programs" below, and "Accessing and Protecting Data Files" on page 60.

> For additional information about settings for .NET assemblies, see "Protecting .NET Assemblies" on page 61,
and "Code and Symbol Obfuscation in .NET Assemblies" on page 64.

> For additional information about settings for Java executables, see "Protecting Java Executables” on
page 69.

Protecting Windows Programs

When you protect a Windows program with Sentinel LDK Envelope, you can determine protection attributes and
aspects of the behavior of the protected application.

Protected Application Behavior
Sentinel LDK Envelope enables you to define the following additional properties for Win32 and Windows x64

programs:

> The frequency at which random queries are sent to a Sentinel protection key. These queries include random
encryption and decryption procedures.
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> The time interval between checks for the presence of a required Sentinel protection key.
> Whether support for programs that require overlays to execute correctly should be enabled.

> The length of time that the protected application waits for the Sentinel LDK Run-time Environment to load.

Protection Attributes
You can define specific security attributes for protected Win32 and Windows x64 programs including parameters
for:

> Detection of both system and user-level debugging measures. You can activate measures to be undertaken
by the Sentinel LDK system to block potential attacks intended to undermine the protection scheme.

> Specifying the frequency of Sentinel protection key access for encryption. The parameter controls the
compactness of the Sentinel protection key calls made by the protected application.

Run-time User Support

You can customize run-time messages for end users who are using applications protected by Sentinel LDK
Envelope. Sentinel LDK Envelope includes a set of message codes. Each code is mapped to a corresponding
message that is displayed at run-time of the protected application.

In addition, you can choose to display a message for end users during startup of a protected application that
explains there may be delays due to required data decryption.

Calling Licensing API Functions From DIIMain

In Windows and .Net, DLLs are loaded at run-time according to the order in which they were linked while building
the application. During protection of the application or DLL with Sentinel LDK Envelope, the Licensing APl is
integrated into the protection application. The Licensing APl sometimes calls functions that are external to
KERNEL32 from DIIMain, which is not recommended by Microsoft. This can cause the protected application to
crash, because the protected DLL is loaded and executes before the required setup has been completed.

To prevent this occurrence, Thales recommends that you do one of the following:

> Use the External License Manager (hasp_rt.exe). When using the External License Manager, the Licensing
API calls only KERNEL32 functions. This is the preferred solution, and this is the only solution that satisfies
the Microsoft recommendation that you call only KERNEL32 functions from DIIMain.

> Ifusing the External License Manager is not an option, add the protected DLL at the end of the import list of
the application. This problem does not occur when the DLL is loaded with LoadLibrary() as the latest library.

For more information regarding the External License Manager, see "Types of License Managers" on page 189.

Enhancing Protection With "AppOnChip"

Sentinel LDK Envelope incorporates AppOnChip protection to significantly increase the security of an application
that is protected with a Sentinel HL (Driverless configuration) key.
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NOTE This section is relevant for native Windows applications. For information on protecting
.NET assemblies with AppOnChip, see the Sentinel LDK Envelope help system.

Currently, the following limitations apply for the application to be protected using AppOnChip:
> You cannot use AppOnChip to protect the Licensing API DLL.

> AppOnChip protection cannot be applied to applications and DLLs that have already been protected with
tools from other vendors or sources.

NOTE An application that is protected using AppOnChip is not compatible with Sentinel SL
keys or with any HL keys other than Sentinel HL (Driverless configuration) keys. If no Sentinel
HL (Driverless configuration) key is present at execution time, an application that is protected
using AppOnChip will stop and display a message that asks the user to attach an appropriate
HL key.

If the protected application will be licensed using a Sentinel HL Basic key or Sentinel HL Pro
key, you must connect a Developer key that contains the AppOnChip module at the time that
you protect the application. For more information, see "AppOnChip Module" on page 292.

Once enabled, AppOnChip uses a code transformation engine to analyze the application code. AppOnChip
searches the application code for code fragments that can be offloaded to the Sentinel HL key. Functions
containing eligible code fragments are listed in a table on the AppOnChip tabbed page in the Sentinel LDK
Envelope interface.

AppOnChip identifies eligible code fragments in a two-step process:

1. AppOnChip identifies the application's functions using a map file. If a map file is not available, AppOnChip
uses only the functions exported by the exe/dll (exports) for its subsequent analysis. Currently, only map files
generated by a Microsoft Visual Studio compiler or a Delphi compiler are supported.

2. AppOnChip analyzes the machine code of the functions identified in the first step and searches for code
fragments that are suitable to be extracted and executed by the Sentinel HL key. Functions that contain
suitable code fragments are added to AppOnChip's list of functions.

You can examine AppOnChip's list of functions and modify the selections to include only those functions that you
want AppOnChip to protect.

AppOnChip also provides a Performance Profiling facility. This facility equips the eligible code fragments so that
the application collects runtime statistics for these code fragments when they are executed. Minimal runtime
overhead is added by this process. These statistics are then used by AppOnChip to help you balance application
security and performance.

When Envelope generates the protected application, AppOnChip automatically removes the eligible code
fragments from the selected functions and replaces them with a transition code. The extracted code fragments
are encrypted and signed with a vendor-specific key, and saved as part of the protected application.
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Note that with the supported compilers (described above), the protection process is fully automatic. It is not
necessary for you to make any changes to your application code to accommodate this process.

At run-time, when the application calls one of the protected functions, the encrypted code fragment is uploaded
to the Sentinel HL key. Within the key, the code is decrypted and loaded into a virtual machine. Once loaded, the
code is executed by the virtual machine. The output of the code is passed back to the protected function so that
the application can continue to execute.

As aresult of this process, protected code fragments are never exposed in any manner that would enable a
cracker to analyze or disassemble the code.

For more information regarding the AppOnChip functionality, see the Sentinel LDK Envelope help system for
Windows.

Disabling HL Keys When Tampering Is Detected

A native Windows application that is protected with Sentinel LDK Envelope and licensed with a Sentinel HL
(Driverless configuration) key can provide protection against tampering. The Envelope run-time module in the
application can disable the key if the module determines that the user has attempted to tamper with the key or
with the protected application. Once the key is disabled, the protected application will no longer execute. The
application will fail or will display an error message, depending on the type of tampering detected.

If the customer's HL key has a Firmware version earlier than 4.54, key disabling is not supported. If tampering is
detected, the protected application will fail or will continue to operate, depending on the type of tampering
detected. In either case, the customer can continue to use the application afterward.

In Sentinel LDK Envelope, tamper detection functionality can be enabled in a protected application by selecting
the parameter Disable key for attempted tampering in the Protection Settings screen.

The "disabled" state of a key can be determined at the customer site by the get_info function in Sentinel
Licensing APl and can be viewed in Sentinel Admin Control Center.

You have the option to re-enable a disabled HL key. Obtain a C2V file from the customer and do one of the
following:

> Check the C2V file into Sentinel LDK-EMS. Click the Enable key function to generate a V2CP (vendor-to-
customer package) file. This file will contain all pending V2C license updates from Sentinel LDK-EMS for the
HL key, including a special V2C that re-enables the key. Your customer can apply this file in the same manner
that any V2C file is applied.

If you want to determine the reason that the Sentinel HL key was disabled, send the reason code displayed
when you checked in the C2V file to Thales Technical Support.

> Use the C2V file in Sentinel License Generation API to generate a license update with SNTL_LG_LICENSE _
TYPE_CLEAR_DISABLED_STATE. Your customer can apply the resulting V2C file to re-enable the key.

To determine the reason that the Sentinel HL key was disabled, decode the C2V file and send the displayed
reason code to Thales Technical Support.
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The "disabled" state of the key does not affect your ability to send license updates to the key. Any updates that
were applied to the key before or after the key was disabled will be in force if you re-enable the key.

Tamper detection functionality is not supported for the DEMOMA Batch Code.

Accessing and Protecting Data Files

When you use Sentinel LDK Envelope to protect a Windows application, you can add the capability to access
and write data to protected data files.

A given protected application can be equipped with either of two modes of data file protection:

> Version 1 - This is appropriate for general-purpose data files. In this mode, the contents of the data files are
encrypted. The data files can only be accessed by applications that have been protected with the vendor's
unique Vendor Code and that have been provided with a specific encryption key.

> Version 2 - This is appropriate for important data files that you want to license separately, such as training
video files and courseware. In this mode, the data files are encrypted and protected by assigning a Feature
ID. Only users that purchase the specific license required for the files are able to access the files.

For a complete description of the available data protection options, see "Protecting Data Files" on page 76.

Running Sentinel LDK Envelope from a Windows Command Line

Sentinel LDK Envelope can be initiated using a command-line prompt. This is useful when running automated
processes that do not require a graphical interface.

NOTE The command-line version of Sentinel LDK Envelope is primarily used for automated
processes. Before running the command-line utility, create and save protection projects using
envelope.exe.

To access the command-line version of Sentinel LDK Envelope, go to:

%ProgramFiles(x86)%\Thales\Sentinel LDK\VendorTools\VendorSuite\envelope.com

To start the command-line version of Sentinel LDK Envelope, type ENVELOPE in the command line.

Command-line Options

The table that follows describes parameters that are available for use with the command-line version of
Sentinel LDK Envelope.

Command Description
-h Displays the list of command-line parameters. Press Enter to return to the
--help command-line console.
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Command Description

-p <project> The command-line utility uses the specified project as input data for the application-
--protect <project> wrapping process—all the files included in the project are protected.

<project> The command-line version starts the GUI version with the specified project running

as the current project.

Protecting .NET Assemblies

Sentinel LDK Envelope provides significant flexibility when protecting .NET assembilies. In addition to global
protection settings that you specify using the Protection Details and Protection Template Settings
functionalities, you can also specify Method-level protection, by defining individual methods in the .NET
assembly.

NOTE Forinformation on protecting .NET assemblies with AppOnChip, see the Sentinel LDK
Envelope help system.
You can also define protection settings in your source code using custom attributes.

For details about the prerequisites for protecting a .NET assembly, and other considerations to take into account,
see ".NET Considerations" below.

When you protect a .NET assembly with Sentinel LDK Envelope, you specify a global Feature that protects the
entire assembly. For additional information, see "Global Features in .NET Assemblies" on the next page.

In addition to the global Feature, you can define Features for individual methods. You can also define other
method-specific parameters. For additional information, see "Method-specific Features and Parameters in NET
Assemblies" on page 63.

You can also apply different levels of obfuscation to your .NET assembly. For additional information, see "Code
and Symbol Obfuscation in .NET Assemblies" on page 64.

Envelope can protect mixed-mode .NET applications. Only managed code is protected.

.NET Considerations

When protecting .NET assemblies, consider the following issues:

> You must protect your assemblies in a development environment. Sentinel LDK Envelope requires libraries
that are not part of the .NET framework, but are included in the development environment.

> Sentinel LDK Envelope for .NET requires access to all assemblies and their dependencies.

> Sentinel LDK Envelope breaks the strong name signature of signed assemblies. You can choose to re-sign
the assembly in Sentinel LDK Envelope, as part of the protection process.
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> When you protect a .NET Framework 1.x assembly, the Sentinel LDK Envelope output is in Framework 2.0,
requiring Framework 2.0 to be installed on the end-user machine.

> For your protected .NET assembly to function at run-time, a Sentinel LDK DLL is required. For more
information, see "Sentinel LDK Run-time Environment" on page 170.

Global Features in .NET Assemblies

When you protect a .NET assembly with Sentinel LDK Envelope, you specify a global Feature that protects any
methods that have not had individual protection parameters applied. The global Feature is also used when
background checks are implemented.

Method-level Protection

When you select a .NET assembly for protection, Sentinel LDK Envelope automatically determines the
Protection type that will provide the best protection for your program, depending on whether you are protecting
an executable or a DLL. The Protection type determines the methods that are available for individual
protection.

I NOTE Itis recommended that you do not change the automatic Protection type settings.

This section describes how you select individual methods and the behavior of different method types, in addition
to the parameters you can select for the methods.

Selecting .NET Methods for Protection

The .NET assembly is displayed in the Protection Details screen, in the Methods selected for protection list.
The list displays class constructors and methods, in a tree layout that mimics the structure of the .NET assembly.

Items in the list are identified by icons that indicate the method type, and by the class or method name. Method
signatures are displayed as a tool tips.

When the check box to the left of a method is selected, that method is selected for Sentinel LDK Envelope
protection.

NOTE

> Selecting or clearing the check box of a higher-level item does not affect nested items. For
example, if you clear the check box of a class constructor, methods nested under it remain
selected.

> When a method name is grayed-out, it cannot be selected for protection.

> [fthe Protection type is Only Windows shell, you cannot protect individual methods in
that .NET assembly.

> An assembly cannot be protected when the check boxes for all items in the list have been
cleared.
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Method-specific Features and Parameters in .NET Assemblies

You can use Sentinel LDK Envelope to define separate Feature IDs for individual methods in your .NET
assembly. This enables you to:

> Make use of the separate encryption key inherent in each Feature to provide enhanced security for individual

methods

> Determine how often the protected application logs into an individual method

At run-time, the protected application searches for all relevant Feature IDs in the Sentinel protection key.

You can determine how often the protected application logs into each Feature ID in the Sentinel protection key
and performs decryption using that Feature ID by specifying the Frequency for specific methods.

NOTE

>

You can only specify the Feature ID and Frequency for methods that have been selected
for protection.

If the Protection type is Only Win32 shell or Only Windows x64 shell, you cannot
specify a Feature ID or Frequency for individual methods.

You can select multiple methods and specify the same Feature ID and Frequency for all
selected items.

The available Frequency options are described in the following table:

Frequency Description
Type
Once per A check is performed the first time a method using the Feature ID indicated for that method
program is called, regardless of the number of methods that share the same Feature ID across the
(Default) program.
Once per A check is performed when the method is run, once for each Feature ID within the same
class class.
instance . . .
If the same Feature ID is also assigned to the class constructor, the check is performed the
first time the .ctor method is run.
If the same Feature ID is used in other classes, the check is performed separately for each
class.
NOTE The Once per class instance frequency is available only for Instance
methods.
Every time A check is performed every time the method is called.
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Recommendations:

> Use the Once per Application default setting. The Once per Instance and Every time settings may slow
the performance of your program.

> If an execution-based license is being defined, use the Every time setting only for the method that
determines licensing, as the counter is decremented every time the method is called.

If you choose to assign separate Feature IDs for individual methods, you must ensure that your application code
can only call the Feature IDs for those methods for which a valid license has been installed in a
Sentinel protection key.

If methods that do not have a valid license in a Sentinel protection key are called, it will cause Sentinel LDK
Envelope to generate an error loop that can only be stopped by installing a valid license.

An APl is provided as part of the Sentinel LDK installation that enables you to ensure that the error loop does not
occur. The .NET Envelope Runtime APl is located in:

%ProgramFiles(x86)%\Thales\Sentinel LDK\Samples\
Envelope\EnvelopeRuntime.NET

For information on using this API, see .NET_Envelope_Runtime_APIl.htmlin the above location.

Code and Symbol Obfuscation in NET Assemblies

Obfuscation is the process of turning meaningful strings into random strings of letters or numbers. Using
Sentinel LDK Envelope, you can apply obfuscation as an anti-reverse engineering security measure.

By default, all symbol names in the protected .NET assembly are obfuscated as part of the protection process.
In addition, you can choose to obfuscate the entire code of a selected method. Since code obfuscation may slow
the performance of your program, it is not selected by default.

You can apply Code obfuscation to a method regardless of whether it is selected for protection in the
Methods selected for protection list.

Exception Handling in Protected .NET DLL Assemblies

Given the following circumstances:

> A .NET DLL assembly is protected with Sentinel LDK Envelope.

> An application (protected or unprotected) calls the .NET DLL assembly.
> An appropriate license for the .NET DLL assembly cannot be located.

The .NET DLL assembly will raise a system exception. This is the expected behavior. The application that called
the .NET DLL assembly should contain appropriate code to catch the exception and handle it. For example, the
application can display a message stating that the user must connect an HL key that contains the required
license.
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Note that for an EXE assembly, the code added by Sentinel LDK Envelope can notify the user that the required
protection key was not found and can quit the program because this issue is detected at program startup. But a
.NET DLL assembly can be called at any point during a program’s execution, so it is up to the developer to
decide how to respond if the required license is not found.

Defining Sentinel LDK Envelope Protection Settings in Source Code

Instead of specifying your protection settings using the Sentinel LDK Envelope GUI, you can use the .NET
framework custom attributes for the Aladdin.HASP.Envelope assembly to add definitions directly to your
source code.

The custom attributes can be applied to assembilies, classes, and methods. Protection settings in your source
code are processed according to hierarchy, in descending order of method, class, and assembly.

For more information, see .NET_Envelope_Configuration_API.html. This document can be found in the following
location:

%ProgramFiles(x86)%\Thales\Sentinel LDK\Samples\
Envelope\EnvelopeRuntime.NET

Protecting Python Applications

The following methods exist to protect Python applications using Sentinel LDK Envelope:

1. Sentinel LDK Envelope with Sentinel LDK Data File Protection (DFP)

This method protects Python applications by combining Sentinel LDK Envelope with the Data File Encryption
utility (dfcrypt) using the Version 2 data protection mode. This method works by treating the application's
Python code as encrypted data files that are accessed by a Python interpreter that is protected by Envelope.

2. Cython (https://cython.org/) followed by Sentinel LDK Envelope

This method protects Python applications by combining Cython with Sentinel LDK Envelope. This works by
first translating your sensitive Python modules into native modules (PYD/SO files) which are then protected
using Envelope.

In general, the second method ("Cython") above provides a higher level of security because the additional
compilation step lowers the code’s abstraction level and enables Sentinel LDK Envelope to protect the
application as code and not just as data. This results in more sophisticated protection measures. However, this
second method is slightly more complicated to set up, as it requires Cython and a working C compiler.

NOTE Neither method can protect an application's start script, only its Python modules.
Therefore, Thales recommends that you place your application's actual entry point inside a
Python module and only use the start script to call the module.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 65


https://cython.org/
https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 5: Sentinel LDK Envelope Protection

You can perform the protection process using Sentinel LDK Envelope on a Windows or Linux platform. For more
information, see the Sentinel LDK Envelope help system for Windows or the Sentinel LDK Envelope for Linux
User Guide.

Sentinel LDK Envelope for Linux Applications

Sentinel LDK Envelope protection can be implemented for Linux executables and shared objects using a
command-line utility.

The Sentinel LDK Envelope command-line utility runs on a Linux Intel platform. However, it can be used to
protect both Linux Intel and Linux ARM applications.

For a complete description of the Sentinel LDK Envelope command-line utility, see the Sentinel LDK Envelope
for Linux User Guide. This guide can be found under \Linux\Docs\Manuals & Tutorials\ where Sentinel LDK files
for Linux are installed.

When you use Sentinel LDK Envelope to protect a Linux application, Envelope adds the capability to access data
from protected data files. The customer must possess a license for the appropriate Feature in order to access the
protected data files.

I NOTE A protected Linux application cannot modify data in a protected data file.

You can pre-encrypt and assign licensing parameters to data files that you will deliver together with the protected
application. The following utilities can be used for this purpose:

> Sentinel LDK Data Protection utility (under Windows)
> dfcrypt utility (under Linux or Windows)

For Linux applications, only the Version 2 mode of data file protection is supported. For a complete description
of the available data protection options, see "Protecting Data Files" on page 76.

Sentinel LDK Envelope for Mac Binaries

Sentinel LDK Envelope for Mac enables you to protect Mach-O executables and dynamic libraries (referred to as
binaries). Both GUI and command-line versions of the application are available.

Before using Sentinel LDK Envelope for Mac, it is recommended that you familiarize yourself with the general
Sentinel LDK Envelope information about Sentinel LDK Envelope protection that is provided at the beginning of
this section.

Sentinel LDK Envelope Prerequisites for Mac

To use the Sentinel LDK Envelope utility, all of the following components must be installed on your system:
> Sentinel LDK Run-time Environment

> Sentinel Vendor Suite, containing the Sentinel LDK Envelope and the Master Wizard
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> Avalid Vendor Code stored in the VendorCodes folder. For additional information, see "Extracting the
Vendor Code from Sentinel Vendor Keys" on page 44.

> The Mac binaries that you want to protect

Running Sentinel LDK Envelope for Mac

Navigate to the location in which Sentinel LDK is stored. Select MacOS > VendorTools > VendorSuite >
Envelope. Sentinel LDK Envelope is launched.

To access the command-line version of Sentinel LDK Envelope, go to:
...\MacOS\VendorTools\VendorSuite\envelope darwin

Type envelope darwin -hinthe command line to start the command-line version of Sentinel LDK Envelope.

Sentinel LDK Envelope for Mac Protection Parameters

After your Mac executable or dynamic library has been included in a Sentinel LDK Envelope project, protection
can be performed effortlessly, based on the default Sentinel LDK Envelope settings. In addition, you can define
and calibrate a range of protection parameters that affect the attributes and behavior of the protected binary.

Sentinel LDK Envelope customizable parameters are displayed in the Protection Details screen and the Default
Protection Settings screen. You can select a specific binary in the Project pane and, from the Protection Details
screen, view and edit the binary’s parameters using the following three tabs:

> General tab
> Advanced tab
> Protection Settings tab

All parameters and procedures are detailed in the Sentinel LDK Envelope help system for Mac.

Accessing and Protecting Data Files

When you use Sentinel LDK Envelope to protect a Mac application, you can add the capability to access and
write data to protected data files.

A given protected application can be equipped to create, access, and update protected data files. The data files
can only be accessed by applications that have been protected with the vendor's unique Vendor Code and that
have been provided with the encryption key that was used to protect the files.

You can use Sentinel LDK Data Protection utility to pre-encrypt data files that you want to deliver together with
the protected application.

For a complete description of the available data protection options, see "Protecting Data Files" on page 76.
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Sentinel LDK Envelope for Java Executables

Sentinel LDK Envelope for Java enables you to protect JAR and WAR executables. Before using Sentinel LDK
Envelope for Java, it is recommended that you familiarize yourself with the general Sentinel LDK Envelope
information about Sentinel LDK Envelope protection that is provided at the beginning of this section.

Protection of your software is performed on a Windows machine, after which you distribute the protected
software together with the appropriate Java run-time libraries for the end-user operating system—Windows,
Mac, or Linux.

NOTE Java applications that have been obfuscated, or protected using third-party tools, are not
supported by Sentinel LDK Envelope.

Java Considerations

When protecting Java executables, consider the following issues:

> The methods selected for protection by Sentinel LDK Envelope by default are not the optimal choices for your
application or library. You must review and modify the list of selected methods to provide the best mix of
security and performance. For more information, see the description of optimizing protection settings in the
Sentinel LDK Envelope help system for Windows.

> Sentinel LDK Envelope does not support protection of Java paint methods, but it allows you to select them in
the user interface. As a result, the protected application may cause a deadlock when it executes a protected
paint method at runtime with no Sentinel protection key connected. To prevent this issue from occurring, you
can deselect all paint methods. Note that paint methods do not usually contain application logic; therefore,
deselecting them typically has no impact on security. As an alternative, you can select console output for
messages by enabling stderr output instead of windows in the Advanced settings panel.

> When you test Sentinel LDK Envelope for the first time with your application, it is recommended that you clear
the default selection and start with the protection of a single method that you want to protect. After you protect
the method, test your application. If the application works as expected, continue to protect additional methods
and test after each addition until you have reached the desired protection selection for the application. Do not
try to apply this selection to different applications.

> Sentinel LDK Envelope does not support protection of methods that use the Hibernate service.

> Sentinel LDK Envelope does not support protection of methods that, in turn, use Synthetic methods that are
created as bootstrap methods or as arguments of bootstrap attributes.

Sentinel LDK Envelope Prerequisites for Java

To use the Sentinel LDK Envelope for Java engine, all of the following components must be installed on your
system:

> The Java JRE or JDK

> Sentinel LDK Run-time Environment
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> Sentinel Vendor Suite, containing the Sentinel LDK Envelope and the Master Wizard

> Avalid Vendor Code stored in the VendorCodes folder. For additional information, see "Extracting the
Vendor Code from Sentinel Vendor Keys" on page 44.

> The JAR or WAR executables that you want to protect

Before your JAR/WAR archive is protected, include the following customized Sentinel Licensing APl dynamic
libraries with the archive:

Operating System Customized Sentinel Licensing APl Dynamic Libraries
Windows (32/64-bit) hasp_windows **** <vendorld>.dll

Mac OSX hasp_darwin_<vendorld>.dylib

Linux (32/64-bit) libhasp_linux_*** <vendorld>.so

During protection of the Java applications, Sentinel LDK Envelope copies these libraries automatically to the
output directory.

For your protected Java executables to function at run-time, one or more Sentinel LDK DLLs are required. For
more information, see "Sentinel LDK Run-time Environment" on page 170.

Running Sentinel LDK Envelope for Java Engines

From the Start menu, open Sentinel LDK. From the Sentinel LDK Launcher, select Sentinel LDK Envelope.

Sentinel LDK Envelope for Java Protection Parameters

After your Java executable has been included in a Sentinel LDK Envelope project, protection can be performed,
starting from the default Sentinel LDK Envelope settings. In addition, you can define and calibrate a range of
protection parameters that affect the attributes and behavior of the protected file.

Sentinel LDK Envelope customizable parameters are displayed in the Protection Details screen and the Default
Protection Settings screen. You can select a specific Java executable in the Project pane and, from the
Protection Details screen, view and edit its parameters using the available tabbed pages.

Protecting Java Executables

When you protect a Java executable with Sentinel LDK Envelope, you can determine protection attributes and
aspects of the behavior of the protected application.

Protected Application Behavior

Sentinel LDK Envelope enables you to define the following additional properties for Java executables:
> The compression level of protected classes.

> The time interval between checks for the presence of a required Sentinel protection key.
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All parameters and procedures are detailed in the Sentinel LDK Envelope help system for WindowsSentinel LDK
Envelope.

Defining Sentinel LDK Envelope Protection Settings in Source Code
Protection settings for an application are typically specified by using the Sentinel LDK Envelope user interface.
For certain settings, the Java Envelope Configuration API provides an alternate method for applying protection.

Using this API, the developer can specify protection settings for methods directly in the application’s source
code.

For more information, see Java_Envelope _Configuration API.html. This document can be found in the following
location:

%ProgramFiles(x86)%\Thales\Sentinel LDK\Samples\
Envelope\EnvelopeRuntimeJAVA
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CHAPTER 6: Protection Strategies

Sentinel LDK provides the best hardware and software tools available in the market today. The contribution that
Sentinel LDK can make to the protection of your software and intellectual property has already been well
documented in the previous sections. However, it is the strength and sophistication of the strategies that you
employ in partnership with Sentinel LDK that will truly maximize your software protection.

In this section:
> "Protection Strategies Overview" below
> "General Protection Guidelines" on the next page

> "Types of Attack and Their Sentinel LDK Defense" on the next page

Protection Strategies Overview

Parallel with advances in software and software security development, software crackers are developing more
sophisticated means of deconstructing software protection measures—in order to duplicate and distribute illegal
copies of unlicensed software—and to reverse engineer code in order to steal intellectual property.

To maintain the rights to your revenue stream, it is essential that you remain vigilant about the strategies of your
“enemies”, and that you continually and wisely implement the latest and strongest techniques for protecting your
software.

The degree of investment that you make in limiting the ability of software crackers to illegally access your
software will depend on a number of considerations, including:

> The value of your software
> The history of previous cracking attempts related to your software
> The geographical region in which your software will be distributed

> The target market for your software (for example, whether it is intended to be sold to individual consumers,
small office/home office users, or enterprise users)

There is no software protection that is absolutely uncrackable. However, if you constantly implement up-to-date
strategies using the strongest software protection methods, you significantly decrease your vulnerability to such
attacks.

This section describes general protection strategies for software vendors. It then outlines some of the methods
that software crackers employ in order to identify and negate software protection and security, and recommends
Sentinel LDK measures that you can use to enhance your software security.
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In addition to the information described in this manual, our team of Thales Consultants provides personalized
assistance in strengthening software security and protection. They can provide help on a wide range of issues,
including additional protection strategies and implementation techniques.

For information on consultation services offered by Thales, contact your local Thales representative.

General Protection Guidelines

The following guidelines should be followed, regardless of the software protection strategies being implemented.

Thales thoroughly and constantly investigates potential and actual threats to software security, and Sentinel LDK
is continuously being updated to counter such threats—before they can compromise the security of your
software.

Use the Most Up-To-Date Protection Software

Protection software updates generally include enhancements to counter the most recent threats. Always check
for and use the most recent version of Sentinel LDK protection software that is available. The latest software can
be downloaded from the Sentinel Web site.

Constantly Re-Evaluate Protection Strategies

Frequently consider what protection strategies you can upgrade or enhance to provide stronger security for your
software.

Use Evolving Strategies to Prevent Predictability

Vary the strategies that you implement between your software releases. If a software cracker is able to detect a
pattern to your protection strategies, the strategies can more easily be negated or evaded.

Vary Behavior When a Cracking Attempt Is Detected

When a cracking attempt is detected (for example, through using a checksum—described later in the section),
delay the reactive behavior of your software, thus breaking the logical connection between “cause” and “effect.”
Delayed reaction confuses a software cracker by obscuring the link between the cracking attempt and the
negative reaction of the software to that attempt.

Behavior such as impairing program functionality when a cracking attempt is detected can be very effective.
Additional behaviors could include causing the program to crash, overwriting data files, or deliberately causing
the program to become inaccurate, causing the program to become undependable.

Types of Attack and Their Sentinel LDK Defense

Itis important to “know your enemy.” When you are well informed about the types of attacks that a software
cracker may make, you will be best able to devise and implement strategies that limit or prevent their success.
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This section describes the elements of some of the more common attacks that software crackers use, and refers
you to specific Sentinel LDK strategies that you can implement to counter such attacks.

Patching Executables and DLLs
A software cracker disassembles and/or debugs EXE or DLL files to find protected code. The actual file is then

patched in order to modify run-time flow, or to remove calls in the code.

Commonly, the software cracker sends a small, standalone patch executable that the end user runs in order to
patch your software.

Sentinel LDK Solution

The greater the number of protected files, the longer it takes a software cracker to remove protection. You can
protect multiple executable and DLL files using Sentinel LDK Envelope. You can also use the Data Protection
facility to encrypt and protect data files that are accessed by protected applications.

Modifying Key Memory
Licensing data is normally stored in the memory of a software protection key. A software cracker attempts to

access the Protection Key memory in order to modify the licensing terms. For example, a depleted execution-
based license might be changed to a perpetual license, or a feature that has not been paid for might be enabled.

Sentinel LDK Solution

In the context of Sentinel LDK, Read-only memory (ROM) is a segment of the memory that can contain data that
the protected application can access, but cannot overwrite. Sentinel protection keys contain two ROM segments,
one of which contains Sentinel LDK Feature-based licenses. The second segment provides an area in which
vendor-customized data can be stored. These segments can only be updated using remote updates.

Sentinel LDK automatic Feature-based licenses utilize read-only memory of Sentinel protection keys. The
different types of available licenses are sufficient for almost any licensing model.

You can customize your own licenses and still use a ROM segment in a Sentinel protection key’s memory. Note
however that licenses that have been customized must remain static (for example, such licenses cannot include
a decremented number of executions).

For additional information about licensing models, see "Part 5 - Licensing Business Models" on page 219.

Emulating Protection Keys

To emulate the software of a protection key manufacturer, a software cracker creates an application that replays
previously recorded calls, as if an actual protection key is returning the calls.

Limited functionality emulators only record and replay calls. Full-functionality emulators also emulate the key,
including its encryption. A software cracker requires access to the encryption key to create a full-functionality
emulator.

There are several places in which emulators can reside. Primarily, they are an attempt to replace the driver.
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Sentinel LDK Solution

Sentinel LDK provides a secure channel between an application and the Sentinel HL key. Data that passes
between the protected application and the key is encrypted. Taking advantage of the secure channel
functionality between your application and a Sentinel HL key provides you with the strongest possible protection.

A different encryption key is used in every session. This means that someone recording data passing through the
secure channel cannot replay the data, since the encryption key used to encrypt the data will differ from that used
to decrypt the data.

Using Remote Desktops and Remote Desktop Solutions

When using the remote desktops of some operating systems, it might be possible for an end user with a
standalone protection key to enable software on multiple remote desktops simultaneously.

Sentinel LDK Solution

The Sentinel LDK protection includes mechanisms to determine if a protected application is running on a remote
desktop. If such a situation is detected, and a Feature in the license is not specifically enabled for remote
desktops, the program will not function.

Cloning Hardware Keys

The software cracker reverse-engineers a hardware protection key, then creates duplicates. Such an attack is
extremely costly to the cracker, both in terms of the reverse engineering tools and the expertise required. Itis
also costly in terms of ongoing production of hardware keys.

Sentinel LDK Solution

Sentinel HL keys are each unique and have their own ID. Keys that are in the same Batch Code and behave
identically are each uniquely encrypted, the key’s customized controller and memory forming a unique locked
pair. This means that if the memory of one Sentinel HL key is copied to another Sentinel HL key, the second key
will not function.

Clock Tampering

Clock tampering relates to either the system clock of the machine on which the protected software is running, or
to areal-time clock contained in keys. The software cracker resets the time to enable extended, unlicensed use
of the software.

Sentinel LDK Solution
When implementing time-based licenses for your software, use one of the following keys:
> Sentinel HL Time or Sentinel HL NetTime keys. These keys provide a real-time clock.

> Sentinel HL (Driverless configuration) key. This key provides a virtual clock (V-Clock). For more information,
see "How Sentinel LDK Protects Time-based Licenses With V-Clock" on page 320.

Both the clock itself, and the license which is stored in read-only memory, cannot be modified.
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Additional Sentinel LDK-specific Strategies

This section describes additional general protection strategies that are available to users of Sentinel LDK.

Use Both the Sentinel Licensing APl and Sentinel LDK Envelope

Maximize security by using the Sentinel Licensing API to implement calls to a Sentinel protection key, and
protect the application with Sentinel LDK Envelope. Using one protection method does not preclude the use of
the other.

Insert Multiple Calls in your Code

Inserting many calls, throughout the code, to the Sentinel protection key in order to check the presence of the
key, and binding data from the key with the software functionality, frustrates those attempting to crack your
software. Multiple calls increase the difficulty in tracing a protection scheme.

You can also add obstacles to a potential software cracker’s progress by encrypting data that has no bearing on
the application. Similarly, you can divert attention by generating “noise” through random number generators,
time values, intermediate results of calculations, and other mechanisms that do not lead to meaningful results or
actions.

Encrypt/Decrypt Data with a Sentinel protection key

Encryption and decryption processes are performed inside a Sentinel protection key, well beyond the reach of
any debugging utility.

Encrypting data with the Sentinel LDK AES-based encryption engine considerably enhances software security.
By encrypting data used by your application, the decryption process depends on both the presence of a
Sentinel protection key and its internal intelligence.

By implementing a Sentinel Licensing APl scheme in which data is decrypted by a Sentinel protection key, the
association between the protected application and the Sentinel protection key cannot easily be removed.
Cracking the software also necessitates the software cracker decrypting the data.

Use a Checksum to Verify Integrity of Executable Files

Compare the value in the executable file with a checksum stored in Sentinel protection key memory. If the two
values are not equal, you can assume that someone has attempted to modify the files. Repeat this check in
various places in the code, varying it in each place to make it more difficult for a software cracker to detect.

NOTE This strategy is not necessary if you protect your application with Sentinel LDK
Envelope. Envelope implements its own integrity checks and uses code encryption to prevent
modification of the protected application.
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This section describes how you can use Sentinel LDK Data Protection utility to protect data files.

In this section:

>

>

"Overview" below

"Data File Protection Prerequisites " on page 79

"Launching Sentinel LDK Data Protection Utility" on page 80

"Licensing Data Files—Getting Started" on page 81

"Working With the dfcrypt Command Line Utility" on page 82

Overview

The material contained in a data file can represent a significant investment in time, effort, and money. For
example, a data file may contain valuable text-based, audio, or video courseware for a training program.

Sentinel LDK provides you with a Data Protection facility to encrypt and (optionally) add licensing protection to
the contents of data files, similar to the licensing protection that is available for software applications.

At the vendor's development site:

On the end user's machine;

(Standalonea)
Data Protection
utility

Encryplad
data

Protected Application

Application

code Unencrypted

data

Data File

Encryptad
data

Protection |«
madule
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The Data Protection facility consists of the following components:
> Sentinel LDK Data Protection utility

This utility is used to protect data files that will be delivered together with a protected application or as
separate files. The utility can be invoked from within Envelope (under Windows and Mac) or as a standalone
application. The utility does the following:

e The utility encrypts the data file. Once encrypted, the file can only be accessed by one of the modules
described below.

* The utility optionally assigns a Feature ID to the data file. If this is done, the data file can only be accessed
if an appropriate protection key is available.

The utility is available as a GUI-based application (for Windows and Mac) or as the command-line utility
dfcrypt (for Windows and Linux).

> Data File Protection module

This module is (optionally) inserted into the protected application by Sentinel LDK Envelope. This enables the
protected application to access the data in a protected data file. If the data file has been protected using the
Version 2 protection mode (described below), the data file can only be accessed if an appropriate protection
key is available.

The Data File Protection module can only be inserted into a protected executable file or DLL file. The module
cannot be inserted into any other library file.

A protected application with the Data File Protection module can work with both protected data files and
regular data files.

Both the Sentinel LDK Data Protection utility and the Data File Protection module provide two distinct modes of
operation:

> Version 1 (previously DataHASP)

In this mode, data files that are created by or accessed by a protected application can be encrypted and
decrypted by the Data File Protection module in the protected application. However, there are no specific
license requirements to access the data files.

If you want to deliver data files together with the protected application, you can use the Sentinel LDK Data
Protection utility to encrypt these files.

The protected data files that can be accessed by a protected application are managed by setting up the
following controls in Sentinel LDK Envelope:

» Data filters - File masks that set rules to determine the names and file types of protected files that the
protected application can access.

* Data encryption key - An eight-character key used to add an extra layer of encryption for protected data
files. The same key must be provided in Sentinel LDK Envelope for each protected application that will
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access a given protected data file or collection of protected data files. This key is also used by the Data
Protection utility to encrypt the data files.

Version 1 is supported for data files to be accessed under Windows, .NET (Windows shell), or Mac.
Version 2

In this mode, you can both encrypt and license data files with the Sentinel LDK Data Protection utility. Each
data file or group of data files is assigned a specific Feature ID. To access the data file, the end user requires
a protection key with a license for the relevant Feature ID. By distributing the relevant Feature IDs among
various Products, you can easily manage the licensing of a large collection of data files.

This mode is especially suited for educational data and courseware. Data files protected in this mode are
protected against video capture software that runs on the machine where the user is viewing the protected
video file.

The data file can be accessed and modified by a protected application with the Data File Protection module
(Version 2). The application and the data file must be protected with the same Batch Code.

With Version 2 mode, the protected application cannot create a new protected data file. However, you can
manually create an empty data file, protect it with the Sentinel LDK Data Protection utility, and deliver the file
together with the protected application. The protected application can add content to the protected data file.

I NOTE Under Linux, files protected with Version 2 data protection mode are read-only.

For protected data files that are accessed using a protected application, the locking type for the data files is
identical to the locking type for the application.

Version 2 is supported for data files to be accessed under Windows, .NET (Windows shell), or Linux (Intel or
ARM).

NOTE To use Version 2 data protection mode, you must have the Advanced Data File
Protection module on your Developer key.

When to Protect Data Files

Protect your data files if:

>

You want to maximize your software’s security. When your software is being protected, consider adding
another layer of security by protecting those data files that are accessed by your software.

You want to protect your intellectual property. Your data files may represent a significant investment, soitis
worthwhile preventing your intellectual property from being exposed without protection.

You want to license your data files. You can assign a different Feature ID to each data file or to a group of
data files. By distributing the relevant Feature IDs among various Products, you can easily manage the
licensing of a large collection of data files.
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Users of Sentinel LDK Data Protection Utility

Anyone involved in the production or maintenance of data files for your protected software should use Sentinel
LDK Data Protection utility. This could include people in roles such as graphic artists, information developers, or

accountants.

Data Encryption for Mac

Sentinel LDK Envelope for Mac provides the capability for a protected application under Mac OS X to encrypt
and decrypt data that is written to and read from an external file.

Data files that will be delivered together with the protected application must be pre-encrypted using the Sentinel
LDK Data Protection utility for Mac or for Windows.

When using Sentinel LDK Data Protection utility to encrypt files for Mac:

> The Data Protection utility ignores TYPE/CREATOR for files.

> The Data Protection utility does not work with document types stored in File Bundles (for example: Keynote
presentations) since these are directory structures and not typical files.

Data File Protection Prerequisites

The requirements for using data file protection are described in the tables that follow.

NOTE For supported platforms for vendors and for customers, see the Sentinel LDK Release

Notes.

Requirements for Vendors

Main purpose of
Data File
protection

Sentinel LDK
Envelope

Version 1 Data File Protection

To protect data files that are accessed by
one or more protected applications. The
data files are not licensed.

Before protecting data files, you must
create a Sentinel LDK Envelope project
containing one or more programs for
which data protection has been enabled
and data filters have been defined. The
data filters must include the data files that
you want to protect.

Version 2 Data File Protection

To protect and license data files that are
accessed by one or more protected
applications or using a Web browser.

Use of Envelope is optional.

Envelope is required if you want to use an
application to access a protected data file.
Use Envelope as described for Version
1.
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Sentinel LDK
Data Protection
utility (or dfcrypt
utility)

Vendor key
requirements

Data encryption
key

Version 1 Data File Protection

Optional. Only required if you want to
provide encrypted data together with the
protected application.

To work with Envelope or with the Data
Protection utility, you must connect a
Developer key to your machine.

If two or more protected applications will
access a given protected data file, the
same data encryption key must be

defined in Envelope for each application.

Requirements for Customers

Types of
platforms that
support
protected data
files

License
requirements

Version 1 Data File Protection

Windows, .NET (Windows shell), Mac

Not applicable

Version 2 Data File Protection

Required to protect and assign Feature
IDs for licensing the data files.

To work with Envelope or with the Data
Protection utility, you must connect a
Developer key to your machine. The key
must contain the Advanced Data File
Protection module.

Not relevant

Version 2 Data File Protection

Windows, .NET (Windows shell), Linux
(Intel or ARM)

The license must contain the Feature ID
that was used to protect the data fie.

Launching Sentinel LDK Data Protection Utility

You can launch Sentinel LDK Data Protection utility as follows:

> Directly from Sentinel LDK Envelope (under Windows or Mac).

> From the Start menu, open Sentinel LDK. From the Sentinel LDK Launcher, select Additional Tools >
Sentinel LDK Data Protection Utility.

> (Windows) Click the datahasp . exe file, located in the following directory on your system:

%ProgramFiles(x86)%\Thales\Sentinel LDK\VendorTools\VendorSuite\

> (Mac) Click the bataHASP file, located in the following directory on your system:

\MacOS\VendorTools\VendorSuite\DataHASP.app\Contents\MacOS\DataHASP
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(To use the dfcrypt command line utility, see "Working With the dfcrypt Command Line Utility" on the next page.)

Licensing Data Files—Getting Started

This section demonstrates how to get started with "Licensing Data Files to be Accessed Using a Proprietary
Application" below.

Instructions are provided for working with the HL Demo key.

NOTE If you prefer to work with your own Batch Code (or if you do not have an HL Demo key),
prepare an HL or SL key that contains a license for Features 0 and 42. Use this key instead of
the Demo key where required. Where the Vendor Codes file is required, use your unique Vendor
Codes file instead of the DEMOMA Vendor Codes file. Connect your Developer key (with the
required module) to your machine.

It is assumed that you already have a basic familiarity with Sentinel LDK. If not, perform the lessons provided in
the Sentinel LDK Software Protection and Licensing Tutorial.

Licensing Data Files to be Accessed Using a Proprietary Application

This procedure demonstrates how to prepare a data file to be licensed and accessed with your own application.

For this procedure, you will use a text viewer application (TextViewer.exe), provided by Thales, to represent
your proprietary application, and a simple text file to represent the data file that you want to protect. The text
viewer will be licensed with Feature ID 0 and the data file will be licensed with Feature ID 42. (Licenses for these
Features are already present on the Demo key.)

To protect the text viewer application and the data file:

1. Using the Windows notepad application, prepare and save two copies of a text file that contains the name of
your organization (or any other text string). Name the files test_42.txt and test_99.txt.

2. Do the following in Sentinel LDK Envelope:

a. Add the TextViewer.exe application to a new Sentinel LDK Envelope project. This application can be
found in:

%ProgramFiles(x86)%\Thales\Sentinel LDK\VendorTools\VendorSuite\samples\

b. Inthe Project pane, select the TextViewer program.
c. Onthe General tabbed page, select the Enable data file protection check box.
d. Inthe version list box, select Version 2.

e. Click Protect to protect the application. The application is protected and licensed with Feature ID 0. Be
sure to note the location where the protected application is saved.

f. Close the Protection Status box.
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g. Save the Envelope project.

h. On the General tabbed page, click Encrypt Data. Sentinel LDK Data File Protection utility is launched.
The Batch Code field displays DEMOMA.

3. Do the following in Sentinel LDK Data File Protection utility:
a. From the menu bar, select Actions > Add Files.
b. Inthe Files to Encrypt dialog box, click Add.

c. Browse to the text files that you prepared in step 1 above. Select the test_42.txt file. The file now appears
in the Files to Encrypt dialog box.

d. Setthe Feature ID field on the right side of the box to 42.
e. Setthe output directory to the location where the protected text file should be written.
f. Click OK. The dialog box closes, and the text file is listed in the main pane.

g. Repeat step a through step f above. However, this time select the test_99.txt file, and assign it the
Feature ID 99.

h. From the menu bar, select Actions > Encrypt All. The text files are protected.

4. Close Data File Protection utility and Envelope.

To access the protected data file:
1. Open each protected text file with Microsoft Notepad or with the unprotected version of the TextViewer
application. Random characters are displayed.

2. Connect the Demo key to your machine.

3. Open the protected version of the test_42.txt file with the protected version of the TextViewer application.
The original text is successfully displayed. (The Demo key contains licenses for Features 0 and 42.
Therefore, the protected TextViewer application can operate and the file that was protected with Feature 42
can be accessed.)

4. Open the protected version of the test_99.txt file with the protected version of the TextViewer application.
Random characters are displayed. (The Demo key does not contain a license for Feature 99.)

Working With the dfcrypt Command Line Utility

The dfcrypt utility provides an alternative to the Sentinel LDK Data Protection utility. dfcrypt enables you to
encrypt data files by specifying the relevant information in a command line instead of a graphical user interface.

The utility supports Version 1 and Version 2 data protection modes as follows:

> For Version 1: dfcrypt can be executed only on a Windows machine. To run the utility, you must connect a
Vendor key or protection key with the relevant Vendor Code to your machine.
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> For Version 2: dfcrypt can be executed on a Windows or Linux machine. To run the utility, you must connect
a Vendor key with the relevant Vendor Code and with the Advanced Data File Protection module (Feature ID
11) to your machine.

The dfcrypt utility is located in the following path:
> For Windows:

%ProgramFiles(x86)%\Thales\Sentinel LDK\VendorTools\VendorSuite\
> ForLinux:

\Linux\VendorTools\Envelope\
To encrypt or decrypt data files using dfcrypt, enter the following command:
dfcrypt <options> <source> <destination>

The parameters used in the dfcrypt command line are described in the table that follows.

Parameter Description

options List of options that indicate the function to be performed by the dfcrypt utility. See the
tables of options that follow.

source The file to be read and processed by the utility. To process multiple files, place the files in a
directory and specify the name of the directory for this parameter.

destination The file to be generated by the utility. If you specified a directory as the source, specify the
name of the directory to contain the generated output.

The options that determine the function to be performed by the dfcrypt utility are described in the tables that
follows. All options for a given execution of dfcrypt must be selected from the same table.

Options for Version 1 Data Protection Mode (Windows)

Option Action

-v:1 This specifies that the data protection mode is Version 1.

--encver:1

-e dfcrypt reads the source file or directory and generates an encrypted file or a directory of
--encrypt encrypted files. (This is the default action.)

-d dfcrypt reads an encrypted source file or directory and generates an unencrypted file or a
--decrypt directory or unencrypted files.
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Option

-c:<file>
--vcf:<file>

-k:<key>
--key:<key>

-0
--overwrite

-r
--recursive

-q
--quiet

Forexample:

Action

Name of a Vendor Code file (mandatory).

The encryption key to be used to encrypt or decrypt data files (mandatory). You must also
specify this encryption key in Sentinel LDK Envelope for each protected application that will
access the protected data files. The key may contain 1-8 printable characters. If you include
special characters, enclose the entire command in quotation marks. For example: "-
k:qed4<!rA*B"

Overwrite destination files, if any.
Enables recursive handling of all files in all subdirectories contained in the specified source
directory.

Suppresses output by excluding copyright information and the progress indicator. Only error
messages are displayed. This is particularly useful in Makefile integration.

dfcrypt -v:1 -c:demoma.hvc -k:4873Asdb data.txt data_crypt.txt

Encrypts the file data.txt using the specified Vendor Codes file and encryption key. The encrypted file is
written to data_crypt.txt.

dfcrypt --encver:1 --decrypt --recursive --vcf:demomb.hvc --key:4873Asdb myInputs

myOutputs

Decrypts all the files in the directory mylnputs and in all contained subdirectories, using the specified Vendor
Codes file and encryption key. The decrypted files are written to the directory myOutputs.

Options for Version 2 Data Protection Mode (Windows)

Option

-v:2
--enver:2

-e

--encrypt

-c:<file>
--vcf:<file>

Action

This specifies that the data protection mode is Version 2.

dfcrypt reads the source file or directory and generates an encrypted file or a directory of
encrypted files. (This is the only available action. The decrypt action is not available for

Version 2.)

Name of a Vendor Code file (mandatory).

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 84


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 7: Protecting Data Files

Option Action

-k:<key> The encryption key to be used to encrypt data files (optional). The key may contain 1-8
--key:<key> printable characters. If you include special characters, enclose the entire command in
quotation marks. For example: "-k:qe4<!r*B"

If you do not provide a key, each file will be encrypted using a random key.

-f:<fid> The Feature ID to be used to license the data file. (The default Feature ID is 0.)
--fid:<fid>
-0 Overwrite destination files, if any.
--overwrite
-r Enables recursive handling of all files in all subdirectories contained in the specified source
--recursive directory.
-q Suppresses output by excluding copyright information and the progress indicator. Only error
--quiet messages are displayed. This is particularly useful in Makefile integration.
For example:

dfcrypt -v:2 -c:demoma.hvc -f:25 data.txt data crypt.txt

Encrypts the file data.txt using the specified Vendor Codes file. Feature ID 25 is used to license the file. The
encrypted file is written to data_crypt.txt.

dfcrypt --encver:2 --recursive --vcf:demomb.hvc --fid:50 myInputs myOutputs

Encrypts all the files in the directory mylnputs and in all contained subdirectories, using the specified Vendor
Codes file. Feature ID 50 is used to license all the files. The encrypted files are written to the directory
myOutputs.

Options for Version 2 Data Protection Mode (Linux)

Option Action

-c:<file> Name of a Vendor Code file (mandatory).

--vcf:<file>

-k:<key> The encryption key to be used to encrypt data files (optional). The key may contain 1-8

--key:<key> printable characters. If you include special characters, enclose the entire command in
quotation marks. For example: "-k:qe4<!r*B"

If you do not provide a key, each file will be encrypted using a random key.
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Option

-f:<fid>
--fid:<fid>

-0
--overwrite

-r
--recursive

-q
--quiet

For example:

Action

The Feature ID to be used to license the data file. (The default Feature ID is 0.)

Overwrite destination files, if any.

Enables recursive handling of all files in all subdirectories contained in the specified source
directory.

Suppresses output by excluding copyright information and the progress indicator. Only error
messages are displayed. This is particularly useful in Makefile integration.

dfcrypt -c:demoma.hvc --key:1c03m06k -£f:25 data.txt data crypt

Encrypts the file data.txt using the specified Vendor Codes file and the specified encryption key. Feature ID
25 is used to license the file. The encrypted file is written to data_crypt.

dfcrypt --recursive --vcf:demomb.hvc --fid:50 myInputs myOutputs

Encrypts all the files in the directory mylnputs and in all contained subdirectories, using the specified Vendor
Codes file. A random encryption key is used. Feature ID 50 is used to license all the files. The encrypted files
are written to the directory myOutputs.

Source or Destination Files for Linux

If a conflict exists between an option name and the source or destination file name, append the prefix --<space>
to the file name to differentiate it from the option. For example. --key is one of the option names. To specify a
source or destination file named --key, specify it as: -- --key

Display the dfcrypt help screen
Specify one of the following to display the options available for the dfcrypt utility:

dfcrypt -h

dfcrypt --help
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Part 3 - Licensing

In this section:

>

"Introduction to Sentinel LDK-EMS" on page 88 — Provides an overview of Sentinel LDK-EMS and the major
processes it facilitates, lists its prerequisites, and explains how to use the application.

"Preparing Your Sentinel LDK Licensing Plan" on page 96 — Outlines the importance of licensing your
software products, describes the licensing options provided by Sentinel LDK, and explains how to prepare a
licensing plan for use with Sentinel LDK-EMS.

"Implementing Your Sentinel LDK Licensing Plan" on page 106 — Describes how to use Sentinel LDK-EMS
to define and manage the Features and Products included in your Sentinel LDK licensing plan, and how to
maintain Products and licenses as circumstances change.

"Sentinel LDK Entitlements, Production, and Development Tasks" on page 120 — Describes how to use
Sentinel LDK-EMS to manage and produce entitlements, and to perform additional development-related
tasks.

"Sentinel LDK Administration and Customer Services" on page 139 — Describes how to use Sentinel LDK-
EMS to define Sentinel LDK user details, maintain Batch Codes, configure system settings, perform manual
Product activation and maintain customer data.

"Sentinel Remote Update System (RUS)" on page 144 — Describes the Sentinel Remote Update System
utility (RUS utility) and explains how to use the RUS utility to remotely update license data in deployed
Sentinel protection keys.

"Generating Sentinel LDK Reports" on page 150 — Provides an overview of the Sentinel LDK-EMS
Reporting facility and describes some of the main features of the facility.

"Cloud Licensing" on page 153 — Provides an overview of cloud licensing and describes how to implement
cloud licensing for your applications



CHAPTER 8: Introduction to Sentinel LDK-
EMS

/

This section provides an overview of Sentinel LDK-EMS and the major processes it facilitates. It also describes
the user roles and their functions in Sentinel LDK-EMS, lists its prerequisites, and explains how to start using the
application.

An alternative to Sentinel LDK-EMS, the Sentinel License Generation API, is also described.
In this section:

> "Sentinel LDK-EMS Overview" below

> "User Types and User Roles in Sentinel LDK-EMS" on page 90

> "Getting Started With Sentinel LDK-EMS" on page 93

> "Sentinel License Generation API" on page 94

NOTE This section provides high-level information on Sentinel LDK-EMS processes. For
detailed practical instructions for using each function in Sentinel LDK-EMS, see the Sentinel
LDK—-EMS User Guide.

Sentinel LDK-EMS Overview

Sentinel LDK-EMS is a powerful role-based application designed to manage the business activities required to
implement and maintain Sentinel LDK in your organization.

Sentinel LDK-EMS streamlines the major workflows in the licensing lifecycle of a protected software application,
from the moment it is developed, through its packaging, marketing, selling, and order-taking, to its distribution
and upgrading.

Sentinel LDK separates the software protection process (implemented with Sentinel Licensing API or
Sentinel LDK Envelope) from the licensing and production processes (implemented with Sentinel LDK-EMS),
enabling you to modify your company’s licensing strategy as necessary when circumstances change, and to
implement these changes quickly and efficiently.

Sentinel LDK-EMS Major Workflows

Sentinel LDK-EMS is installed as a service under Windows. The Sentinel LDK-EMS Service handles three major
workflows: license planning, order processing and production, and software activation.
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License Planning

Before starting to use Sentinel LDK-EMS, it is recommended that business decision-makers in your
organization, such as product or marketing managers, prepare a licensing plan based on the company’s
licensing strategy.

The licensing plan identifies each individual functional component in your software applications that can be
independently controlled by a license. In Sentinel LDK, these components are referred to as Features. A Feature
may be an entire application, a module, or a specific functionality such as Print, Save or Draw. Over 64,000
Features can be defined using Sentinel LDK-EMS.

In addition, the licensing plan can include the Products that your company wants to sell and/or distribute for
evaluation. In Sentinel LDK, a Product is a collection of one or more licensed Features that can be sold or
distributed as an item.

After completing the licensing plan, the Features and Products can be defined in Sentinel LDK-EMS. The output
of this process is a repository of Products that are stored in the Sentinel LDK-EMS database—ready for
customer orders.

NOTE You can make changes to your licensing plan and license models at any time, adding
Features and Products as required.

For additional information on preparing a licensing plan for use with Sentinel LDK, see "Preparing Your
Sentinel LDK Licensing Plan" on page 96.

For a description of the many types of licensing models you can implement using Sentinel LDK, see "Part 5 -
Licensing Business Models" on page 219.

For additional information on defining Features and Products in Sentinel LDK-EMS, see "Implementing Your
Sentinel LDK Licensing Plan" on page 106.

Order Processing and Production

Staff in your organization’s orders department receive and fulfil entittements. An entitlement is an order for
Sentinel LDK items, and can be one of the following:

> An order for Products to be supplied with one or more Sentinel protection keys

> A Protection Key Update that specifies changes to be made to the license terms and/or data stored in
Sentinel protection keys that have already been deployed

Order processing personnel process the entitlement details using Sentinel LDK-EMS. The license terms of each
Feature in the ordered Products may be specified when the Product is defined, or when the entitlement is
processed.

When all the details of an entitlement have been defined, the entitlement can be produced. The Product details,
including the license terms and memory data, are stored in the specified Sentinel protection keys at the
production stage or when the Product is activated, and can be updated after the keys have been deployed.
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For additional information on processing and producing entitlements in Sentinel LDK-EMS, see "Sentinel LDK
Entitlements, Production, and Development Tasks" on page 120.

Software Activation and Online Updates

Product activation and online updates are performed using Sentinel LDK-EMS when your software is installed at
the customer's site.

Product Activation with Sentinel SL Keys
With Sentinel SL keys, the software is activated and usable only after the following steps are completed:

1. A Product Key is produced in Sentinel LDK-EMS and supplied to the end user.
2. Using the Customer Portal, the end user sends the Product Key to Sentinel LDK-EMS for validation.

3. A Sentinel SL key with license terms is sent back and installed on the end user’s computer.
Online Updates
Online updates can be implemented in the following ways:

> The Protection Key Update information is stored in Sentinel LDK-EMS for use in software that you provide to
your end users. The update is then implemented as part of the end users’ installation process.

> The Protection Key Update information is stored in Sentinel LDK-EMS. After the protection key is installed on
the end user’s machine, the user can access the Sentinel LDK-EMS Customer Portal. Sentinel LDK-EMS
automatically applies any outstanding updates to the protection key. (See "Customer Portal - Applying
Updates to Protection Keys" on page 132.)

> Afile that contains the Protection Key Update information is generated and sent to the end user. This file can
then be used with the Sentinel Remote Update System (RUS utility) utility or the Admin Control Center to
ensure secure, remote updating of the deployed Sentinel protection keys.

For additional information on the RUS utility, see "Sentinel Remote Update System (RUS)" on page 144.

A receipt can be generated when a Protection Key Update is processed, to verify that the update has been
applied.

User Types and User Roles in Sentinel LDK-EMS

Sentinel LDK-EMS is a role-based application. The functions and tasks that you can perform are determined by
the user type and user roles assigned to you by the Sentinel LDK Administrator.

The following user types exist:
> Vendor

This is a Sentinel LDK-EMS user within the software vendor's organization. The access rights and
functionality that are available to each user are determined by the specific roles that are assigned to the user.

> Channel Partner
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This is a Sentinel LDK-EMS user in a channel partner's organization. This type of user is limited to a range of

activities that relate to the specific channel partner.

NOTE The roles, access rights, and functionality described in the following sections are not

relevant for users of the Sentinel LDK-EMS Customer Portal.

The roles, access rights and functionality for the Vendor and Channel Partner user types are described in greater
detail in the sections that follow.

Vendor

The table that follows describes the out-of-the-box roles that can be assigned to a vendor user. (Almost all of the
tasks listed in the table relate to functionality in Sentinel LDK-EMS.

Role

Product
Manager

Entitlement
Manager

Production

Customer
Services

Report
Generation

Authorized Tasks

Define and manage Features
and Products

Define and manage
customers and channel
partners

Enter and manage
entitlements

Produce entitlementsFinalize
entittements (mark as
Complete)

Define and manage
customers and channel
partners

Manage Product activations

Run and view reports
Schedule generation of and

arrange distribution of reports.

Learn More

> "Preparing Your
Sentinel LDK Licensing
Plan" on page 96

> "Implementing Your
Sentinel LDK
Licensing Plan" on
page 106

"Sentinel LDK Entitlements,
Production, and Development
Tasks" on page 120

"Sentinel LDK Entitlements,
Production, and Development
Tasks" on page 120

"Sentinel LDK Administration
and Customer Services" on
page 139

"Generating Sentinel LDK
Reports" on page 150
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Role Authorized Tasks Learn More
Development Perform development-related "Sentinel LDK Entitlements,
tasks Production, and Development
Operate Sentinel LDK Tasks" on page 120
ToolBox and Sentinel LDK
Envelope
Batch Code Can perform the following "Sentinel LDK Administration
Admin functions for the assigned and Customer Services" on
Batch Codes: page 139
> Manage Sentinel LDK
users

> Maintain Sentinel LDK
Master license

> Configure system settings
> Generate reports
> Manage scheduled reports

Super User Can perform the following "Sentinel LDK Administration
functions for all Batch Codes: and Customer Services" on
> Manage Sentinel LDK page 139
users

> Maintain Sentinel LDK
Master license

> Configure system settings
> Generate reports
> Manage scheduled reports

The “admin” user is authorized to perform all functions in Sentinel LDK. Only the admin user can assign the
Super User role to another user.

Channel Partner User

A Sentinel LDK-EMS user that is associated with a specific channel partner is referred to as a Channel Partner
user.

A Channel Partner user can perform the following functions for the relevant channel partner customers:
> Create and manage end-user customers.
> View, produce, and activate entitlements.

> Resend emails for entitlements.
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> Display product keys for entitlements.
> Checkin, browse, and view details of C2V files.

All other Sentinel LDK-EMS functionality is blocked for this type of user. When a Channel Partner user logs in to
Sentinel LDK-EMS, the landing page is the Entitlements page.

To designate a user as a Channel Partner user, you must first obtain the Channel Partner module for your
Sentinel LDK Master license. For more information, see "Channel Partner Module" on page 292.

For more information on channel partner functionality in Sentinel LDK-EMS, see "Channel Partners" on
page 142.

Getting Started With Sentinel LDK-EMS

Before you start to use Sentinel LDK-EMS, ensure that:

> You have a URL to access Sentinel LDK-EMS.

> You have received a Sentinel LDK-EMS user name and password from your Sentinel LDK-EMS system
administrator.

After you have logged in to Sentinel LDK-EMS, change the Sentinel LDK-EMS password that you received to a
password of your own choice. For additional information on changing your password, see the Sentinel LDK—
EMS User Guide.

NOTE Sentinel LDK-EMS passwords are case-sensitive, so ensure that you enter upper-case
and lower-case letters correctly when you type your password.

Prerequisites for the Sentinel LDK Administrator

If you are performing administration functions for Sentinel LDK in your organization, it is essential that you check
the following requirements before you (or other users) start to use Sentinel LDK-EMS:

> Avalid connection to Sentinel LDK-EMS must exist. For additional information on installing and configuring
Sentinel LDK-EMS, see the Sentinel LDK Installation Guide.

> One of your Vendor keys must be introduced to Sentinel LDK using the Master Wizard. For additional
information, see the Sentinel LDK Installation Guide.

> For Sentinel LDK-EMS on-premises: The Master key must remain connected to the Sentinel LDK-EMS
Server machine in order to enable you to perform Sentinel LDK-EMS functions. If Sentinel LDK-EMS is
installed on more than one machine, each machine must have a separate Master key connected locally.

NOTE If you are evaluating Sentinel LDK-EMS installed on-premises, you can use the provided
DEMOMA Batch Code, which does not require a Master key.
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> You must define user names, passwords, roles, and Batch Code access for each Sentinel LDK-EMS user,
and also for yourself. For additional information, see "Maintaining User Details" on page 140.

For additional information on the Sentinel LDK administration tasks and options in Sentinel LDK-EMS, see
"Administration Tasks" on page 139.

Using the Sentinel LDK-EMS Help

Detailed instructions for using each function and task in Sentinel LDK-EMS are provided in the Sentinel LDK-
EMS help.

To access the help for a specific screen, click the Help link in the top-right corner. Many individual screens also
contain a help button  for information about the contents of the screen.

You can also access the online Help—Sentinel LDK—-EMS User Guide.

Sentinel License Generation API

For sites that already have a licensing infrastructure in place or that prefer to implement an alternative to Sentinel
LDK-EMS, Sentinel LDK offers a standalone licensing solution.

You can use Sentinel License Generation API together with your existing licensing server software and ERP and
CRM back office systems for maximum flexibility and control over your business processes.

Sentinel License Generation API provides the functionality required to generate and maintain Sentinel protection
keys, but without any of the back office services that are provided by Sentinel LDK-EMS. All the required
services are provided by the system that you choose to implement. You would use Sentinel LDK only to handle
the protection and Feature-control functions for your applications.

Sentinel License Generation APl is included in Sentinel LDK ToolBox. Documentation for the APl is included in
the ToolBox help system and is provided in the Sentinel License Generation AP| Reference.

NOTE To generate licenses, the Master key must be connected to the machine where the
program that calls Sentinel License Generation API is running. To connect the Master key from a
remote machine, refer to the Sentinel LDK Installation Guide.

Switching Between Back-ends to Maintain Protection Keys

Sentinel LDK-EMS retains an update counter for each protection key that was created or updated using Sentinel
LDK-EMS. This update counter must remain synchronized with the update counter that is stored in the protection
key. If the synchronization is lost or was not set up correctly, you cannot use Sentinel LDK-EMS to update the
existing Products in the protection key. A synchronization problem can result from various situations, including
the following:

> You used Sentinel License Generation API to update a protection key that had been created or updated using
Sentinel LDK-EMS.
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> You attempted to use two (or more) installations of Sentinel LDK-EMS, each with its own database, to update
a single protection key.

> You used Business Studio (a legacy back-end) to update a protection key that had been created or updated
using Sentinel LDK-EMS.

In these situations, some Products in the protection key may not be visible when you view the contents of the key
in the Sentinel LDK-EMS Entitlements screen. Therefore, you cannot create an entitlement for these Products in
Sentinel LDK-EMS.

CAUTION! Thales recommends that you not use multiple back-ends in parallel to update a
given protection key. Using multiple back-ends may cause unexpected results.

If a synchronization problem occurs, obtain a C2V file for the protection key and check the C2V file into Sentinel
LDK-EMS. This restores the synchronization between Sentinel LDK-EMS and the protection key.

NOTE New functionality in Sentinel LDK is often introduced first in Sentinel License Generation
APl and then, in a following release, in Sentinel LDK-EMS. Before you move from Sentinel
License Generation API to Sentinel LDK-EMS, make sure that all the functionality that you are
using is supported in Sentinel LDK-EMS. Otherwise, the C2V files sent by customers may
contain parameters that Sentinel LDK-EMS does not recognize.

If you want, you can move from Sentinel LDK-EMS to Sentinel License Generation APl because Sentinel
License Generation API does not store the update counter. Instead, it relies on receiving the update counter
each time in the C2V file sent by the customer.
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Before you start to use Sentinel LDK-EMS in your organization, you may want to prepare a detailed licensing
plan for use with Sentinel LDK. Although it is recommended that you prepare a licensing plan, itis nota
prerequisite for using Sentinel LDK-EMS. Licensing decisions can be implemented or modified at any point.

This section outlines the importance of licensing your software products, describes the licensing options
provided by Sentinel LDK, and suggests how you might prepare a detailed licensing plan for use with Sentinel
LDK-EMS.

In this section:

> "Licensing Overview" below

> "Preparing Your Licensing Plan" on the next page

> "Choosing the Protection Level for Your Products" on page 99

> "Designating Products for Trial or Grace Period Use" on page 102
> "Assigning License Terms to Features" on page 102

> "Utilizing Protection Key Memory" on page 104

> "Using Your Licensing Plan With Sentinel LDK-EMS" on page 105

NOTE This section provides high-level information about Sentinel LDK licensing options. For
detailed practical instructions for implementing the licensing options in Sentinel LDK-EMS, see
the Sentinel LDK—-EMS User Guide.

Licensing Overview

"Part 2 - Protection" on page 36 in this guide explained in detail how to protect your software and intellectual
property. In addition to protecting these valuable assets, it is essential that you protect your company’s revenue
by ensuring that your software is available only to the appropriate users, according to the terms that you define.
This process is controlled by licensing.

Licensing provides you with the flexibility to implement your business strategies for the sale and distribution of
your software products. You define the licensing terms with which your software is distributed or sold according
to your decisions about what is commercially beneficial to your company.
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For example, you may decide that you initially want to distribute your software free of charge, so that users can
try it before purchasing. You will want to ensure that users can use it for only a limited time before it must be
purchased.

Alternatively, you may publish very complex, expensive software. You may decide to make specific components
of that software available for a lower price, thus making parts of it accessible to users who cannot afford the full-
featured version.

The versatility of Sentinel LDK enables you to implement a wide variety of licensing models. For more
information on the many models you can apply to your software offering, see "Part 5 - Licensing Business
Models" on page 219.

Preparing Your Licensing Plan

A useful step in the development of a licensing strategy is the preparation of a licensing plan. Business decision-
makers in your organization, such as product managers or marketing managers, define protection and business
rules, and specify the licensingbusiness models required to meet your company’s business needs.

A licensing business model is the logic behind a business decision relating to the way a Product is licensed. For
example, a rental licensing business model enables you to charge for the use of software for a specific period of
time.

Sentinel LDK enables you to choose from a variety of out-of-the-box licensing business models, including:
> Trialware (try-before-you-buy)

> Rental/Subscription

> Module-based

> Feature-based

> Floating users

> Time-based

> Execution-based

> Perpetual

> Unlocked

You can define additional licensing business models and software usage terms to meet your company’s
individual requirements.

Itis recommended that you prepare a licensing plan before you start to use Sentinel LDK to streamline the
implementation of your company’s licensing strategy. Your Sentinel LDK licensing plan should be based on the
detailed licensing requirements that you define for all the protected software applications to be sold by your
company, and/or distributed for trial use.
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The process of preparing a Sentinel LDK licensing plan can include the following steps:

1. Analyzing all the relevant software applications and identifying each functional component that can be
licensed individually.

2. Combining these components into licensed entities that can be offered to customers.
3. Deciding which Sentinel protection keys you want to supply with your software applications.
4. Specifying the detailed licensing terms to be applied, according to your licensing strategy.

The output of such a process is a comprehensive licensing plan that can be implemented using Sentinel LDK-
EMS.

NOTE You can make changes to your licensing plan and licensing business models at any
time.

Identifying Functional Components (Features)

The recommended first step in evaluating and planning your licensing requirements involves analyzing your
software applications and identifying their functional components. Most applications can be segmented into a
number of distinct functional components. In Sentinel LDK, these components are referred to as Features.

Each individual Feature is an identifiable functionality of a software application that can be independently
controlled by a license. In Sentinel LDK, a Feature may be an entire application, a module or a specific
functionality such as Print, Save or Draw.

Example: Specifying Features

Scenario: The Product Manager of High Quality Software Ltd. (HQ Software), a company providing design
software for the construction industry, identifies the specific functional components that the company wants to
license, and assigns a Feature name to each component.

The following table lists the defined functional components and the Feature names assigned to each component:

Functional Component Feature

Drawing design plans DRAW

Viewing design plans VIEW

Saving projects SAVE

Printing designs PRINT DESIGNS

Printing predefined reports =~ PRINT REPORTS

Generating tailored reports = REPORT GENERATOR
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Combining Features Into Products

After you have identified and listed all the individual Features to license, you can define the different
combinations of licensed Features that your company wants to sell.

In Sentinel LDK, a collection of one or more licensed Features that can be sold as an item is referred to as a
Product. Products can differ from each other, not just in the Features that they contain, but also in the license
terms specified for each Feature.

Your licensing plan can contain the names of all the Products that your company wants to sell and/or distribute
for evaluation, and the Features that each Product includes.

In Sentinel LDK, you have full control over the specific Products you define, the Features they include, and the
license terms assigned to each Feature in each Product.

Example: Defining Products

Scenario: The HQ Software Product Manager decides to define a trial Product intended for distribution to
customers who want to evaluate their software. This Product, HQ Design Demo, includes only the VIEW and
PRINT DESIGNS Features.

In addition, the company defines:

> AProduct intended for small-office customers, HQ Design Lite, offering the Features included in HQ Design
Demo, with the addition of DRAW and SAVE

> A Product targeted towards larger customers, HQ Design Pro, that offers all available Features

In this scenario, the REPORT GENERATOR Feature is not yet fully developed and is not currently included in
the HQ Design Pro Product.

Choosing the Protection Level for Your Products

Your choice of the Sentinel protection keys to be distributed together with your licensed software reflects the
level of protection you wish to apply and the way you intend to control the use of or access to each Product.

Two types of Sentinel protection keys are available:

> Sentinel HL keys: The hardware-based protection and licensing component of Sentinel LDK that provides
the safest and strongest level of protection.

> Sentinel SL keys: The software-based protection and licensing component of Sentinel LDK—virtual Sentinel
HL keys. Sentinel SL keys are further divided into AdminMode and UserMode keys

For more information on the different types of keys and a comparison of the benefits for each type, see "Sentinel
HL Keys" on page 26.
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Your software and the user license are both locked to the Sentinel protection key that you select. When you
define the Product licenses to be included in your licensing plan, you also select which Sentinel LDK /ocking type
to assign to each Product license. The locking type that you select determines the level of protection for each
Product license as follows:

Locking Type Level of Protection Provided
HL Hardware-based level of protection.

SL AdminMode = Software-based level of protection.

SL UserMode

HL or SL Hardware- or Software-based level of protection.

AdminMode > If a Product is shipped solely with Sentinel HL keys, then a hardware-based level of
protection is achieved.

HL or SL > Ifa Product is shipped even once with Sentinel SL keys, then the overall level of

(AdminMode or security should be considered to be that provided by SL keys. This is because there is

UserMode)

always the possibility that an attacker could have access to a deployed SL key.

When installing an SL license: If the locking type that is specified for a Product license is HL or SL
(AdminMode or UserMode) and the Run-time Environment is present on the user's machine, then SL
AdminMode is selected automatically. Otherwise, SL User Mode is installed.

Sentinel HL Key Activation

A Product that is protected with a Sentinel HL key can be activated only after the end user receives a Sentinel HL
key containing the license terms for the Product and connects the key to the computer.

For details on burning the Sentinel HL key, see Sentinel LDK—-EMS User Guide.

For additional information on the usage and benefits of Sentinel HL keys, see "Sentinel HL Keys" on page 26.

Sentinel SL Key Activation

A Product that is protected with a Sentinel SL key can be activated using one of the methods that follow.

For additional information on the usage and benefits of Sentinel SL keys, see "Sentinel HL Keys" on page 26.

Activation Using a Product Key

1. A Product Key, consisting of a string of characters, is generated in Sentinel LDK-EMS and supplied to the end
user. This can be done by including the Product key in the physical installation package or by providing the
Product key by email as part of the entitlement process.

2. The end user returns the Product Key as proof of purchase.

3. The Product Key is sent to Sentinel LDK-EMS for verification.
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4. A Sentinel SL key with license terms is sent back and installed on the end user’'s computer.
(The end user can perform steps 2, 3, and 4 automatically with the Sentinel LDK-EMS Customer Portal.)
NOTE If the locking type that is specified for a Product license is HL or SL (AdminMode or

UserMode) and the Run-time Environment is present on the user's machine, then SL
AdminMode is selected automatically. Otherwise, SL User Mode is installed.

Activation Using a Protection Key Update

The steps that follows can be performed:

\"

Manually using Admin Control Center or the RUS utility.

\"/

Programmatically using Sentinel Licensing API or Sentinel Web Services.

1. Afingerprint of the end user's machine is generated in a C2V file.

2. The C2V file is sent to the vendor (typically by email).

3. The vendor uses the C2V file to generate a Product activation update (in a V2C file) using Sentinel LDK-EMS
or using Sentinel License Generation API.

4. The V2Cfile is sent to the end user.

5. The V2C file is used on the end user's machine to install an SL key.

Specifying the Protection Level for Individual Orders

Sentinel LDK gives you the flexibility to choose the Sentinel protection keys for a Product or according to the
requirements of each individual order.

If you prefer not to specify the protection level in advance, you can assign the HL or SL AdminMode or SL
UserMode locking type to a Product. With this locking type, the decision on which type of Sentinel protection key
is to be shipped with the Product is made when each order is processed.

NOTE Although SL keys provide a high level of protection, HL key security is superior.
A Product whose locking type allows for both HL and SL keys provides HL key-level protection
if the Product is only shipped with HL keys (that is, the Product is never shipped with SL keys).

However if the Product is also sometimes shipped with SL keys, the overall level of security
should be considered to be that provided by SL keys. This is because there is always the
possibility that an attacker could have access to a deployed SL key.
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Designating Products for Trial or Grace Period Use

Sentinel LDK enables you to create, protect, and distribute secure trialware versions of your software. You can
invite users to download your trial software from networks, to share it with other users, and to give it away to their
friends or colleagues. End users then have the option to purchase your software and to turn their trial copy into a
fully-licensed version by activating it with a Sentinel protection key.

You can also use Sentinel LDK to define grace periods for your software. During the grace period, and even after
activation, end users can pass copies of their purchased software to as many friends as they wish. When a friend
installs the software, it automatically reverts to a limited trial version for the entire grace period. After the grace
period expires, the software can no longer run until it is activated with a Sentinel protection key.

Sentinel LDK enables you to define trial and grace periods for software protected with any type of
Sentinel protection key.

For example, software protected with Sentinel HL keys can be purchased and delivered over the Internet while
the Sentinel HL keys are shipped, and end users can start using the software while waiting for the arrival of their
key.

Similarly, end users who purchase and install a software application can use it for a 30-day grace period without
activating it. During this grace period, they can activate the software remotely and receive a Sentinel SL key,
after which the software will run according to the purchased license terms stored in the keys. If the grace period
expires and the software has not been activated, it will stop running until activated by the end user.

In Sentinel LDK, a Product that is intended for distribution as trialware or for use during a grace period is referred
to as an unlocked trialware Product.

Your licensing plan can include all the unlocked trialware Products to be offered by your organization.

Assigning License Terms to Features

Sentinel LDK enables you to assign individual license terms to each Feature in each Product that you define.
You can also define Products that include the same Features, but with different license terms. Such decisions
are based on the commercial requirements of your organization, and on the license models that you choose to
implement.

You can control Feature usage through the license by specifying the license type to be applied. You can choose
one of the following license types:

> Perpetual: Indicates that the Feature can be used an unlimited number of times for an unlimited period of
time.

> Expiration Date: Indicates that the license for the Feature expires on a specific date.

> Execution Count: Indicates that the license for the Feature expires after a specific number of product
executions.
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> Time Period: Indicates that the license for the Feature expires after a specific number of days, starting from
the date of first use.

After you select the type of license to apply to each Feature in a Product, you can specify its value, for example,
the number of times that a Feature can be used.

If the Feature is intended to be used on a network or remote desktop, you can also specify the number of
concurrent instances (network seats) allowed, and you can specify how concurrent instances are to be counted
for the purpose of the license. (Basic keys do not support concurrency or remote desktops.) In addition, if the
Feature will be used in Products that are locked to Sentinel SL keys, you can specify that the Feature and its
license may be temporarily detached from the network for attachment to a remote recipient machine.

Specifying License Values for Individual Orders

Sentinel LDK offers you maximum flexibility with regard to license terms, enabling you to supply the same
Product to different customers with different license term values.

You do not have to specify in advance the exact values for the license, including the number of concurrent
instances for each Feature in the Product. When each order for the Product is processed, the person processing
the order can define the values required for that specific order.

Example: Specifying License Terms and Protection Levels

Scenario: The HQ Software Product Manager decides to specify the following license terms for its three
Products:

> Atrial period of 30 days for the PRINT and VIEW Features in its HQ Design Demo Product

> Alow-cost annual rental license for the DRAW and SAVE Features in the HQ Design Lite Product, with
unlimited usage for the PRINT and VIEW Features

> A more costly, full-featured license for the HQ Design Pro Product that specifies unlimited usage for all
Features

The following protection levels are defined for each of the Products:

> HQ Design Demo is defined as an unlocked trialware Product, to enable it to be distributed freely for
evaluation

> HQ Design Lite is supplied with Sentinel SL key protection, enabling electronic distribution

> HQ Design Pro is supplied with Sentinel HL key protection, for maximum security
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The following table summarizes the three Products, their protection levels, and their licensed Features:

Product: HQ Design HQ Design Lite HQ Design Pro
Demo
Protection Level: Unlocked Sentinel SL keys Sentinel HL keys
trialware
Licensing Business Trial Rental Unlimited
Model:
Feature
DRAW - Expires after 1 Unlimited
year
VIEW 30 days Unlimited Unlimited
SAVE - Expires after 1 Unlimited
year
PRINT DESIGNS 30 days Unlimited Unlimited
PRINT REPORTS - - Unlimited
REPORT - - Not yet available
GENERATOR

Utilizing Protection Key Memory

All Sentinel protection keys—with the exception of Sentinel HL Basic keys—contain secure internal read-only
and read/write memory. You can define specific segments for memory data and choose whether the data is
added when you create a Product or when an order is being processed.

You can use memory data, for example, to:
> Store licenses from your own licensing schemes
> Save passwords, program code, program variables, and other data

Memory data can be defined for each Product. The contents of the memory are transferred to the secure
memory of the selected Sentinel protection keys together with the Features, license terms and other data defined
for the Product.

You can add any specific data that is required to be stored in memory for each Product to your licensing plan. For
more information, see "Defining Protection Key Memory Data" on page 109.
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Using Your Licensing Plan With Sentinel LDK-EMS

Your licensing plan can be implemented using Sentinel LDK-EMS. As your licensing requirements change, you
can revise the licensing plan and ensure that the changes are implemented using Sentinel LDK-EMS. Your
licensed Products can be easily and securely updated as required, after they have been deployed to customers.

For additional information on implementing and maintaining your licensing plan, see "Implementing Your
Sentinel LDK Licensing Plan" on page 106.

Sentinel LDK offers you the flexibility to update your licensing strategy as necessary, and to adapt rapidly to
changes in the market, in your company’s business strategy, or in customer purchasing preferences.
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/

This section is intended for Sentinel LDK-EMS vendor users who are assigned the Product Management role. It
describes how to use Sentinel LDK-EMS to define and manage Features and Products in Sentinel LDK, and to
maintain Products and licenses as circumstances change.

For information on preparing a licensing plan and on Sentinel LDK licensing options, see "Preparing Your
Sentinel LDK Licensing Plan" on page 96.

For an overview of Sentinel LDK-EMS and for information on starting to use the application, see "Introduction to
Sentinel LDK-EMS" on page 88.

In this section:

> "License Planning in Sentinel LDK-EMS" below
> "Managing Features " on the next page

> "Managing Products" on page 108

> "Maintaining Products and Licenses" on page 116

NOTE This section provides high-level information on license planning and definition
processes. For detailed practical instructions for using each function in the Sentinel LDK-EMS
User Guide.

License Planning in Sentinel LDK-EMS

Before you start to use Sentinel LDK-EMS for license planning, it is suggested that you prepare a licensing plan.
For additional information, see "Preparing Your Sentinel LDK Licensing Plan" on page 96.

When you start Sentinel LDK-EMS, you have access to the Licensing Plan group of functions, including:
> Managing Features
> Managing Products

Each of these functions is described in this section.
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NOTE All Sentinel LDK Features and Products are associated with a Sentinel LDK Batch Code.
For additional information on Batch Code, see "Personalized Vendor and Batch Codes" on
page 21.

Managing Features

You can perform the following tasks using the Catalog > Features tab in Sentinel LDK-EMS:

>

Define Features

> Withdraw Features from use

> View the details of all defined Features associated with the selected Batch Code

Defining Features

If you have prepared a licensing plan, the first stage in its implementation is to use Sentinel LDK-EMS to define
all the Features that you listed in the plan.

Before you begin to define Features, ensure that you have the following information available for each new
Feature:

>

>

(Mandatory) The Batch Code associated with the Feature
(Mandatory) A Feature Name that is unique in the selected Batch Code.

(Mandatory) An ID number for the Feature. You can use the default Feature ID that Sentinel LDK-EMS
assigns automatically for each new Feature, or you can assign your own numeric identifier. For example, you
may want to maintain consistency with existing Feature data. The Feature ID that you specify must be unique
in the selected Batch Code. The same Feature ID may be used in more than one Batch Code.

(Optional) A free-text description that provides additional information about the Feature, as well as other
reference attributes.

After a Feature is included in one or more Products, the Feature Name and Feature ID cannot be changed.
Other attributes, such as the description, can still be edited.

NOTE Although license terms are Feature-specific, they are not defined as part of the Feature.
Instead, the license terms for a Feature are specified when the Feature is added to a Product, or
when the Product is added to an entitlement. This is because the same Feature may be included
in a number of Products, and the license terms for the Feature may vary according to the
requirements of the Product or entitlement.
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Transferring Feature Definitions for Development Use

After you define the Features for a selected Batch Code, users authorized to perform Development tasks can
transfer the Feature data to a file that can be used for development and protection purposes. For more
information on transferring Feature definitions, see "Exporting Definition Data" on page 136.

Deleting Features

If the Feature has not been included in any Product, you can delete it. A Feature cannot be deleted once it has
been deployed in at least one Product.

Managing Products

You can perform the following tasks using the Catalog > Products tab in Sentinel LDK-EMS:
> Define new Base Products

> Define new Unlocked Products

> Copy existing Products

> Define new Modification Products

> Define Cancellation Products

> Open a Product to view or modify details

> Withdraw Products from use

> Restore Products that have been made obsolete

> Delete a Product

NOTE You cannot modify license terms for a Product or delete a Product that has been fully
defined (with the Complete status).

Specifying the License Terms for Features in a Product

When you include a Feature in a Product, the following default license terms are assigned:
> License type: Perpetual
> Number of concurrent instances: Unlimited
To specify the required license terms for the Feature, you can:
> Select a different license type:
e Expiration Date

¢« Execution Count
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e Time Period
> Assign a value for the selected license type, for example:
e The expiration date
* The number of executions
* The number of days until the license expires, from the date of first use

If the Feature is intended to be used on a network, virtual machine, or remote desktop, you can specify the
number of concurrent instances allowed, and you can select how concurrent instances are counted:

> Station: All login requests from the same machine are counted as a single instance (default).
> Process: All login requests from the same process are counted as a single instance.
> Login: Each login request is counted as a different instance.

If the Feature is in a Product that will be locked to a Sentinel SL key, and is defined to be used on a network, you
can specify that the license is allowed to be temporarily detached from the network pool. This means that the
license can be attached to a remote recipient machine that is not connected to the network, to enable a user to
work offline.

If required, you can specify that a user working in Remote Desktop (terminal machine) mode can access the
license. Similarly, you can specify that the license for a Feature in a Product that will be locked to a Sentinel SL
key can be enabled to run on a virtual machine.

You can leave the value for the license type undefined at this stage, and specify that the exact value will be
defined when each order for the Product is processed.

Similarly, you can specify that the number of concurrent instances will be defined when an order for the Product
is processed.

If you choose to make a Feature excludable, you enable the decision about whether the Feature is to be included
in a specific order to be made at the time the order is being produced.

NOTE The above license term options do not apply to Unlocked Products. For additional
information, see "Defining Unlocked Products" on page 113.

Defining Protection Key Memory Data

Memory data is used for storing strings in a Sentinel key. You might use memory data to migrate existing license
data to Sentinel LDK-EMS, store login credentials for an application, or store homegrown license data, for
example.

When you define a Product in Sentinel LDK, you can define the layout and contents of the memory data
associated with the Product. At the customer site, memory data is stored in the protection key on the end user's
computer or network.
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NOTE You can create a Product with no Features whose only purpose is to define protection
key memory. For more information, see "Specifying the License Terms for Features in a
Product" on page 108.

Sentinel LDK provides the following types of Protection Key memory:
> Default memory

Default memory is available in all Sentinel HL and SL keys, except for Sentinel HL Basic keys. The amount of
memory available depends on the type of key.

Default memory is divided into two fixed partitions:

* Read/Write memory: Data that can be updated when the deployed protected application is running, such
as dynamic values for counters, or information retrieved during interaction with the user.

* Read-Only memory: Data that can be read when the protected application is running but cannot be
changed. For example: the Product version number, text to be used in a “Welcome” message, fixed
threshold values for counters.

You can divide each partition into multiple segments and enter data into them as required. Each segment is
defined by an offset from the start of the partition and a length. It is the developer's responsibility to keep track
of the location and size of each segment. You can redefine the data and the layout of each partition as
required. In Sentinel LDK-EMS, you can specify that data is entered in one or more of the memory segments
at order time.

> Dynamic memory
Dynamic memory is available in:
* All Sentinel SL keys except for SL Legacy keys.

* All Sentinel HL (Driverless configuration) keys except for Sentinel HL Basic keys and Sentinel HL Pro
keys. Dynamic memory is not available in Sentinel (HASP configuration) keys.

Dynamic memory is significantly larger than Default memory. However, dynamic memory space is shared
between dynamic memory files (the space available to you for your applications, similar to default memory
files) and license data (Features and Product). All space that is not utilized for license data can be used for
dynamic memory files. For more information, see "Maximum Number of Features in a Sentinel HL Key" on
page 297.

Dynamic memory can be divided into dynamic memory files. Each file is assigned an identifier, which is used
by your application to refer to that file. You can assign a size to the file at the time you create it, or allow the file
size to be assigned automatically based on the amount of data that is written to the file. The following types of
dynamic memory files can be created:

* Read/Write file: Data that can be updated when the deployed protected application is running, such as
dynamic values for counters, or information retrieved during interaction with the user.
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* Read-Only file: Data that can be read when the protected application is running but cannot be changed.
For example: the Product version number, text to be used in a “Welcome” message, fixed threshold
values for counters.

* Read/Write-Once file: Data that can be updated once when the deployed protected application is
running. After a successful update, the memory becomes read-only memory.

You can set up Protection Key memory using either Sentinel LDK-EMS or Sentinel License Generation API.

You can use any of the different types of memory to store and control licenses from your own licensing schemes.

For information on the amount of memory available for each type of Sentinel HL key, see the Sentinel HL Data
Sheet. Sentinel SL keys contain 2,048 bytes of read-only Default memory and 4,032 bytes of read/write Default
memory.

NOTE The memory in the protection key is shared by all Products in the key. When you allocate
memory for a Product: Make sure that the memory space does not conflict with memory space
for any other Product that may be protected with the same protection key.

The data defined in memory is written to the secure memory of the Sentinel protection keys together with the
Features, license terms and other data defined for the Product.

Protecting Against Cloning

This section describes the protection of your protected application against attempts to clone the physical or
virtual machine on which the protected application is installed.

About Clone Protection

One of the methods sometimes employed to enable the unauthorized use of licensed software is machine
cloning. Machine cloning involves creating an image of one machine (including your software and its legitimate
license) and copying this image to one or more other machines. If there is no way to detect that the new image is
running on different hardware than that on which it was originally installed, multiple instances of the software are
available even though only a single license was purchased.

Sentinel LDK can detect probable machine cloning and disable protected software that is locked to Sentinel SL
keys. Clone detection is effective whether the protected software is installed on a physical machine or on a virtual
machine.

NOTE Cloning is only an issue for Sentinel SL keys. When software is locked to a Sentinel HL
key, the physical key must be present in order for the software to run. Even if a machine image,
including your software, is cloned, the software cannot run without the Sentinel HL key to which
the software license is locked.

Protection against cloning is applied automatically when a protected application is locked to a Sentinel SL key.
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For each Feature, you specify whether you want to allow the Feature to be accessible on virtual machines at the
time you add the Feature to the Product or when preparing the order for the Product. By default, each Feature is
accessible on virtual machines.

The clone protection functionality is tuned to minimize the occurrence of potential false positives (detection of a
clone when no cloning exists), and reduce unnecessary calls to your technical support. As a result, it is possible
that the clone protection functionality may not detect a cloned machine in every case. However, the possibility of
this occurrence is low, especially when physical machines are cloned.

NOTE Itis assumed that a customer’s IT department follows best practices to avoid the
collisions that would result from cloned machines that have identical UUID, MAC addresses or
hostnames. When software is locked to a Sentinel SL key, the clone protection provided by
many of the virtual machine clone protection schemes is based on this premise.

If you are concerned that your customers may be willing to accept collisions in order to attempt
to bypass clone protection, consider one of the other Sentinel LDK solutions that provides a
different tradeoff of security and convenience and is not affected by such deployment. A remote
license (SL AdminMode or Sentinel HL) will provide the higher level of security that you require.

When the Sentinel LDK Run-time Environment detects cloning, it disables the licenses for which clone protection
was specified. The end user is unable to log in to the software for which cloned licenses have been detected. The
end user must activate the software before it can be used. Other licenses for which clone protection was not
specified are not affected and the user may continue to log in and use the applications.

Detection of cloned licenses is recorded in the Sentinel License Manager and displayed in the Sentinel Admin
Control Center. For additional information, see the Admin Control Center help system.

For licenses locked to Sentinel SL keys, you enable and manage clone detection at the following points in the
Product life cycle:

> During software protection

During protection of your software, use the Sentinel Licensing API to define how your application should
behave when machine cloning is detected. For example, the application might display a message telling the
end user that the software is disabled due to clone detection and that they should contact your customer
services team.

NOTE If you use only Sentinel LDK Envelope for applying protection, (that is, without
incorporating any additional software engineering), software that is disabled due to detection of
cloning will return the following message to the end user: Unknown error. H64

> During Product definition:

When defining Products in Sentinel LDK-EMS:

For each Feature, decide whether the Feature should be accessible on virtual machines (this can also be
decided during order entry). By default, accessibility on virtual machines is enabled.
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> During Product activation:

When Sentinel LDK-EMS detects cloning via the C2V file, it disables the protected application on the end
user's machine.

To enable the protected application on the end user's machine, the end user must send a new fingerprint for
the machine. This fingerprint can be generated with the RUS utility, or with the Getlnfo function in Sentinel
Licensing API. Use the fingerprint to generate a new entitlement for the end user.

When you attempt to check in a C2V file, Sentinel LDK-EMS blocks the action if it detects that the C2V file is from
a cloned machine. Similarly, you cannot use a C2V file from a cloned machine to create a license update.

You can click View Details in the Check in Key screen to view details of the C2V if required.

Simplified Clone Protection

A clone protection scheme defines which factors are considered by the Sentinel License Manager in order to
determine whether a given Sentinel SL key has been cloned. You select the clone protection scheme when you
define the Product.

Sentinel LDK offers several different clone protection schemes to protect applications that execute on physical
machines and on virtual machines. The schemes are designed to accommodate a variety of circumstances. For
example, schemes are available for applications that run on PCs, on Android machines, or on Microsoft Azure
virtualization platforms. New schemes are added periodically as environments are added and evolve.

Keeping up with the latest developments in clone protection schemes can be a burden for most vendors. In
addition, newer schemes may require that you install more recent versions of the Sentinel LDK Run-time
Environment (for SL AdminMode licenses) or API libraries (for SL UserMode licenses) on the end users'
machines.

Sentinel LDK provides a mechanism to simplify the process of implementing the most appropriate clone
protection scheme for each situation. When you define a Product in Sentinel LDK-EMS, you can specify a clone
protection scheme called Platform Default instead of choosing a specific scheme. When the Product license is
installed on the end user's machine, Sentinel LDK automatically selects the most appropriate clone protection
scheme for the type of operating system and the environment in which the license will be installed. (A similar
mechanism is available when using Sentinel LDK License Generation API.)

For advanced users, more information on the Platform Default scheme and other clone protection schemes is
available at "How Sentinel LDK Detects Machine Cloning" on page 298.

Defining Unlocked Products

An Unlocked Product is a license that can be installed by any user on any number of machines. An Unlocked
Product is bundled with an SL AdminMode key or SL UserMode key as described below. The Unlocked Product
is installed together with the protected application. The bundled protection key is activated automatically the first
time the protected application runs.
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If an Unlocked Product license has expired on a given machine, the user cannot reinstall the license to continue

using the protected application.

An Unlocked Product is used:

> todistribute a protected application as trialware during a grace period (typically 30 to 90 days or 30

executions).

to distribute a protected application that does not require any licensing restrictions and that can be used for an
extended period of time or perpetually. The application is only protected against disassembly (although it may
have some time limitation). You can choose to use a licensing mechanism other than Sentinel LDK to license

the application (or you can choose to impose no additional license restrictions on the application).

NOTE To generate an Unlocked Product, you must purchase or subscribe to the relevant

modules for your Sentinel LDK Master license.

An Unlocked Product can be defined for any type of Base Product. The properties of an Unlocked Product are
similar to those for a standard Product, with the following exceptions:

> Locking Type: Unlocked Products are automatically assigned the SL AdminMode locking type. If the Base
Product on which the Unlocked Product is based has the SL UserMode locking type, the Unlocked Product is
assigned the SL UserMode locking type.

> License Terms: The maximum duration or maximum number of executions that you can define for any
Feature in an Unlocked Product depends on the modules you have purchased or subscribed to for your
Sentinel LDK Master license. The table that follows indicates the maximum value that can be assigned for a

Feature in an Unlocked Product.

Licensing Limitation

Modules in Sentinel LDK Master license

Unlocked Trialware Unlocked Unlimited (With or
Without Unlocked Trialware)

Maximum duration of Time 90 days from first execution 3,650 days from first execution
Period license

Maximum duration of Expiration 90 days from current date 31-Dec-2091

Date license

Maximum number of executions 30 16,777,215

for Execution Count license

Availability of Perpetual license Not available Available
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NOTE The use of the Execution Count license type for Unlocked Products is only supported
when working with Sentinel License Generation API. This license type is not available in Sentinel
LDK-EMS.

The "Default Feature" on page 359 in an Unlocked Product is automatically assigned one of the following
durations, depending on the modules in the Sentinel LDK Master license:

> For Unlocked Trialware: 90 days from first execution
> For Unlocked Unlimited (with or without Unlocked Trialware): Perpetual

For additional information on the purpose and use of Unlocked Products for trialware, see "Designating Products
for Trial or Grace Period Use" on page 102.

For additional information on modules for the Sentinel LDK Master license, see "Understanding the Sentinel LDK
Master License" on page 281.

Unlocked Products are not available for inclusion in customer orders. Users authorized to perform Development
tasks can bundle Unlocked Products for distribution. For additional information, see "Generating Bundles of
Unlocked Products" on page 134.

NOTE When packaging a Run-time Environment installer with a V2C file for one or more
Products in Sentinel LDK-EMS, you cannot include a Product that only has the SL UserMode
locking type.

Product Status Values

A Product can be assigned one of the following statuses:
Draft - The Product is not ready for distribution. The Product can be modified or deleted.

Complete - The Product can be included in an entitiement. The Product can be modified. However, it cannot be
deleted. You can change its status to End of Life if you do not want the Product to be distributed any longer.
Once the Product has been included in an entitlement ("Deployed"), the license terms can no longer be modified.

End of Life - The Product cannot be included in an entitlement. The Product's license terms cannot be modified.
However, if you edit and save the Product, its status changes back to Complete and the Product can again be
included in an entitlement.

Duplicating a Product

After you have defined a Product, you can define additional Products with similar details using the Copy option in
Sentinel LDK-EMS. This option creates a new Product using the defined properties, Features, and memory
contents of the original Product, and enables you to make any changes you require, with the exception of
changing the Base Product or the Product locking type (for example, SL-AdminMode) and locking status
(locked/unlocked).
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I NOTE If you create a copy of a Base Product, you can give it a new name.

Withdrawing a Product

At some stage, you may want to withdraw a selected Product from use and specify that it can no longer be
included in orders, for example, if it is being replaced by an updated version.

If the Product has the status Draft, you can delete it. A Product cannot be deleted once it has been assigned the
status Complete. You can, however, withdraw the Product from use by marking it as End of Life.

A withdrawn Product cannot be added to entitlements, but its details are maintained in Sentinel LDK-EMS for
tracking purposes, and it continues to be functional when already at the end user’s site.

Restoring a Product

A Product whose status is End of Life can be restored to the Complete status. A restored Product can be used
in the same way as any other Product.

Maintaining Products and Licenses

After you have defined the initial Features and Products, you can use the Licensing Plan options in Sentinel LDK-
EMS to cater for changing circumstances, such as the release of new software versions and changes in
customer requirements.

Sentinel LDK-EMS enables you to maintain your licensing plan by defining new Features and Products as
required. In addition, you can use Sentinel LDK-EMS to:

> Manage Product versions

> Cancel Product licenses

Managing Product Versions

After you have implemented your initial licensing plan, you need to continue to review and update it to allow for
changes in your company’s software applications, in customer demand, in the market, and other considerations.
For example:

> Your company develops an enhanced version of an existing Product and you want to offer the new versions
for sale instead of (or in addition to) the original Products.

> You want to offer your existing customers the opportunity to replace their current version of a Product with an
upgraded version that has additional Features.

> Feedback from your customers indicates that they want to purchase a specific Product with different license
terms than you are currently offering.

In circumstances such as these, since you cannot change the properties of an existing Product after it has been
ordered, you can define a Modification Product based on the Base Product.
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A Modification Product is a modified version of an existing Product, containing changes such as:
> A software upgrade

> Extended license terms

> Added or removed Features

You can define several Modification Products for the same Base Product, with different Features, memory and/or
license terms.

I NOTE You can also define Modification Products based on an existing Modification Product.

Defining a Modification Product
Before you start to define a Modification Product, ensure that you have the following information available:

> The name of the Product that is being modified
> The Batch Code associated with the Product that is being modified

> A Product Name that identifies the Modification Product and is unique in the selected Batch Code
(mandatory). The maximum length for a Product Name is 50 characters.

> Adescription (free text) that provides additional information about the Modification Product, for example, the
changes it includes (optional)

> The details of the required changes, including Features to be added or removed, memory and license term
updates, or any combination of these.

Specifying License Terms and Memory for a Modification Product

To change the license terms for each Feature in the Modification Product, you can:

> Change the expiration date for an Expiration Date license type by adding or subtracting days from the
original expiration date. If the existing expiration date has already passed, the new expiration date will be the
current date plus the number of days that you add to the Feature. (The expiration date for a Time Period
license type cannot be modified.)

> Change the number of remaining executions for an Execution Count license type by adding or subtracting a
number of executions

> Change the settings for concurrent instances, if appropriate.

> Overwrite the license terms including selecting a new license type.
> Change memory segments or data.

> Cancel the license.

You can leave the license type value and the concurrent instances settings unchanged at this stage, and specify
that they will be changed when each individual order for the Modification Product is processed.
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Example: Defining a Modification Product

Scenario: When the Product Manager of HQ Software originally defined the HQ Design Pro Product (in the
example "Example: Specifying License Terms and Protection Levels " on page 103), the REPORT
GENERATOR Feature was not yet available.

This Feature has now been developed, tested, and protected, and has been included in an enhanced version of
HQ Design Pro (v.2.0). This version of the Product is ready for sale to new customers, and can also be issued to
customers who hold current licenses.

Accordingly, the Product Manager for HQ Software defines a Modification Product for the HQ Design Pro
Product, named HQ Design Pro v.2.0.

When the Modification Product is defined, the REPORT GENERATOR Feature is added to the Product, with the
same license terms as for the other Features.

Issuing Modification Products

Modification Products can be included in orders in the same way as the original Products.

For example, if the Modification Product is intended to replace the Product in Sentinel protection keys that have
already been deployed, it can be included in a Protection Key Update order. When the Protection Key Update is
applied, the data for the Modification Product is added to the data for the original Product in the

Sentinel protection keys.

For additional information on defining and producing orders, see "Sentinel LDK Entitlements, Production,
and Development Tasks" on page 120.

Canceling Product Licenses

In certain circumstances, it may be necessary to cancel the license terms for one or more Features in a Product
that has been delivered to a customer. For example:

> Torevoke a deployed license
> To cancel the license for a Product that has been returned before its license terms have expired

A Cancellation Product can be defined for the Product, with values that cancel previous license terms. This
Cancellation Product can be used whenever the license terms of the original Product need to be cancelled.

The process of canceling the license terms of a specific instance of a Product can include the following stages:

1. When the original Product needs to be cancelled, a Customer-to-Vendor (C2V file) is requested from the
customer, containing the required license information.

2. An order for the Cancellation Product is defined and produced.

3. Ifthe Product license is being moved to another computer, a new order for the original Product is produced
with the appropriate details.

4. The changed license information is sent to the customer.

5. An acknowledgment receipt is returned by the customer when the change has been implemented.
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For additional information on C2V files and on defining and producing orders, see "Sentinel LDK Entitlements,
Production, and Development Tasks" on page 120.

Defining a Cancellation Product

Before you start to define a Cancellation Product, ensure that you have the following information available:
> The name of the Product to be cancelled
> The Batch Code associated with the Product to be cancelled

> A Product Name that identifies the Cancellation Product and is unique in the selected Batch Code
(mandatory). The maximum length for a Product Name is 50 characters.

> Adescription (free text) that provides additional information about the Cancellation Product, for example, the
reason it is required (optional)

> The Features to be cancelled

Specifying License Terms or Memory for a Cancellation Product

The options for defining the license terms for a Cancellation Product are exactly the same as for a Modification
Product. For additional information, see "Specifying License Terms and Memory for a Modification Product" on
page 117.

Example: Canceling a License

Scenario: A new customer, TOP Construction, purchased a one-year rental license for the HQ Design Lite
Product. After three months, the customer wants to cancel the license and receive a refund.

HQ Software defines a Cancellation Product for the HQ Design Lite Product, with the license terms cancelled
for all the Features in the Product. This Cancellation Product is only defined once—it can subsequently be used
whenever required in similar circumstances.

TOP Construction is asked to send a Customer-to-Vendor (C2V) file. The file is received and processed in
Sentinel LDK-EMS.

A Protection Key Update order is defined and produced for the HQ Design Lite Cancellation Product. The
resulting Vendor-to-Customer (V2C) file containing the changed license details is sent to TOP Construction.
TOP Construction applies the V2C file, then generates and returns a C2V file, confirming that the license
cancellation has been applied. HQ Software then issues a refund.

For additional information on C2V and V2C files, and on defining and producing orders, see "Sentinel LDK
Entitlements, Production, and Development Tasks" on page 120.
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Production, and Development Tasks

/

The first part of this section is intended for users assigned the Entitlement Manager and Production roles in
Sentinel LDK-EMS. It describes how to use Sentinel LDK-EMS to manage and produce entitlements (customer
orders).

The final part of this section is intended for users assigned the Development role. It describes how to use
Sentinel LDK-EMS to perform development-related tasks, including generating bundles of Unlocked Products
and Sentinel LDK Run-time Environment installer files, and exporting definition files.

For an overview of Sentinel LDK-EMS and for information on starting to use the application, see "Introduction to
Sentinel LDK-EMS" on page 88.

In this section:

> "Sentinel LDK Entitlement Processing and Production " below
> "Managing Entitlements " on the next page

> "Producing Entitlements" on page 129

> "Performing Development-related Tasks" on page 134

> "Enabling Trial Use and Grace Periods" on page 137

NOTE This section provides high-level information on the entittiement management, production,
and development-related processes in Sentinel LDK-EMS. For detailed practical instructions for
using each function, see the Sentinel LDK-EMS User Guide.

Sentinel LDK Entitlement Processing and Production

An entitlement is the execution of a customer order for Sentinel LDK items, and can be one of the following:
> Anorder for Products to be supplied with one or more Sentinel protection keys

> A Protection Key Update that specifies changes to be made to the license terms and/or data stored in
Sentinel protection keys that have already been deployed

For entitlements that generate Product Keys, the customer receives an email from Sentinel LDK-EMS that
contains the keys. The customer can log in to the Sentinel EMS Customer Portal using the Product Key and
activate the Products.
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After Features and Products have been defined in Sentinel LDK-EMS, entitlements can be processed by:
> "Managing Entitlements " below
> "Producing Entitlements" on page 129

> "Performing Development-related Tasks" on page 134

Managing Entitlements

This section is intended for users assigned the Entitlement Manager role.

From the Entitlements > Entitlements tab in Sentinel LDK-EMS, entitiement managers can:
> View the details of all entitlements associated with the selected Batch Code

> Define and manage customers and channel partners

> Define and manage entitlements

> Process Customer-to-Vendor (C2V) information

For additional information on Batch Codes, see "Personalized Vendor and Batch Codes" on page 21.
Defining Entitlements

Preparation for Creating an Entitlement

Before you start to define an entitiement in Sentinel LDK-EMS, ensure that you have the following information
available:

> (Optional) Details of the customer who placed the order

> The Products to be included in the entitlement, including any details that must be finalized, such as the
number of activations allowed, license model details, and memory file data

> The production requirements, according to the type of entitlement:
* Entitlement for Sentinel HL keys
e Entitlement for Product Keys
» Entitlement for Protection Key Update

> Additional entitlement information (optional)

Sentinel LDK-EMS generates a unique entitlement ID (EID) for each entitlement that is created.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 1 21


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 11: Sentinel LDK Entitlements, Production, and Development Tasks

Defining the Customer for the Entitlement

When you define an entitlement in Sentinel LDK-EMS, you can specify the customer who placed the order. You
can search for an existing customer using the customer name or other identifying details, or you can define a
new customer. (You can also define a new customer using the Customers page.)

Including Products in the Entitlement

An entitlement can contain one or more Sentinel LDK Products. All Products are associated with a Batch Code.
You select the Batch Code before you start to create a new entitlement.

NOTE Unlocked Products are not available for inclusion in entittiements. The process of
generating files containing Unlocked Products is a Development task. For additional information,
see "Generating Bundles of Unlocked Products" on page 134.

Each Product is defined with a "Locking Type" on page 362. The locking type determines the level of
Sentinel LDK protection and the type of Sentinel protection key that can be supplied with the Product. The
locking type assigned to a Product may determine the type of entitlement that can be produced:

> Products defined only with the HL locking type can be included in entitlements for Sentinel HL keys, Product
Keys, or for Protection Key Updates.

> Products defined only with the SL AdminMode or SL UserMode locking type can be included only in
entitlements for Product Keys or for Protection Key Updates.

> Products defined with the HL or SL AdminMode or HL or SL AdminMode or SL UserMode locking type
can be included in entitlements for Sentinel HL keys, Product Keys, or for Protection Key Updates

You cannot add a Product defined only with the HL locking type and another Product defined only with the SL
locking type (whether AdminMode or UserMode) to the same entitlement.

For additional information on locking types, see "Choosing the Protection Level for Your Products" on page 99.

Specifying License Term Values

When a Product is initially defined in Sentinel LDK-EMS, the exact license term values for each Feature can be
left unspecified. This enables you to include the same Product in different entitlements with different license term
values.

In this case, the license values must be specified when each entitlement for the Product is processed.

You may be required to specify one or more of the following license term values for Features when processing an
entitlement:

> The date on which the license expires
> The maximum number of times that the Feature can be used

> The number of days until the license expires

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 1 22


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 11: Sentinel LDK Entitlements, Production, and Development Tasks

You may also be required to specify the number of concurrent instances for one or more Features. This value
specifies the number of instances of simultaneous usage that the license allows on the customer’s network.
Concurrent instances may relate to the network, processes, or machines.

An entitlement can be produced only after the license term values have been specified for all the Features in
every Product included in the entitlement.

Specifying Protection Key Memory Data

When a Product is initially defined in Sentinel LDK-EMS, memory data can be left unspecified. This enables you
to customize memory data for each Product when defining the entitlement. For example, customer-specific
memory data can be added to the Product when an entitlement is being processed.

Specifying an Entitlement for Sentinel HL Keys

When an entitlement for Sentinel HL keys is produced, the ordered Products are programmed (burned) on one or
more Sentinel HL keys to be shipped to the customer. For additional information on Sentinel HL keys, see
"Sentinel HL Keys" on page 26.

When you define the entitlement, you must specify the total number of Sentinel HL keys to be produced for the
entitlement.

Specifying an Entitlement for Product Keys

An entitlement for Product Keys enables you to produce activation strings for Sentinel protection keys.

The Products in the entitlement are associated with one or more Sentinel LDK Product Keys. A Product Key is a
string of characters generated by Sentinel LDK-EMS and stored in a file for delivery to the customer.

After the end user receives the Product Key and returns it as proof of purchase, Sentinel LDK-EMS validates the
Product Key and produces a Sentinel protection key. The Sentinel protection key is then sent back with the
license terms and installed on the end user’'s computer, enabling the Product to be activated.

When you define an entitlement for Product Keys, you must specify the following information:
> The number of Product Keys to be produced for the entitlement

> The number of activations allowed for each Product Key. This is the number of machines on which each
Product Key can be used.

While it is mandatory to use Product Keys for activation of software locked to Sentinel SL keys, Product Keys can
also optionally be used for activating software that is locked to Sentinel HL keys.
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NOTE

> Before a Sentinel SL key can be used on an end user’s computer, an unlocked trialware
Product is typically installed on the computer. When the unlocked trialware Product is
installed, it initializes the Sentinel LDK Run-time Environment, which is required for
communication between the Sentinel SL key and the software.

> The process of generating files containing unlocked trialware Products is a Development
task. For additional information, see "Generating Bundles of Unlocked Products" on
page 134.

Specifying a Protection Key Update Entitlement

A Protection Key Update entitlement specifies changes to be made to the license terms, Products, and/or data
stored in Sentinel protection keys that have already been deployed to end users. A Protection Key Update can
be applied remotely to Sentinel HL keys or Sentinel SL keys as follows:

> By accessing the Sentinel LDK-EMS Customer Portal. Any outstanding updates are automatically applied for
all protection keys installed on or connected to the customer's machine.

> Using the Sentinel Licensing API by calling the Update function
> By using the Sentinel Remote Update System utility

> (For SL AdminMode keys) By placing the file that contains the update information in the appropriate directory
on the end user's computer.

When the Protection Key Update entitlement is produced, a file containing the details of the changes is
generated for each Sentinel protection key to be updated.

This file can be one of the following:
> An executable file (EXE) that can be delivered to end users for use as instructed by your company

> A Vendor-to-Customer (V2C) file that end users can process using the Sentinel Remote Update System utility
(RUS utility)

For additional information on the RUS utility, see "Sentinel Remote Update System (RUS)" on page 144. For
additional information on updating SL AdminMode keys, see "Applying License Updates to SL AdminMode
Keys" on page 134.

When you define a Protection Key Update entitlement:
> You must specify the total number of Sentinel protection keys to be updated as a result of this entitlement.

> You may also need to select the specific Sentinel protection keys to be updated. For example, the entitlement
may be for an organization with 100 Sentinel protection keys, and this entitiement is required to update the
keys for only 10 specific users.

In Sentinel LDK-EMS, you can:

» Display a list of the customer’s Sentinel protection keys
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* View the contents of each key

* Select the keys to be updated

NOTE You cannot select more Sentinel protection keys than the total number of product keys
specified in the Product Details area in the New Entitlement screen.

Optional Entitlement Information
You can add the following optional information to the entitlement:

> Order reference information that can identify the order in a different system, for example, an order number in
your company's ERP system.

> A comment that provides additional information about the order.

Adding the Entitlement to the Production Queue

After you have specified all the necessary information for an entitlement, you can produce itimmediately or
"queue" it to add it to the production queue. The queue is a list of all entitlements that are awaiting production.

Entitlements in the production queue can be selected for production according to the criteria determined by your
organization.

Sentinel LDK-EMS enables you to save as "draft" any entitlement that have not been completely defined,
without losing the information that you may have already specified. You can open the entitlement and continue to
define the entitlement details when convenient.

Entitlement Status Values

During the course of its life cycle, an entitlement is assigned statuses as follows:

User Action Resulting Description of Status
Entitlement
Status
Create a new entitlement, Draft Indicates that the entitlement is not yet ready for
click Save OR Re-open an production. The entitlement details can be modified, or
entitlement. the entitlement can be deleted.
Create a new entitlementor = Queued Indicates that the entitlement is in the production queue,
edit an existing entitlement, awaiting production. The details of a Queued
click Queue. entittement cannot be changed. You can, however,

remove the entitlement from the production queue by
reopening it. This changes the status of the entitlement
to Draft.
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User Action Resulting Description of Status

Entitlement

Status
In an entitlement for Product Keys Indicates that Product Keys for one or more Products in
Product Keys, selectone or = Generated the entitlement have been generated. If the entitlement
more Products and click contains customer information, the customer receives
Produce. an email. The email contains the Product Keys and

information on how to log in the Sentinel LDK-EMS
Customer Portal and activate the protection key.

Produced In an entitlement that includes multiple Product Keys, at
least one Product Key has been used to activate the
protected software. The entitlement contains additional
Product Keys that have not yet been used.

Completed In an entitlement for protection key updates or for HL
keys, the entire entittlement has been produced. In an
entitlement for Product Keys, all the Product Keys have
been used to activate the protected applications.

Acknowledged The end user has verified that the entitlement was
applied at the customer site.

Processing C2V Information

C2V files contain protected information about the license terms and data stored in deployed Sentinel protection
keys. They do not contain private customer information.

C2V files can be generated using the Sentinel Remote Update System utility (RUS utility). For additional
information on the RUS utility, see "Sentinel Remote Update System (RUS)" on page 144.

C2V information stored in Sentinel HL keys and in C2V files can be retrieved for use in connection with
Protection Key Update orders.

When a C2V file or Sentinel HL key is received from a customer, you must check in the information, in order to
make the data in the file or key available to Sentinel LDK-EMS. The process of checking in the C2V information
stores the data securely in Sentinel LDK-EMS, and enables you to view some of the information.

When you check in a C2V file, you can view the identifying information for the Sentinel protection key associated
with the file, including the Batch Code, ID and key type. You can also view the Product details contained in the
file. When you check in a Sentinel HL key, you can view similar information.
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NOTE If you attempt to check in a C2V file for a Sentinel SL key, and Sentinel LDK-EMS
detects that it has come from a cloned machine, you will not be able to check the C2V file into the
database. For additional information about dealing with cloned Sentinel SL keys, see "Specifying
the License Terms for Features in a Product" on page 108.

Formatting a Sentinel HL Key

You can format a Sentinel HL key to make it available for reuse. The process of formatting a Sentinel HL key
deletes any orders that have been defined for the key but not yet produced. It also produces a V2C file that
contains Protection Key Update information to be applied to the key using the RUS utility. Applying the Protection
Key Update erases all license and memory data stored in the key.

Order Processing and Production Examples

In the examples in this section, HQ Software defines the following orders for its customers:
1. Order for Sentinel HL keys
2. Order for Product Keys (Sentinel SL keys)

3. Protection Key Update order

Order Example 1: Order for Sentinel HL Keys

Scenario: A new customer, ABC Design, orders the ThalesCAD Office Product from HQ Software with a
license for 20 users.

Since the ThalesCAD Office Product is defined with Sentinel HL key protection, the details for this order are
defined as follows:

> Customer:ABC Design

\"/

Product: ThalesCAD Office

v

Order type: Sentinel HL keys
> Number of keys: 20

When this order is produced, the ThalesCAD Office Product license is programmed on 20 Sentinel HL keys,
which are then shipped to the customer.

Order Example 2: Order for Product Keys (Sentinel SL Keys)

Scenario: On March 15, 2017, another customer, JL Optics, orders the ThalesCAD Home Product, with a
license for use on two computers.

The ThalesCAD Home Product is defined with Sentinel SL key protection and an annual rental license. To
ensure that the customer enjoys a full year’s licensed use, the expiration date needs to be specified when the
order is placed.
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The details for this order are defined as follows:

> Customer: JL Optics

> Product: ThalesCAD Home

> Expiration date for DRAW and SAVE: March 15, 2018

> Order type: Product Key-based

> Number of Product Keys: 1

> Number of Activations per Product Key: 2
NOTE This example assumes that JL Optics has installed and used the ThalesCAD Home
[Trial] unlocked trialware Product on the two computers before ordering the ThalesCAD Home

Product. As a result, the Sentinel LDK Run-time Environment for Sentinel SL has already been
initialized on those computers.

When this order is produced, a file is generated containing a Product Key. HQ Software sends this file to JL
Optics by email.

Two end users at JL Optics open the file and enter the Product Key as required on the HQ Software Web site.
The HQ Software customer interface application sends the Product Key to Sentinel LDK-EMS, which validates
the Product Key and returns a Sentinel SL key to the customer.

The Sentinel SL key is installed on the two computers at JL Optics with the license information, and the
ThalesCAD Home Product can be activated under the terms of the license.

Order Example 3: Order for Protection Key Update

Scenario: HQ Software informs ABC Design that a new version of ThalesCAD Office has been released,
containing the REPORT GENERATOR Feature, and that an upgrade is available for purchase. ABC Design
orders the enhanced Product for five of its 20 users.

HQ Software has defined a Modification Product for the new version, ThalesCAD Office v.2.0. This Product is
ready for inclusion in customer orders.

Before defining the Protection Key Update order, HQ Software needs to receive C2V files for the five Sentinel HL
keys to be updated. ABC Design uses the RUS utility to generate the required C2V files and sends them to
HQ Software.

After the C2V files have been received and checked in, HQ Software defines a Protection Key Update order for
the Modification Product.

The details for this order are defined as follows:
> Customer: ABC Design
> Product: ThalesCAD Office v2.0

> Order type: Protection Key Update
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> Update delivery method: Manual
> Number of Sentinel protection keys to be updated: 5

During the order definition process, the five Sentinel HL keys to be updated are selected from all the keys issued
to ABC Design, according to the C2V files received.

When this order is produced, a V2C file is generated for each selected Sentinel HL key and sent to the customer.

The selected five end users install the update on their Sentinel HL keys, using the RUS utility. They are then able
to activate the upgraded version of ThalesCAD Office and to generate tailored reports.

Producing Entitlements

This section is intended for Sentinel LDK-EMS users assigned the Entitlement Manager or Production role.
You can perform the following production tasks using the Entitlements page:

> Produce Entitlements

> View entitlements

> Delete entitlements

NOTE If you have been assigned both the Entitlement Manager and the Production roles,
you can produce an entitlement immediately after you finish defining it.

The process of producing an entitlement is determined by the type of entitlement:

> Order for Sentinel HL keys

> Order for Product Keys

> Order for Protection Key Update

While producing any entitlement, you can open the entitlement and view its details.

Producing Sentinel HL Key Entitlements

Before you start to produce an entitlement for Sentinel HL keys, Sentinel LDK-EMS enables you to prepare the
appropriate Sentinel HL keys to use for the entitlement, by displaying:

> The Sentinel HL key types that are valid for the entitlement
> The number of Sentinel HL keys to be produced, as specified in the entitlement

Sentinel LDK-EMS determines which Sentinel HL keys are valid for the entitlement according to a number of
factors, including:

> The license terms defined for the Features in the Products included in the entitlement

> The data defined in memory for each Product
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> The space required on the key to accommodate the entitlement

For example, if the license terms for a Product in the entitlement are based on one (or both) of these factors:
> A number of days or an expiration date

> A number of concurrent instances in a network environment

The entitlement can be produced only on Sentinel HL keys that support time-based licenses or support
concurrency licenses. Most Sentinel HL (Driverless configuration) keys support these types of license terms.

For additional information about Sentinel HL key types and their capabilities, see "End-User Keys" on page 26.

Producing Entitlements for Product Keys

When you produce an entitlement for Product Keys, a TXT file is generated containing the Product Keys.

Before you generate the file, you must specify its required location, or accept the default location. The file is
saved in the format Product_Keys_[order ID].txt.

After the file has been generated, the Product Keys are available for use. If customer information was provided in
the entitlement, an email containing the Product Keys is generated automatically and sent to the customer.

Producing Protection Key Update Entitlements

The entitlement production process generates a file containing the Protection Key Update information for each
Sentinel protection key to be updated. After the files have been generated, they can be sent to the customer.

NOTE An end user can apply all outstanding updates for the protection keys on their machine
simply by accessing the Sentinel LDK-EMS Customer Portal and clicking the Update Licenses
button. It is not necessary for the end user to receive the V2C file. For more information, see
"Customer Portal - Applying Updates to Protection Keys" on page 132.)

Before you generate the file, you must select the required location and the type of files to be generated for
delivery to end users:

> Vendor-to-Customer (V2C) files that can be processed using the Sentinel Remote Update System utility
(RUS utility)

> Executable files (EXE) that contain V2C data and can be used as instructed by your company

For additional information on the RUS utility, see "Sentinel Remote Update System (RUS)" on page 144.

NOTE A default file location for V2C files may have been specified by the Sentinel LDK
Administrator.
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Withdrawing and Deleting Entitlements

Under certain circumstances, you may need to withdraw an entitlement before it has been produced, or if it has
been only partly produced. For example: If the customer cancels the order or significantly changes the order
requirements.

If the entitlement is not yet in the production queue (Queued status), you can delete it. An entitlement cannot be
deleted after it has been added to the production queue. You can, however, remove the entitlement from the
production queue by reopening it. This changes the status of the entitlement to Draft.

A Draft entitlement is no longer available for production, but its content are available to view for reference.

You can delete an entitlement that is marked as a Draft. For additional information on editing and deleting
entitlements, see the Sentinel EMS User Guide for Sentinel LDK.

Customer Portal - Activating Entitlements

If an entitlement includes customer information, then at the time Product Keys are generated, an email is
automatically sent to the customer. The email contains the Product Keys and a link to the Sentinel LDK-
EMS Customer Portal in Sentinel LDK-EMS.

To log in to the Customer Portal, customers click the provided link. At the login screen, the customer enters a
Product Key.

If you specified in the entitiement that user registration is desired (or mandatory), the customer is requested (or
required) to fill out a registration form.

Next, the Product Key screen is displayed.

Welcome | Logout | Help
Sentinel LDK-EMS

Entitlement Management System

Product Key - 8488¢d06-b3e2-46de-97de 087bfc0989ac

FProduct Key: 8488cd06-b3e2-46de-97de-087bfc0980ac
Customer Customers Unlimited E-mail: contact@cust-un...
Name:
Channel - E-mail:
Partner:
Activations: 3 Remaining 3
Activations
Previous 0 Enabled: true
Activations:
Products Lock Type
> SafeMet Design ... HL or SL-AdminMode

This screen displays the status of the Product Key, including the number of activations remaining.
The customer uses this screen to activate the entitlement as follows:

> Ifthe customerlogged in to the Customer Portal from the machine where the license should be installed, the
customer can click Online Activation. Activation of the entitlement proceeds automatically.
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> If the customer did not log in to the Customer Portal from the machine where the license should be installed,
the customer can click Offline Activation. The customer can then download the RUS utility. The customer
uses this utility in order to generate a C2V file and perform the activation process manually.

Customer Portal - Applying Updates to Protection Keys

If an entitlement contains one or more updates to protection keys, several methods exist to apply the updates to
the keys on the end user's machine.

One method is to send the generated V2C file to the end user by email. The end user can apply the V2C files
using Admin Control Center or the RUS utility. You can also program a function in to the protected application to
apply a V2C file using calls to Sentinel Licensing API or to Sentinel LDK-EMS Web Services.

A simpler method is to send the end user a link to the Customer Portal. The end user clicks the link from the
machine where the relevant protection keys are located. The Customer Portal login screen is displayed.

Sentinel LDK-EMS

Entitlement Management System

Customer Portal Login License Update
Product Key:

© 2021 Thales Group. All Rights Reserved. | Support
English Maliano Pyccrwi Frangais &3r Deutsch Espafiol B2

On the License Update tab of the screen, the end user clicks Update Licenses. Sentinel LDK-EMS determines
which protection keys are located on the end user's machine. For each protection key located, Sentinel LDK-
EMS determine what update entitlements are outstanding for the key and applies all the entitlements in the
correct sequence. No other action is required by the end user.

The following limitations exist for this method:
> Sentinel LDK Run-time Environment version 7.100 or later must be present on the end user's machine.

> This method is not applicable for an update that installs a new SL key on the end user's machine. The method
can only be used to update existing keys.

> This method cannot be used to update an SL Legacy key.

Viewing License Updates

With certificate-based Sentinel SL keys, you can examine the sequence of updates that were applied to a
Protection Key at a customer site. The V2C files that were applied to a protection key reside in a directory on the
computer where the protection key is located. (A V2CP file is broken down into its component V2C files, and
each V2C file is handled as described here.)
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(For protection keys that were rehosted from a different computer, you can also examine the H2H files that
contain rehost information.)

The licensing information in each V2C file is specified using XML tags. You can open any of these files using a
simple text editor and read the contents. If you examine the files for a specific Protection Key ID in sequence, you
can follow the history of updates that were applied to the key.

I NOTE Information regarding SL legacy protection keys is not available in these files.

The V2C files on a given computer can be found in the following locations:

> For SL AdminMode keys:

Windows %ProgramFiles(x86)%\Common Files\SafeNet Sentinel\
Sentinel LDK\installed\[vendorID]\

(For Windows x86, in: %ProgramFiles%\...)
Linux, Mac Ivar/hasplm/installed/[vendoriD]/
> For SL UserMode keys:
Windows %ProgramData%\SafeNet Sentinel\Sentinel LDK\installed\[vendorID]\
Linux $HOME/.hasplm/installed/[vendorID]

The naming convention for the files is as follows:

keylID_provisional.v2c Unlocked Product

keylD_base.v2c Base Product

keylD updateX.v2c Update to a Base Product. Updates are numbered sequentially.
keylD_rehost.h2h Rehost of a protection key

keylID is the Protection Key ID.

NOTE

> Do not remove or modify these files. If any of these files are removed or modified, the
protection key may become invalid.

> The naming convention for V2C files can be modified in Sentinel LDK-EMS. For details, see
the Sentinel LDK—EMS Configuration Guide.
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Applying License Updates to SL AdminMode Keys

Several methods exist to apply updates to a Sentinel protection key (for example, using Sentinel Admin Control
Center or Sentinel Licensing API). However, for SL AdminMode keys, an additional simplified method to apply
updates exists.

You can do either of the following:

> Use software to place the V2C file containing the license update directly into the installed directory described
above (see "Viewing License Updates" on page 132).

> Instruct the end user to place the file into the installed directory.

The Sentinel License Manager detects the V2C file in the installed directory and automatically applies the
license update.

I NOTE These methods are not applicable for V2CP files.

If the license update is applied successfully, the Sentinel License Manager then moves the V2C file from the
installed directory to the appropriate installed\vendorID\ subdirectory.

If the license update installation fails, the Sentinel License Manager moves the V2C file to a separate directory
called invalid. The failure is recorded in the Admin Control Center access log. The log can be viewed from the
Access Log option in Admin Control Center.

Performing Development-related Tasks

This section is intended for users assigned the Development role.

In the Sentinel LDK-EMS Developer tab, you can select one of the following development-related activities:
> Generate bundles of Unlocked Products

> Export catalog data definitions to a file

> Customize the Sentinel Remote Update System utility (RUS utility)

Generating Bundles of Unlocked Products

When a Product is defined in Sentinel LDK-EMS, it can be specified as an Unlocked Product that is not locked to
a single machine. The Product can be further defined as an unlocked trialware Product for distribution as
trialware or for use during a grace period.

Unlocked Products are distributed as bundles. Each bundle can contain one or more Unlocked Products.

Bundles of unlocked trialware Products can be distributed for use for a restricted period of time, (typically up to
90 days) or number of executions (typically 30).
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NOTE Software that has been supplied with a trial license or for a grace period can be activated
after a valid license is purchased, with either a Sentinel HL key or a Sentinel SL key.

NOTE The use of the Execution Count license type for Unlocked Products is only supported
when working with Sentinel License Generation API. This license type is not available in Sentinel
LDK-EMS.

For additional information on the purpose and use of unlocked trialware Products, see "Designating Products for
Trial or Grace Period Use" on page 102.
The process of generating a bundle of Unlocked Products involves:
> Selecting the Unlocked Products to be included in the bundle
> Producing a file containing the Unlocked Product license and Vendor library. This file can be:
* An EXE file containing V2C data

* A V2C file that can be used with the RUS utility. For additional information on the RUS utility, see
"Sentinel Remote Update System (RUS)" on page 144.

The output file from this process must be installed on each end user’s computer in order to:

> Create aninitial Sentinel LDK Run-time Environment that enables your protected software to communicate
with Sentinel SL keys.

> Enable a trialware or grace period license.

NOTE When a bundle of Unlocked Products is installed on an end user’'s computer, a
provisional Key ID is generated for the SL key. If a fully-licensed Product is installed on the
computer where the bundled Unlocked Product exists, a new key ID is created in addition to the
original provisional key ID.

To simplify the installation process at end users’ sites, it is recommended that you generate a Sentinel LDK Run-
time Environment installer executable. You can embed the Run-time Environment installer in your software
setup to create a ready-to-run Sentinel LDK-protected and licensed application.

To generate a Sentinel LDK Run-time Environment installer executable, you need to specify the V2C file
generated when an Unlocked Product bundle is produced. An EXE file containing V2C data cannot be used to
generate a Sentinel LDK Run-time Environment installer.

Generating the Sentinel LDK Run-time Environment Installer

You can generate a Sentinel LDK Run-time Environment installer that simplifies the installation process at end
users' sites, for Unlocked Products or Locked Products.

The input to this process is a V2C file that contains your vendor-specific data. For Unlocked Products, the V2C
file also contains the Unlocked Product bundle data.
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The output can be one of the following:

> An executable file that creates a Run-time Environment command-line installer

> ADLL that can be used with the Sentinel LDK Run-time Environment installer API
> A Mac PKG Sentinel LDK Run-time Environment installer

You can embed the Sentinel LDK Run-time Environment installer in your software setup to create a ready-to-run
application that is protected and licensed by Sentinel LDK.

Generating a Sentinel LDK Run-time Environment Installer for a Locked Product or
Detached Product

You have the option of installing a Locked Product or Detached Product license on the end user computer. In this
case, the Product is never installed as an unlocked trialware Product.

To install Sentinel LDK Run-time Environment on the computer, you generate the Sentinel LDK Run-time
Environment Installer without providing a V2C file. In this case, the installer contains only the Run-time
Environment and the vendor libraries.

Exporting Definition Data

You can export data about Features, Products, vendors, and other information in various file formats. This
information can then be used for development, protection backup, and other purposes. You can also export
metadata for use in Admin Control Center.

You can use the Export Definitions function to produce the following output file types:
> Metadata in Admin Control Center format

> Features and Products in a C-style header file

> Features and Products in a CPP-style header file

> Features and Products in XML format

> Featuresin CSV format

For examples of the output file contents, see the Sentinel LDK-EMS help system.

Before you export the Features, you must select the required Batch Code, specify the required file type, and
define the name and location for the file.

As your software develops and additional Features are defined, you can use the Export Definitions function
whenever you want to retrieve the data definitions from Sentinel LDK-EMS.

Customizing and Branding the RUS utility

The RUS utility is a tool that can be distributed to end users to enable secure, remote updating of the license and
memory data of Sentinel protection keys after they have been deployed.
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End users can invoke the RUS utility directly in order to generate a C2V file, or they can launch the utility by
double-clicking an EXE file containing a license update.

Before you distribute the RUS utility, you must customize it with the Batch Code associated with the
Sentinel protection keys that you have deployed to your end users, in order to enable them to generate C2V files,
or to process files containing V2C information.

In addition, you can brand the text that is displayed to an end user when the RUS utility is opened. For example,
you may want to display your company name and information about your software.

The RUS Branding option in Sentinel LDK-EMS enables you to associate the RUS utility with the selected Batch
Code. You can also use the simple HTML editor provided to enter, format, and preview the text to be displayed in
the RUS utility.

It is recommended that you distribute your protected software with a customized and branded version of the RUS
utility.

For additional information on the RUS utility, see "Sentinel Remote Update System (RUS)" on page 144.

Enabling Trial Use and Grace Periods

This section provides examples that demonstrate the use of unlocked trialware Products:
> Todistribute a Product for use on a trial basis for a limited period

> To enable use of a licensed Product during a grace period

Example 1: Issuing an Unlocked Trialware Product for Trial Use

Scenario: HQ Software decides to offer visitors to their Web site the option of downloading and using their HQ
Design Demo Product for 30 days.

When the original licensing plan definitions were implemented, the HQ Design Demo Product was defined as an
Unlocked Product.
The license terms for the two Features were set to Time Period with a value of 30 days.

The software developer at HQ Software defines a bundle of unlocked trialware Products that contains the HQ
Design Demo Product, and generates the bundle as a V2C file.

A Sentinel LDK Run-time Environment installer is then generated as an EXE file, using this V2C file as input.

The HQ Software Web master adds the EXE to the Web site, with download instructions for potential trial users.

Example 2: Issuing a Product for a Grace Period

Scenario: A new customer, XYZ Construction, has purchased a 50-user license for the HQ Design Pro Product,
which is available only with Sentinel HL key protection. The Sentinel HL keys are being prepared and shipped,
but meanwhile the customer wants to start using the HQ Design Pro Product immediately.
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HQ Software needs to enable XYZ Construction to activate and use the HQ Design Pro Product during a grace
period, until the Sentinel HL keys arrive and are distributed to the end users.

For this purpose, a version of the HQ Design Pro Product is defined as an Unlocked Product, with the Product
name HQ Design Pro Grace. The PRINT REPORTS Feature is removed from this version. The license terms
for the remaining four Features are set to Time Period with a value of 30 days.

A bundle of Unlocked Products is defined containing the HQ Design Pro Grace Product, and generated as a
V2C file.

A Sentinel LDK Run-time Environment installer is then generated as an EXE file, using this V2C file as input.

The EXE file is sent to the customer, for distribution to the end users. End users can run the EXE, which installs
the Sentinel LDK Run-time Environment and the HQ Design Pro Grace Product on their computers. They can
then use the program for 30 days until they receive their Sentinel HL keys and can activate the full Product.
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CHAPTER 12: Sentinel LDK Administration
and Customer Services

This section discusses the following topics:

> Administration tasks. This topic is intended for users authorized to perform Sentinel LDK Administration
tasks. The topic describes how to use Sentinel LDK-EMS to define user details, manage Sentinel LDK
licenses and the Sentinel LDK Master license, and configure system settings.

> Customer Services. This topic is intended for users authorized to perform Sentinel LDK-EMS Customer
Services tasks. It describes how to use Sentinel LDK-EMS to view and edit customer details, and to perform
manual Product activation for customers.

> Channel partners. This topic provides an overview of the functionality that is available in Sentinel LDK-EMS
for working with channel partners.

For an overview of Sentinel LDK-EMS and for information on starting to use the application, see "Introduction to
Sentinel LDK-EMS" on page 88.

In this section:
> "Administration Tasks" below
> "Customer Services" on page 142
> "Channel Partners" on page 142
NOTE This section provides high-level information on the Administration, Customer Services,

and channel partner processes in Sentinel LDK-EMS. For detailed practical instructions for using
each function in Sentinel LDK-EMS, see the Sentinel LDK-EMS User Guide.

Administration Tasks

After you first install Sentinel LDK in your organization, you can log in to Sentinel LDK-EMS using the default
user name and password (admin) provided for your use by Thales. By default, an admin user is authorized to
perform all tasks in Sentinel LDK-EMS, including Administration tasks.

NOTE The ‘admin’ administrator details cannot be viewed or modified. Only the password can
be changed.
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After logging in to Sentinel LDK-EMS the first time, select the Change Password function at the top of the
screen and change your user password as soon as possible.

To be able to use Sentinel LDK with your vendor-specific Batch Codes and license, you must first introduce one
of the Vendor keys provided in your Starter Kit.

For additional information on Vendor keys, see "Sentinel LDK Vendor Keys" on page 22.

For additional information on managing a Master key, see "Maintaining Your Sentinel LDK Master Key" on the
next page.

For additional information about the various modules in your Sentinel LDK Master license, see "Understanding
the Sentinel LDK Master License" on page 281.

From time to time, you will need to renew your Sentinel LDK license, or to replenish your pools of SL keys or
network seat licenses. You can schedule email notifications to be sent when it is time to renew or reorder,
ensuring you uninterrupted use of Sentinel LDK.

For additional information about configuring and scheduling email notifications, refer to the Sentinel LDK-EMS
User Guide.

NOTE If you are evaluating Sentinel LDK-EMS installed on-premises, you can use the provided
DEMOMA Batch Code, which does not require a Master key.

You can now define additional Sentinel LDK users in your organization, including assigning the users the
appropriate roles and authorizing access to Batch Code. For additional information, see "Maintaining User
Details" below.

Maintaining User Details

In the Sentinel LDK-EMS Users tab (Administration > Users), you can view the details of all currently defined
users and perform the following tasks:

> Define Sentinel LDK users
> Define Channel Partner users
> Change user details and passwords

> Control user access

Defining Sentinel LDK Users

Before you start to define Sentinel LDK users, ensure that you have the following information for each new user:
> The user name to be assigned to the user for the purpose of logging in to Sentinel LDK.
> The password to be assigned to the user.

> The user's email address.

\'%

The Batch Codes that the user is authorized to access.
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> The roles to assign to the user. For additional information on the functions authorized for each role, see "User
Types and User Roles in Sentinel LDK-EMS" on page 90.

Changing User Details and Passwords

After you have defined a user, you can change any of the user’s details.

Users can change their own passwords. If needed, you can change the password for a user without knowing the
current password. This is useful if a user loses or forgets their password.

Controlling User Access

In certain circumstances, you may want to prevent a user from logging in to Sentinel LDK. If the user has left the
company, for example, or will no longer be using Sentinel LDK, you can delete the user details.

You can prevent or allow a user to access Sentinel LDK by clearing or selecting the Login Allowed check box.

Maintaining Your Sentinel LDK Master Key

I This topic is relevant only for Sentinel LDK-EMS installed on-premises.

When you select the Administration > Master tab in Sentinel LDK-EMS, you can view the details (for the
selected Batch Code) of the Master key connected to the Sentinel LDK-EMS Server.

You can perform the following tasks using the Master page in Sentinel LDK-EMS:

> Generate a C2V file for a selected Master key. You send this file to your Thales representative when you want
to:

* update your Master key modules
e replenish your pool of SL keys
* replenish your pool of HL or SL network seat licenses

> Apply the V2C file returned to you by your Thales representative to the Master key. This updates the Master
key with the contents of your order.

> Specify Mail Notification properties

For more information on the Master key, see "Understanding the Sentinel LDK Master License" on page 281.

Introducing Sentinel Vendor Keys

Before you can work effectively, you must introduce one of your Vendor keys to Sentinel LDK-EMS using the
Sentinel LDK Master Wizard. Introducing a Vendor key performs a number of important functions. For details,
see "Master Wizard" on page 13.

When working with Sentinel LDK-EMS on-premises: To generate licenses for your protected applications, your
Master key must be connected to the machine on which Sentinel LDK-EMS is installed.
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Generating a C2V File

When you submit an order for an update to your Sentinel LDK Master Key licenses, regardless of whether it is to
renew a license or to replenish your pools of SL keys or Network Seat licenses, you need to generate a C2V file
for the Master key that is to be updated. You then send the C2V to your Sentinel LDK supplier, together with your
order. The C2V file contains encrypted information about the current status of your Master key, including its
unique ID.

Defining Mail Notification Properties

You can specify who is to receive notifications that your Sentinel LDK Master Key licenses and pools of SL keys
or Network Seat licenses are about to expire. In addition, you can define the thresholds after which the
notifications are sent.

Customer Services

If you have been assigned the Customer Services role, you can manage the list of customers — you can define
customers, change customer details, and mark customers as obsolete.

You can enable or disable a Product key for a customer, or increase the number of activations available for a
Product key.

If a customer is unable for any reason to activate a Product remotely, you can activate the Product manually for
the customer, using the Product Key and a Customer-to-Vendor (C2V) file for the customer’s Sentinel protection
key. The output of the manual activation process is a Vendor-to-Customer (V2C) file that can be sent to the
customer. You can request that the customer return a C2V file to confirm that the Product has been activated.

For additional information on C2V files, see "Processing C2V Information" on page 126.

Channel Partners

A channel partner is a company that partners with you to market and sell your products. Sentinel LDK-EMS
enables you to allow your channel partners to access Sentinel LDK-EMS functionality to assist them in servicing
their customers.

> You can define channel partners on the Customers > Channel Partners page.
> You can associate each channel partner with one or more Products from the catalog.

> You can associate entitlements with a channel partner. When you open a screen to add Products to an
entitlement, only Products associated with the channel partner are listed.

> You can list all entitlements associated with a given channel partner.

> You can designate users of Sentinel LDK-EMS as Channel Partner users. A Channel Partner user must be
associated with a specific channel partner.
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Each Channel Partner user is authorized to perform the following actions in Sentinel LDK-EMS for their
associated channel partner:

* Create and manage their own end-user customers. Channel Partner users can see only their own
customers. They cannot see the customers of other channel partners or customers of the software
vendor.

* View, produce, and activate entitlements for their customers. Channel Partner users can see only
committed entitlements that are associated with their channel partner.

¢ Resend emails for entitlements for their customers.
» Display product keys for entitlements for their customers.
¢ Checkin, browse, and view details of C2V files for their customers.

To perform many of the activities associated with channel partner functionality, you must obtain the Channel
Partner module for your Sentinel LDK Master license.

The table that follows indicates which activities require the Channel Partner module.

Activity Requires Channel
Partner Module

Define channel partner on the Customers > Channel Partners tabbed page. No

Associate an entitlement with a channel partner; list entitlements associated with No
a channel partner.

Associate a channel partner with one or more Products from the catalog. Yes
Designate a user of Sentinel LDK-EMS as a Channel Partner user. Yes
Log in to Sentinel LDK-EMS as a Channel Partner user and perform functions Yes

related to the relevant channel partner (described in this section). When a
Channel Partner user opens a screen to add Products to an entitlement, only
Products associated with the channel partner will be listed.
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/

This section describes the Sentinel Remote Update System utility (RUS utility) and explains how to use this utility

to update license data remotely for deployed Sentinel protection keys.

NOTE Updates can be also applied to a deployed Sentinel protection key in any of the
following manners:

> An end user can apply all outstanding updates for the protection keys on their machine
simply by accessing the Sentinel LDK-EMS Customer Portal and clicking the Update
Licenses button. In this case, it is not necessary for the end user to receive the V2C file. For
more information, see "Customer Portal - Applying Updates to Protection Keys" on
page 132.

> The end user can use the Sentinel Admin Control Center (if present on the end user's
machine) to apply a V2C file.

> You can use the Sentinel Licensing API, by calling the Update function. For additional
information, see the Sentinel Licensing AP Reference. For SL AdminMode keys, also see
"Applying License Updates to SL AdminMode Keys" on page 134.

In this section:
> "RUS Utility Overview" below
> "RUS Workflow " on the next page

> "Using the RUS utility" on page 146

RUS Utility Overview

The RUS utility is an advanced utility that enables secure, remote updating of the license and memory data of
Sentinel protection keys after they have been deployed. As part of the basic concept underlying Sentinel LDK
the RUS utility facilitates ongoing licensing well after protection has been implemented. For additional
information on Sentinel LDK concepts, see "Protect Once—Deliver Many—Evolve Often" on page 20.

The RUS utility is used for the following;

> The RUS utility provides a simple and secure method of updating your licenses remotely, after you have
delivered your protected software together with the Sentinel protection keys. You simply need to update th

e
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license and deliver update files to your customers.

> The RUS utility enables you to receive information on the current status of Sentinel LDK licenses at your
customers’ sites, and to securely extend or reduce the functionality of these licenses, without recalling the
Sentinel protection keys.

> The RUS utility can be used by an end user to generate the fingerprint of a computer at your customer's site.
You can use this fingerprint to generate a V2C (or V2CP) file for the customer. The customer can then use the
RUS utility to apply the V2C (or V2CP) file and generate an SL key for the protected application.

> The RUS utility can be used to transfer (rehost) an SL key from one of your customer's computers to another,
without any intervention on your part. (An SL key can only be rehosted if this function was enabled by the
vendor when the SL key was generated.)

> All Sentinel protection keys except the Sentinel HL Basic key can be updated using RUS utility. However, for
a disabled HL Basic key, an end user can use RUS utility to:

e generate a C2V file containing information about the disabled key.
* apply aV2C (or V2CP) file to re-enable the disabled key.
The RUS utility is an executable utility (rus . exe) that can be distributed to end users with your software.

Itis important that you customize the RUS utility with the Batch Code associated with the Sentinel protection
keys that you produce for your customers, before you distribute the executable to them. For additional
information on Batch Codes, see "Personalized Vendor and Batch Codes" on page 21.

You can use Sentinel LDK-EMS to customize the RUS utility with the required Batch Code, and also to brand the
GUI to display your vendor-specific information to end users. For additional information, see "Customizing and
Branding the RUS utility" on page 136.

RUS Workflow

When you deliver your Products to a customer, you can include a customized version of the RUS utility with the
installation package. You can also include the instructions for using RUS.

(To perform rehost, your customer will require a customized version of the RUS utility.)

When a license update is required, you have the option of either retrieving customer licensing information from
Sentinel LDK-EMS, or of requesting that a customer produces and sends you a Customer-to-Vendor (C2V) file
for the Sentinel protection keys to be updated. C2V files have a . c2v extension and contain information on the
licensing and memory content of the Sentinel protection keys.

When you receive C2V files from a customer, you check them in using Sentinel LDK-EMS. For additional
information, see "Processing C2V Information" on page 126.

Regardless of whether you obtain the data from Sentinel LDK-EMS or in the form of a C2V file from your
customer, the collected data enables you to produce an update most suited to the customer’s needs. At no point
in this workflow is it necessary to reconfigure security or protection at the customer’s site.
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You define the requested license updates in Sentinel LDK-EMS as Protection Key Update orders for delivery to
the customer. For more information on defining Protection Key Update orders, see "Defining Entitlements" on
page 121.

The process of producing a Protection Key Update order generates a file for each Sentinel protection key to be
updated. This can be either a Vendor-to-Customer (V2C) file or an executable that contains the license update
data. For more information on the Protection Key Update order production process, see "Producing Protection
Key Update Entitlements" on page 130.

The output file is then delivered to the end user, who either runs the executable as instructed by you, or uses the
RUS utility to apply the license update data contained in the V2C file.

Example: Using RUS for License Updates

Scenario: One of HQ Software’s customers, ABC Design, has ordered the upgraded version of HQ Design Pro
that contains the new REPORT GENERATOR Feature, for five of its 20 HQ Design Pro users. The customer is
asked to send C2V files containing details of the five deployed Sentinel HL keys to be updated.

ABC Design uses the RUS utility to generate the C2V files and sends them to HQ Software. These files contain
the current status of the license on the specific Sentinel HL keys.

HQ Software checks in the C2V files, defines a Protection Key Update order for the HQ Design Pro v.2.0
Modification Product, and produces a license update contained in five V2C files. For additional information on
this example order, see "Order Example 3: Order for Protection Key Update" on page 128.

The V2C files are sent by email to ABC Design. Each of the five end users applies the update to their Sentinel HL
key using the RUS utility, and returns a C2V file containing a confirmation receipt.

Using the RUS utility

The RUS utility window contains the following tabs:

> Collect Status Information: The parameters in this tab are used to collect information on the current status
of the licenses in the Sentinel protection key or collecting fingerprint information. The end user specifies a
name and location for the generated C2V file. If more than one Sentinel protection key is installed, the user
selects the required key. No private customer data is included in the C2V file.

> Apply License Update: The parameters in this tab are used to apply a V2C file and update licenses in a
Sentinel protection key.

> Transfer License: The parameters in this tab are used on the source computer and recipient computer to
rehost an SL key from the source computer to the recipient computer.

The topics that follow provide instructions that you can customize and send to your customers to perform various
functions using the RUS utility.

> "Collecting Sentinel Protection Key License Data" on the next page

> "Collecting Computer Data" on the next page

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 1 46


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 13: Sentinel Remote Update System (RUS)

> "Applying an Update to a License" on the next page
> "Rehosting an SL key" on the next page
NOTE If you are using the RUS utility with a Sentinel HL key, (hardware-based key) you must

connect the key before performing any of the following procedures. The RUS utility automatically
locates any Sentinel SL keys (software-based keys) installed on your computer.

Collecting Sentinel Protection Key License Data

You can use the RUS utility to produce a Customer-to-Vendor (C2V) file containing information on the current
status of the licenses in your Sentinel protection keys. You can then send this file to the software vendor in order
to receive a license update.

To retrieve the current license information from a Sentinel protection key

1. Launch the RUS utility (rus. exe).
2. Click the Collect Status Information tab.

3. Ensure that Update of Existing Protection Key is select at the bottom of the screen.
NOTE If you are collecting information for a disabled HL Basic key, ensure that no other HL
keys are connected to the computer.

4. Click Collect Information. The Save key status as window is displayed.

5. Specify the directory where you want to store the C2V file. Enter a file name and click Save.

6. If more than one Sentinel protection key is located, a list of the keys is displayed. Select the required key, or
disconnect the keys that are not required, and click Refresh.

7. The C2V file for the Sentinel protection key is generated and saved in the required location. The file can now
be sent for processing to produce an update.

Collecting Computer Data

You can use the RUS utility to produce a Customer-to-Vendor (C2V) file containing information on the computer

where you want to install a Sentinel protection key for a protected application. You can then send this file in order
to receive a license update. This procedure would be used if a Sentinel protection key does not currently exist on
the computer.

To retrieve the current computer information:

1. Launch the RUS utility (rus. exe).
2. Click the Collect Status Information tab.

3. Ensure that Installation of New Protection Key is select at the bottom of the screen.
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4. Click Collect Information. The Save key status as window is displayed.
5. Specify the directory where you want to store the C2V file. Enter a file name and click Save.

6. The C2V file for the Sentinel protection key is generated and saved in the required location. The file can now
be sent for processing to produce a Sentinel protection key.

Applying an Update to a License

You can use the RUS utility to apply an update to the licenses stored in your Sentinel protection keys.

To update the licenses in Sentinel protection keys:

1. Launch the RUS utility (rus . exe) or double-click the Vendor-to-Customer (V2C or V2CP) file that you have
received containing the update data.

NOTE If you have received an update as an executable, double-click the file and it will
automatically launch RUS utility.

2. Click the Apply License File tab. (This might be the only tab displayed.)

Rehosting an SL key

You can use the RUS utility to transfer an SL key from one computer (the source computer) to another (the
recipient computer). This is a three-step procedure that uses the RUS utility on both computers. The two
computers can be at different sites.

NOTE The following requirements apply:
> The RUS utility must be present on both computers

> The operating system on the recipient computer must be one that supports the Run-time
Environment. For SL AdminMode keys and SL Legacy keys, the Run-time Environment
must be present on the recipient computer.

> [fthe recipient computer is a virtual machine:
* Thelicense must allow the protected application to operate on virtual machines.

e The virtual machine must be one that is supported by Sentinel LDK.

Step 1: Collect Information About the Recipient Computer

1. On the recipient computer, launch the RUS utility (rus . exe).

2. Click the Transfer License tab.

3. Follow the instructions labeled "Step 1" to collect information about the computer and save it to a file. Make
sure that the file (or a copy of the file) is accessible on the source computer.
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Step 2: Generate the License Transfer File

1. On the source computer, launch the RUS utility (rus . exe).
2. Click the Transfer License tab.

3. Follow the instructions labeled "Step 2" to select the SL key to transfer, read the recipient information file, and
generate a license transfer (h2h) file. Make sure that the license transfer file (or a copy of the file) is
accessible on the recipient computer.

NOTE After you perform this step, the SL key is no longer available on the source computer. Be
sure to keep a copy of the transfer file until you have completed the transfer procedure.

Step 3: Apply the License Transfer File

1. On the recipient computer, in the RUS utility, click the Apply License File tab
2. Inthe Update File field, click the browse button and locate the license transfer (h2h) file.
3. Click Apply Update. The SL key is installed on the recipient computer.

NOTE To ensure the success of the transfer procedure, all the steps in the procedure should be
completed within no more than a few days of the time you first start the process.
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This section describes the Reporting facility in Sentinel LDK-EMS.
In this section:

> "Managing Reports" below

> "Permissions for Working With Reports" on the next page

> "Scheduling Reports" on the next page

> "Presentation Formats" on the next page

> "Export Formats" on the next page

> "Available Reports" on the next page

> "Custom Reports" on page 152

Managing Reports

You can produce reports with valuable business information based on data in the Sentinel LDK-EMS database.
This enables managers to obtain data for analyzing how their software is used and the purchasing preferences of
their customers. The information can also be leveraged to maximize revenues from license renewals, to up-sell
existing customers, and to turn trial users into buyers.

Sentinel LDK-EMS Reports connect directly to the Sentinel LDK-EMS database, and generate reports based on
SQL queries. Both predefined and custom (user-defined) reports are available.

Sentinel LDK-EMS Reports can present information both in tabular and (where appropriate) graphical formats,
and can export report data in a variety of formats for further processing and analysis.

You can perform the following tasks using the Reports > Reports tab in Sentinel LDK-EMS:

> View the list of available reports

> Define and generate reports

You can perform the following task using the Reports > Scheduled Reports tab in Sentinel LDK-EMS:

> Manage the scheduling and distribution of Sentinel LDK-EMS reports that are to be run automatically on a
regular basis

For detailed information on managing reports, see the Sentinel LDK-EMS User Guide.
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Permissions for Working With Reports

Access to Report generation is limited to Sentinel LDK-EMS vendor users who have been granted the Batch
Code Admin role or Report Generation role with the relevant permissions to view reports directly in Sentinel
LDK-EMS. (The Report Generation role provides access only to the Reports area in Sentinel LDK-EMS for the
specified Batch Codes.)

An authorized user can use the scheduling option to define a distribution list for each report. Each member of the
distribution list receives the report by email. The list can include Sentinel LDK-EMS users (for whom an email
address has been specified in Sentinel LDK-EMS) or any valid email address.

No special authorization is required to receive reports by email.

Scheduling Reports

An authorized Sentinel LDK-EMS vendor user can generate and view reports on demand. In addition, the user
can define a schedule for generation of each report and a distribution list of people to receive the report
automatically by email each time the report is generated. Both predefined and custom reports can be scheduled.

Reports can be scheduled for generation and distribution based on a daily, weekly, or monthly scheduling
definitions. A scheduled report can also be generated and distributed on-demand.

Presentation Formats

All reports are generated in tabular (text-based) format. In addition, where relevant, each reportincludes a
graphical presentation of the data, in either pie chart or bar chart format.

Export Formats

Each report can be exported from Sentinel LDK-EMS or sent to the recipients in the distribution list in any of the
following formats:

> PDF
> RTF
> XLS
> HTML

> CSV (Comma-separated values)

Available Reports

The following Sentinel LDK-EMS reports are available out-of-the-box.
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Report Name Report Description

Entitlements

Customer Entitlement Lists all entittements for customers and channel partners.

Customer Activation Lists activations by customer

Total Entitlement Utilization Summarizes total and activated entitlements by Product

Licenses

License Expiration Lists all licenses due to expire within a specific period.

Most Popular Products Ordered Indicates orders for Products during a given period by channel partner

Custom Reports

Sentinel LDK-EMS enables you to define custom reports. This lets you design reports that satisfy the specific
business requirements for your organization.

Custom Reports are defined by creating an SQL query that extracts the specific information you require from the
Sentinel LDK-EMS database. For more information, select the Administration > Custom Reports tab in
Sentinel LDK-EMS.

The Custom Reports utility is licensed separately from Sentinel LDK-EMS. To obtain a license to use Custom
Reports, contact your Thales representative.
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This section describes cloud licensing and how to implement it in Sentinel LDK.

In this section:

>

>

>

"Cloud Licensing Overview" below

"Vendor-Hosted Implementation Summary" on page 155

"Setting Up the License Server Machine" on page 156

"Installing a Client Identity on an End User's Machine" on page 158
"Customer-Hosted Implementation Summary" on page 160

"Cloud Licensing Performance" on page 160

"Overview for Multi-Level License Servers" on page 160

"Online Detach: Setting Up Multi-Level License Server Machines " on page 164
"Offline Detach: Setting Up Multi-Level License Server Machines" on page 166

"Configuring High Availability for Cloud Licensing" on page 168

Cloud Licensing Overview

Cloud licensing enables end users to access local software with a license hosted in the cloud.

Cloud licensing uses identity-based access to give you granular control over who can access a network seat
from an SL license. Cloud licensing can be implemented at either of two levels:

>

A software vendor can set up a license server machine and grant access to cloud licenses over the Internet
for their customers.

A customer who has purchased an SL license can set up a license server machine and grant access to cloud
licenses for authorized end user within their organization. Access can be granted either over the Internet or
over the company network (or both).

The benefits provided for each level are described below.

>

Vendor-hosted implementation: Cloud licensing provides an alternative model for distributing licenses for
protected applications to customers. Rather than providing SL protection keys to the customer, you host the
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SL licenses on your own license server and provides client identities for each end user. Each client identity is
represented by a unique identity string that the end user installs on their machine.

The client identity entitles the user to execute an instance of the protected application, detach a network seat
that can be used offline, or both. The user can install the identity string on multiple machines (if permitted by
the vendor), but can only execute a single instance or detach a single network seat at any pointin time.

Among the benefits of using client identities are the following:

» Software can easily be used on different machines using a single identity.

» Clientidentities are not affected by operating system upgrades or hardware upgrades.

* You can easily disable a client identity if necessary.

Client identities can be assigned an expiration date. This provides the following additional benefits:

* You can easily manage trial by providing users with expiring identities that consume the same license.
This eliminates the need to generate a new key and a new license for each trial.

* You can easily provide customers with an emergency cloud license in case they face issues with their
local HL or SL key.

e The IT administrator can manage which users can access a concurrency license and for how long.

Client identities are managed using Sentinel Admin Control Center. You use the Client Identities tab of the
Configuration page to create and manage client identities. For more information, see the Admin Control
Center help system.

For more information on the benefits of cloud licensing, see "Understanding Cloud Licensing" on page 33.

> Customer-hosted implementation: You can enable your customers to implement cloud licensing at their
site to control access to network seats from SL licenses on their license server machine. This provides a
simplified method of controlling which end users are able to consume network seats from a license.

NOTE For either level of implementation, cloud licensing is only available if you have the Cloud
Licensing module in your Sentinel LDK Master license at the time that you generate the SL
licenses.

Client identities are managed using Sentinel Admin Control Center. Your customer uses the Client Identities
tab of the Configuration page to create and manage client identities. For more information, see the Admin
Control Center help system.

Many of the benefits of working with client identities described above for the vendor-hosted implementation
are also applicable for the customer-hosted implementation.

For both vendor-hosted and customer-hosted implementations: You also have the option of allowing
customers to set up a second level of license servers to provide greater control over the distribution of network
seats within an organization and to minimize the overhead of license administration. For more information, see
"Overview for Multi-Level License Servers" on page 160.
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Vendor-Hosted Implementation Summary

The following steps summarize the process of implementing the cloud licensing model. More details are provided
in the sections that follow.

1.

Protect your applications using Sentinel LDK. Ensure that the Locking Type includes the option to use SL
AdminMode keys.

Use Sentinel LDK-EMS or Sentinel License Generation API to generate a separate SL AdminMode license
for each customer organization. Ensure that your Sentinel LDK Master license contains the required
modules. If you are using License Generation API, ensure that the license definition includes the tag <cloud_
licensing> with the value Yes. The license must allow concurrency. Specify the required number of network
seats.

Set up a global license server machine that allows access via the Internet, and install each SL license in a
separate SL keys on the server.

For each unique end user, use Sentinel Admin Control Center to generate a client identity. Each client identity
can be configured to allow access to a specific SL key on the license server. Each client identity is also
configured whether to:

* Allow the user's machine to log in to a license on the SL key.
* Allow the user to detach a network seat from the key.

* Allow the user to install the client identity on multiple machines. (Only one of the machines can consume a
network seat at any given moment.) If you limit the number of machines, the License Manager
automatically registers each machine when first used and allows you to view and manage the list. If you
allow unlimited machines, the machines are not tracked.

For more information, see the Configuration screen — Client Identities tab in Admin Control Center.
Copy the identity string from the client identity and provide it to the end user.

The end user installs the relevant protected application. The user registers their identity string on their
machine using either Admin Control Center or a text editor. The user can register their identity string on
multiple machines (up to the limit you specify).

The end user proceeds to execute the protected application. The application consumes a network seat from
the vendor's license server machine.

OR

The end user detaches a network seat from the license server machine to the local machine. The user can
then proceed to execute the protected application offline.
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Setting Up the License Server Machine

This section describes how to set up your license server machine. The setup is the same for both the vendor-
hosted implementation and the customer-hosted implementation, except as noted.

The license server machine is the repository for network licenses. The machine must be connected to the

Internet and available at all times. (For customer-hosted implementation, connection to the Internet is optional.)

NOTE You should always update the license server machine with the latest Run-time
Environment to ensure the best security and compatibility.

Setting Up Admin Control Center

Install Admin Control Center on the license server machine. Configure the parameters described below in Admin
Control Center.

Limit Configuration Activities to an ACC Administrator

1. Go to Configuration page > Basic Settings tab.

2. Forthe Password Protection parameter, select Configuration Pages.
3. Onthe same line, click Change Password.
4

. Enter the new password in the New Admin Password field and in the Re-enter new Admin Password
field.

5. Click Submit. The new password is set.

Configure Access From Remote Clients

1. Go to Configuration page > Configuring Access From Remote Clients tab.

2. Configure these parameters:

e Allow Access From Remote Clients. If the license server machine will be used only to serve cloud
licenses to machines with identity clients, select Identifiable clients only. Otherwise, select the relevant
option.

* Public Address for Access With Identity

» Store Identity Secrets. Select the Encrypted option if you want identity secrets stored in the License
Manager database to be encrypted. If you select this option, you must also specify the storage encryption
key using Sentinel Admin API.
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Allow Detaching of Licenses

To allow end users to detach licenses, be sure to select the configuration parameter Enable Detaching
Licenses.

Setting Up Cloud Licenses

Cloud licenses for identity-based accesses must satisfy the following requirements:
> Your Sentinel LDK Master license must contain the Cloud Licensing module.

> When using Sentinel LDK-EMS, the parameter Cloud Licensing in the Administration Console must be set
to Enable for All Products.

> When using Sentinel License Generation API, the license definition must contain the tag: <cloud_
licensing>Yes</cloud_licensing>

> The license must have the SL AdminMode locking type and must be defined with concurrency, specifying the
desired number of network seats to make available.

When you define a client identity, you can specify that it is valid only for a specific key ID. If you do not specify a
key ID, the client identity is valid for all cloud licenses on the license server machine.

For vendor-hosted implementation: Set up separate SL keys for each customer.

> Ifthe customeris a single user, Thales recommends that you create a separate SL key for the user and link
this key to the user’s client identity.

> Ifthe end customer is an organization, Thales recommends that you create a single SL key and link all client
identities in the organization to the key (assuming all users are all entitled to consume the same licenses). If
various groups within the organization are entitled to use different sets of licenses, multiple keys can be used
to partition the licenses and control access.

By default, the License Manager installs all SL licenses in the same SL key on a given machine. You can use the
following procedure to install SL licenses in separate SL keys on the license server machine.

To install multiple SL keys on the license server machine:

1. Ensure that no SL licenses are currently installed on the machine.

2. Use Admin Control Center or RUS to obtain a fingerprint of the machine. Save the fingerprint file for future
use.

3. In Sentinel LDK-EMS, create a product key for a specific customer (or end user). Use the fingerprint file from
step 2 to generate a V2C file for offline installation.

4. Use Admin Control Center or RUS to apply the V2C file on the license server machine. A new SL key
(containing the new SL license) for the customer is created.

5. For each additional customer, repeat steps 3 and 4 as necessary to create new SL keys.
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When you generate client identities for customers, you can specify the relevant key ID for each client.
This method allows you precise control over the licenses that you make available for each customer.

To generate and manage client identities for customers or end users, see the Admin Control Center help system.

Installing a Client Identity on an End User's Machine

Each client identity is represented by a unique identity string. You obtain the string for each client identity using
Admin Control Center (go to Configuration page > Configuring Client Identities tab). The client (person or
entity) that receives the identity string can install it on their machines using one of the following methods:

> |Install the identity string using Admin Control Center on the machine.
> Enter the identity string manually in the License Manager configuration file on the machine.

Each of these methods is described in this section.

Identity String Syntax

The identity string generated by Admin Control Center uses the following syntax:

<identityString>@<address>

where:
<identityString> A unique string generated for each client identity.
<address> The license server machine address. This address is taken from the field Public
Address for Access With Identity that is specified in Admin Control Center as
described earlier (see "Configure Access From Remote Clients" on page 156).
For example:

4VE5N3V: 0BWAAQCBEBJNnJ3btDmfbhLtCw/07kjER10.162.104.213

Installing an Identity String Using Admin Control Center

The user can use Admin Control Center on the remote machine to install the identity string.

To install the identity string using Admin Control Center:

1. In Admin Control Center on the remote machine, go to Configuration page > Access to Remote License
Managers tab (or enter this URL in a browser on the remote machine: http://localhost: 1947/ int_/config_
to.html). The Configuration for Sentinel License Manager tab is displayed.

2. Ensure that Allow Access to Remote Licenses is selected.

3. In Remote License Search Parameters, enter the identity string using one of the formats described above.
The screen should now look similar to the following:
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Sentinel Admin Control Center

Configuration Hest Name: ndsmi0033570-03

Sentinel Ke
B Basic Users Access to Remote Access fram Cliant Idertities Detachable Network
Settings Lizense Managers Remote Clierts Licenses

Products
Allow Access to Remote Licenses

Broadcast Search for Remote Licenses m]

Feat
G Aggressive Search for Remote Licenses ]

Remate License Search Parameters 4VEENZV: 0EVAAQCEEEInT 3htDm fhhLe Cu/ 07k EBL0. 162, 104, 213

Sessions

Updatefdttach

Access Log

Configuration

Submit Cancel Set Defaults
Diagnostics

4. Click Submit.

5. If proxy communication is required, go to Configuration page > Network tab. Enter the required proxy
settings and click Submit.

Entering an Identity String Manually

For a remote machine that does not have the Run-time Environment installed, the user must enter the identity
string manually in the configuration file for the Integrated License Manager or the External License Manager.

To determine where to find the configuration file for the License Manager, see "Working Directly With License
Manager Configuration Files" on page 201.

For a Windows desktop application, this file is typically:
%LocalAppData%\SafeNet Sentinel\Sentinel LDK\hasp_<vendorld>.ini
where <vendorld> is the Vendor ID associated with your Batch Code (or hasp_demo for DEMOMA).

Open the configuration file in a text editor. Enter the identity string using the serveraddr parameter.
For example:

serveraddr = 4VE5N3V:o0BWAAQCBEBJInJ3btDmfbhLtCw/07kjER10.162.104.213
The configuration file can contain multiple serveraddr parameters.
If proxy communication is required, manually set proxy attributes in the configuration file described above.

Add the following parameters in the configuration file:

proxy = <proxy>

proxy host = <host>

proxy port = 8080

proxy username = <username>
proxy password = <password>
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Provide the required values where indicated.

Customer-Hosted Implementation Summary

The following steps summarize the actions that you must perform in order to enable your customer to implement
the cloud licensing model.

1. Protect your applications using Sentinel LDK. Ensure that the Locking Type includes the option to use SL
AdminMode keys.

2. Use Sentinel LDK-EMS or Sentinel License Generation API to generate an SL AdminMode license for each
customer organization. Ensure that your Sentinel LDK Master license contains the required modules. If you
are using License Generation API, ensure that the license definition includes the tag <cloud_licensing> with
the value Yes. The license must allow concurrency. Specify the required number of network seats.

The customer will perform the remainder of the required steps as documented in the Admin Control Center help
system.

Cloud Licensing Performance

This section describes considerations for system performance when implementing cloud licensing.

> Sentinel LDK cloud licensing has been proven to support 100,000 concurrent login accesses from remote
clients running an application that was protected with Sentinel LDK Envelope using the default settings. This
is not an absolute limit; in most cases, a greater number of clients can be supported.

Performance may be affected by server resources, network latency, and client bandwidth.

The number of clients stated above applies equally to the following:

* LAN and cloud environments (This was tested with Amazon Web Services and Alibaba Cloud.)
*  Windows and Linux servers

* Alllicense models

> The maximum number of SL keys with cloud licenses that can exist on a license server machine (Windows or
Linux) is unlimited.

Overview for Multi-Level License Servers

Cloud licensing gives you the option of allowing customers to set up a second level of license servers to provide
greater control over the distribution of network seats within an organization and to minimize the overhead of
license administration.

Working with Multi-Level License Servers

Multi-level license servers enable a customer to:
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> Control the distribution of network seats from a license with concurrency among users connected to LANs at
different locations.

> Ensure the availability of network seats at remote locations, even if Internet connectivity to the cloud license
server is not available or is not reliable.

> Allow groups of users to access network seats without providing a client identity to each user.

For a given customer, the vendor defines the total number of network seats available to the customer. The
customer decides how to divide the seats among their secondary license servers.

When an end user starts a protected application from a machine on the same LAN as a second-level license
server, the protected application consumes a seat or automatically detaches a seat from the second-level
license server.

The detached license on the second-level license server acts as an SL license, not a cloud license. The end user
does not require a client identity.

Internet
(Online detach)
H OR
Ermail
(DfMine detach)

2
2
22

Primary license server machine Second-level license servers
with cloud license {Customer's machines with End users running
(Vendor's or cuslomer's maching) detached network seats) protected applications

The primary license server machine is the main repository for licenses. Licenses are detached from the primary
license server machine to second-level license server machines either online or offline (as described below).

When working with multi-level license servers, the following limitations exist:

> Network seats cannot be detached from a Product if all of the Features in the Product have unlimited
concurrency.

> A network seat can be detached from a second-level license server using automatic detach. However, it
cannot be detached using on-demand detach.

> A detached license with concurrent seats cannot be partially cancelled. If the license is cancelled, all the
seats are cancelled.
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> Aslong as any network seats are detached (using automatic detach) from the second-level license server,
the detached license on the server cannot be cancelled.

Cloud licensing with multi-level license servers can be implemented in the following configurations:

> Vendor-hosted implementation: The vendor hosts the SL licenses on their own primary license server. The
customer sets up one or more second-level license servers to host the detached network seats.

Alicense is detached from the primary license server using one of the following methods:

Online detach

The vendor defines a client identity with special permission to detach network seats with concurrency for
the customer. The customer installs the client identity on each second-level license server.

Using the second-level license server, the customer detaches a license with network seats from the SL
key on the primary license server over the Internet. The customer has direct control over how many
network seats from the pool are assigned to each second-level server.

Offline detach

Using email or other offline means, the customer sends a machine ID file to the vendor for each second-
level server to receive a detached license with network seats.

Using the primary license server, the vendor applies the machine ID files and detaches the required
number of network seats from the SL key for each of the customer's second-level license servers. The
vendor coordinates with the customer to determine how many seats are required for each second-level
server. The vendor sends the required number of seats for each second-level license server to the
customer in an H2R file by email or other offline means.

The customer applies each H2R file on the appropriate second-level server.

The customer does not require a client identity on the second-level server.

> Customer-hosted implementation: You can enable your customers to host the SL licenses on their own
primary license server and to set up second-level license servers to host the detached concurrent network
seats.

The customer can use online detach or offline detach as described above. However, for the customer-
hosted implementation, all of the license servers are controlled by the customer.

NOTE For either level of implementation, cloud licensing is only available if you have the Cloud
Licensing module in your Sentinel LDK Master license at the time that you generate the SL
licenses.
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This section describes how to set up your license server machines. The setup is the same for both the vendor-
hosted implementation and the customer-hosted implementation, except as noted.

Implementation Summary

The following steps summarize the process of implementing the cloud licensing model with multi-level servers.
Detailed instructions are provided in the sections that follow.

Each of the steps below is performed by the vendor unless stated otherwise:

1.

Protect your applications using Sentinel LDK. Ensure that the Locking Type includes the option to use SL
AdminMode keys.

Use Sentinel LDK-EMS or Sentinel License Generation API to generate a separate SL AdminMode license
for each customer organization. Ensure that your Sentinel LDK Master license contains the required
modules. If you are using License Generation API, ensure that the license definition includes the tag <cloud_
licensing> with the value Yes. The license must allow concurrency. Specify the total number of network
seats that are available to the customer organization.

Set up a primary license server machine. Install each SL license on the server. For vendor-hosted
implementation, install each SL license in a separate SL key on the server.

Do one of the following:
To support online detach:

a. Ensure that the primary server machine has Internet access.

b. For each customer organization that will use second-level license servers, use Sentinel Admin Control
Center on the primary license server machine to generate a client identity. Configure the client identity to
allow detaching a license with concurrent seats (select Allow Concurrency for Detached Licenses).

For more information, see the Configuration screen — Client Identities tab in Admin Control Center.

c. Using Sentinel Admin Control Center, copy the identity string from the client identity. Provide the identity
string to the customer organization.

d. The customer's administrator installs Sentinel Run-time Environment and installs the client identity on one
or more machines that will serve as second-level license servers.

e. Foreach second-level license server, the local administrator uses Admin Control Center to detach the
required number of seats and sets up the License Manager to allow access to the relevant end users.

To support offline detach:

a. The customer's local administrator installs Sentinel Run-time Environment on one or more machines that
will serve as second-level license servers.

b. On each second-level machine, the local administrator generates a machine ID file and sends the file to
you (the vendor).

c. Apply the machine ID files on the primary license server machine.
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d. After consulting with the customer, detach the required number of seats for the machine ID of each
second-level license server. An H2R file is generated for each server. Send the files to the customer.

e. Foreach second-level license server, the local administrator uses Admin Control Center to apply the
provided H2R file to install the detached licenses. The local administrator sets up the License Manager to
allow access for the relevant end users to the server.

5. The end users install and run Sentinel Admin Control Center and the protected application on a machine in
the same LAN as the second-level license server. Each instance of the protected application consumes a
network seat from the second-level license server.

Online Detach: Setting Up Multi-Level License Server Machines

This section describes how to set up the primary and second-level license server machines when working with
online detach of licenses. The setup is the same for both the vendor-hosted implementation and the customer-
hosted implementation, except as noted.

The primary license server machine is the repository for network licenses. The machine only requires connection
to the Internet when performing the following actions:

> When detaching concurrent seats from the license server machine to the second-level license server.

> When modifying the number of concurrent seats detached from the license server machine or when
extending the date for the detached seats.

> When canceling the detach operation.
NOTE Sentinel LDK Run-time Environment 8.23 or later must be installed on both the primary
license server machine and on each second-level license server machine. You should always

update the license server machines with the latest Run-time Environment to ensure the best
security and compatibility.

Setting Up the Primary License Server Machine

Set up the primary license server machine as described in this section.

Set Up Admin Control Center

Install Admin Control Center on the primary license server machine. Configure the parameters as described in
"Setting Up the License Server Machine" on page 156.

Under Allow Detaching of Licenses, be sure to select the configuration parameter Enable Detaching
Licenses.
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Set Up Cloud Licenses

To set up cloud licenses for identity-based access, see "Setting Up Cloud Licenses" on page 157.

Set Up a Client Identity for the Second-Level License Servers

On the primary license server machine, in the SL key for the customer organization, set up a dedicated client
identity to be installed on all the second-level license servers.

To set up the dedicated client identity:

1. In Admin Control Center, go to the Configuration > Client Identities > Add Client Identity page. Add a
client identity in which you select the parameters Allow Remote Detach Access and Allow Concurrency
for Detached Licenses.

2. Provide the identity string to the customer organization.

Setting Up Second-Level License Servers

The customer organization sets up one or more second-level license servers on which the detached network
seats will reside.

To set up a second-level license server machine:

1. Install the Sentinel LDK Run-time Environment on the machine.

2. In Admin Control Center, limit configuration activities to an ACC administrator as described earlier.

3. Install the dedicated client identity generated above on the machine. For more information, see "Installing a
Client Identity on an End User's Machine" on page 158.

4. Using Admin Control Center, go to Configuration > Users and specify which end users can access seats on
the second-level license server machine.

5. Using Admin Control Center, detach the required number of seats from the primary license server machine as
follow:

a. Gotothe Products page. Select the relevant Product and click the Detach button.
b. On the Detach License page, select the Online detach method.

On the Concurrency section of the page, select Allow Concurrency for Detached License.

0

o

In Total Number of Seats, enter the number of seats to detach.

e. On the Specify Expiration Date for Detached License section of the page, enter the expiration date for
the detached seats.

f. Click Detach & Attach. The specified number of seats are detached from the license on the primary
license server machine and are attached to the second-level license server machine.
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g- (Optional) Set up the server machine to support automatic detach of seats. Go to Configuration >
Detachable Licenses. Under Automatic Detaching of Licenses, select Enabled and assign a value for
Allowed Offline Duration. Click Submit.

Setting Up End Users

Each end user must be in the same LAN as the second-level license server. The Sentinel LDK Run-time
Environment must be installed on each end user's machine. Each end user must have access to the protected
application.

Offline Detach: Setting Up Multi-Level License Server Machines

This section describes how to set up the primary and second-level license server machines when working with
offline detach of licenses. The setup is the same for both the vendor-hosted implementation and the customer-
hosted implementation, except as noted.

The primary license server machine is the repository for network licenses. The machine does not require
connection to the Internet.

NOTE Sentinel LDK Run-time Environment 8.23 or later must be installed on both the primary
license server machine and on each second-level license server machine. You should always
update the license server machines with the latest Run-time Environment to ensure the best
security and compatibility.

Setting Up Second-Level License Servers

The customer organization sets up one or more second-level license servers on which the detached network
seats will reside. Use the procedure that follows for each second-level license server machine.

Set up Admin Control Center on the second-level license server machine

1. Install the Sentinel LDK Run-time Environment on the second-level license server machine. Perform the
remainder of the steps in Admin Control Center.

2. Limit configuration activities to an ACC administrator as described earlier.

3. Goto Configuration > Users and specify which end users can access seats on the second-level license
server machine.

4. Generate a machine ID file as follows:
a. Using Admin Control Center, go to Diagnostics.
b. Click the Create ID File button. Save the generated machine ID file.
c. Transfer the machine ID file to a location that is accessible from the primary license server machine.

5. (Optional) Set up the second-level license server machine to support automatic detach of seats:

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 1 66


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 15: Cloud Licensing

a. Goto Configuration > Detachable Licenses.

b. Under Automatic Detaching of Licenses, select Enabled and assign a value for Allowed Offline
Duration.

c. Click Submit.

Setting Up the Primary License Server Machine

Set up the primary license server machine as described in this section.

Set Up Cloud Licenses

To set up cloud licenses for identity-based access, see "Setting Up Cloud Licenses" on page 157.

Set Up Admin Control Center on the Primary License Server Machine

1.

Install the Sentinel LDK Run-time Environment on the primary license server machine. Perform the remainder
of the steps in Admin Control Center.

Configure the parameters as described in "Setting Up the License Server Machine" on page 156.

Under Allow Detaching of Licenses, be sure to select the configuration parameter Enable Detaching
Licenses.

For each second-level license server machine, apply the machine ID file that was prepared on that machine
as follows:

a. Goto Update/Attach.
b. Click Select File and select the relevant machine ID file.
c. Click Apply File.

For each second-level license server machine, detach the required number of seats from the primary license
server machine as follow:

a. Go tothe Products page. Select the relevant Product and click the Detach button.

b. On the Detach License page, select the Offline detach method. Under Select Recipient Machine, select
the ID of the target second-level license server machine.

c. Onthe Concurrency section of the page, select Allow Concurrency for Detached License.
d. In Total Number of Seats, enter the number of seats to detach for the selected license server machine.

e. On the Specify Expiration Date for Detached License section of the page, enter the expiration date for
the detached seats.

f. Click Detach. An H2R file that contains the detached license is generated.

g-. Transfer the H2R file to a location that is accessible from the relevant second-level license server
machine.
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Attaching the License to the Second-Level License Server

The customer organization attaches the license that was detached from the primary license server to the
second-level license servers on which the detached network seats will reside.

To attach the license to the second-level license server machine:
1. In Admin Control Center, go to Update/Attach.

2. Click Select File. Select the relevant H2R file transferred from the primary license server machine.

3. Click Apply File.

Setting Up End Users

Each end user must be in the same LAN as the second-level license server. The Sentinel LDK Run-time
Environment must be installed on each end user's machine. Each end user must have access to the protected
application.

Configuring High Availability for Cloud Licensing

Sentinel LDK supports configuring a vendor-hosted cloud license server for high availability.

Sentinel LDK License Managers in the vendor's data center can be configured to store licenses in a common
external trusted license storage (a MySQL database cluster).

You can set up License Managers on two license server machines (active and passive). If the active License
Manager stops responding, a load balancer will handle failover from the active License Manager to the passive
one. Only one License Manager will serve licenses at any pointin time.

For information on configuring high availability, see the Sentinel LDK High Availability for Cloud Licensing
Configuration Guide.
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Part 4 - Distributing Software

In this section:

>

"Distributing Sentinel LDK With Your Software" on page 170 — Describes options for distributing required
software to your end users.

"Sentinel License Manager" on page 188 — Describes the facilities used by Sentinel LDK to manage access
to local and remote Sentinel protection keys from a protected application.

"Sentinel Admin Control Center" on page 209 — Describes the configuration and management functionality
of Sentinel Admin Control Center, an end-user utility that enables centralized administration of
Sentinel License Managers and Sentinel protection keys.



CHAPTER 16: Distributing Sentinel LDK With
Your Software

/

This section introduces options for distributing required software to your end users.
In this section:
> "Sentinel LDK Software for End Users" below

> "Distributing Sentinel LDK Run-time Environment" on page 174

Sentinel LDK Software for End Users

Every Sentinel LDK installation includes software that you need to distribute to your end users. This software
must be installed at your customer’s site to ensure that your protected and licensed software functions correctly.

Sentinel LDK Run-time Environment

In many instances, the Sentinel LDK Run-time Environment must be installed on the computer of each end user
who will use the protected application so that the application can communicate with the Sentinel protection key.
For network licenses, the Run-time Environment is required on the computer where the network license is
located. For information on when the Run-time Environment is required, see "Situations That Require Sentinel
LDK Run-time Environment" on page 175.

There are a number of ways in which the Run-time Environment can be installed. For more information, see
"Distributing Sentinel LDK Run-time Environment" on page 174.

Software for Sentinel HL Licenses

No Sentinel LDK software is required specifically for protected applications that are licensed with Sentinel HL
(Driverless configuration) keys. However, other Sentinel LDK software may be required as described in this
section.

Other HL keys may require the Run-time Environment. For more information, see "Situations That Require
Sentinel LDK Run-time Environment" on page 175.

Software for Protected Applications Under Windows

Thales recommends that, under Windows, you include the External License Manager with all protected
applications. For more information, see "Types of License Managers" on page 189.
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Software for Sentinel HL Licenses Under Linux Intel

For an application licensed with a standalone Sentinel HL (Driverless configuration) key, you can optionally
install the Sentinel LDK Run-time Environment installer for Linux on the machine where the protected application
executes.

> If you install the Run-time Environment, all required files are already deployed. For the list of files installed by
the Run-time Environment installer, see Installing Sentinel LDK Run-time Environment for Linux in the
Sentinel LDK Installation Guide.

> If you do not install the Run-time Environment, you must manually copy the file
/Linux/Redistribute/Runtimeless/80-hasp.rules into the /etc/udev/rules.d on the machine where the protected
application executes. This sets the permissions to allow any user to access the Sentinel HL Driverless USB
device. (Under Linux, by default only superusers have access to USB devices.)

I NOTE An administrator account is require to copy this file.

Software for Protected .NET Core Applications Under Linux Intel

To support the Envelope runtime for .NET Core applications:

> Copy the complete protected application folder (including Linux runtime file: libhaspdnert_x86_64.s0) to the
target machine.

> Copy the LDK Run-time API libraries (libhasp_linux_x86_64_demo.so) to one of the following directories:
e Toone of the directories specified in the LD _LIBRARY_PATH variable.
e To /var/hasplm, /usr/local/lib, or /usr/lib64.

Software for Sentinel HL Licenses Under Linux ARM

For an application that is licensed with a standalone Sentinel HL (Driverless configuration) key: Copy the file
/Linux/Redistribute/Runtimeless/80-hasp.rules into the /etc/udev/rules.d directory on the machine where the
protected application executes. This operation is normally performed by the Run-time Environment installer for
Linux. However, if the Run-time Environment is not installed, the file must be copied manually.

NOTE If the Linux distribution supports udev, and the 80-hasp.rules file is copied as described
above, Sentinel Licensing APl uses udev to access USB devices. Otherwise, the Licensing API
uses sysfs.

udev allows both root and regular users to access USB devices. sysfs allows only root to
access USB devices.

However, in some Linux ARM distributions, udev is configured to block regular users from
accessing USB devices even though the 80-hasp.rules file requests such access for these
users. To bypass this limitation, the user can be added to the plugdev group of users. Users in
this group are allowed access to USB devices.
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Software for Sentinel SL Licenses

When you distribute protected applications that are licensed with Sentinel SL keys, you must include the
following Sentinel LDK components with your applications.

For Unlocked Products

As part of the process to create unlocked protected applications, you create a bundle that includes your
protected application and all the required Sentinel LDK components. Therefore, no additional components are
required when you distribute the bundle.

Unlocked protected applications can also be updated to locked protected applications at the customer's site
without adding any Sentinel LDK components.

For Locked Products

When you distribute a locked protected application that is not installed first as an unlocked application, your
installation procedure should also install your customized Vendor library (the haspvlib_vendorID.* file) in the
following location:

> For Windows x64: %CommonProgramFiles(x86)%\Aladdin Shared\HASP\
> For Windows x86: %CommonProgramFiles%\Aladdin Shared\HASP\

> For Mac: /var/haspim (By default, the /var path is hidden. You may need to modify the operating system View
option to display all files and folders in order to access this path.)

> For Linux: /var/hasplm
You can find the haspvlib_vendorID.* file in the above locations on the computer where Sentinel Vendor Suite

is installed.

NOTE Forinformation on dependencies between the version of your Vendor library and the
version of the Run-time Environment or the Internal /External License Manager, see "Vendor
Library Version Dependency" in the Sentinel LDK Release Noftes.

Software for .NET and Java Assemblies

For protected .NET assemblies or Java applications, the following additional files must be distributed with your
protected application:
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Type of End User Additional File Required
Protected Operating
Application System

.NET assembly 32-bit Windows haspdnert.dll
64-bit Windows haspdnert_x64.dll
Java application 32-bit Windows HASPJava.dll

64-bit Windows  HASPJava_x64.dll

Mac OSX libHASPJava.dyliblibHASPJava.jnilib
64-bit Linux libHASPJava_x86_64.so
All Customized Sentinel Licensing APl dynamic libraries (copied

automatically to the output directory by Sentinel Envelope)
These native library files enable the protected application to communicate with the Sentinel protection key.

NOTE For Linux applications that were protected using Sentinel LDK Envelope and that run
under Red Hat EL 6.4: The installer for the protected application should determine if libXaw
libraries are present on the end user's computer and, if not, install them.

Network Environment Management

Your end users can manage their network licenses online using Sentinel Admin Control Center, which is part of
the Sentinel LDK Run-time Environment. Ensure that you provide them with the URL for accessing this
application. For additional information, see "Sentinel Admin Control Center" on page 209.

Software for Updating Licenses

You can choose to distribute Sentinel Remote Update System to update licenses remotely in deployed
Sentinel protection keys. For additional information on this utility, see "Sentinel Remote Update System
(RUS)" on page 144.

Firmware for Applications Protected With AppOnChip

For Windows applications protected with AppOnChip, the Sentinel HL key used by AppOnChip must have
firmware version 4.52 or later. (This includes .NET assemblies and 64-bit native Windows binaries.) Your
customers can upgrade the firmware to the required version by applying the V2C file that you will find on the
machine where Sentinel LDK is installed, under:

%ProgramFiles(x86)%\Thales\Sentinel LDK\Redistribute\Firmware Update\Sentinel HL\Sentinel HL Driverless\
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To update the firmware on the HL (Driverless configuration) key, ensure that the end user receives the V2C file
described above. The end user should perform one of the following procedures:

1. Connect the HL key to the machine where the Run-time Environment is installed. No other key should be
connected to the machine.

2. In Admin Control Center, use the Update/Attach option to apply the V2C file to the HL key.
OR

1. Connect the HL key to the machine where the RUS utility is installed. No other key should be connected to the
machine.

2. Inthe RUS utility, use the Apply License Update tab to apply the V2C file to the HL key.

Distributing Sentinel LDK Run-time Environment

Depending on the type of Sentinel protection key, Sentinel LDK Run-time Environment may be required on the
end user's computer to enable your protected software to run by communicating with Sentinel protection keys.
(For more information on Sentinel protection keys, see "Protection Key Attributes" on page 29.)

The following sections describe when the Run-time Environment is required and the various options available for
distributing the Run-time Environment to your end users.

> "Contents of the Run-time Environment" below

> "Situations That Require Sentinel LDK Run-time Environment" on the next page
> "Installing Run-time Environment With or Without Legacy Drivers" on page 177
> "Required Version of the Run-time Environment" on page 177

> "Run-time Environment for Windows" on page 182

> "Run-time Environment for Mac" on page 185

> "Run-time Environment for Linux" on page 186

> "Run-time Environment for Android" on page 187

Contents of the Run-time Environment

The Run-time Environment contains the following elements:

> Admin License Manager — This is one of several types of license managers available in Sentinel LDK. For
details, see "Types of License Managers" on page 189.

> Secure storage — An area reserved by Sentinel LDK on the computer’s local hard drive. Sentinel SL
AdminMode keys are installed in this area. This area can only be accessed or modified by Sentinel LDK
components.
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> Admin Control Center — Web-based user interface for Admin License Manager. For details, see "Sentinel
Admin Control Center" on page 209.

> Drivers — Required in certain instances for accessing licenses on HL keys. For details, see "Installing Run-
time Environment With or Without Legacy Drivers" on page 177.

Situations That Require Sentinel LDK Run-time Environment

Sentinel LDK Run-time Environment is a system component that enables communication between a protected
application and a Sentinel protection key. Sentinel LDK Run-time Environment also contains Sentinel Admin
Control Center, used to manage licenses.

Installation of Sentinel LDK Run-time Environment requires administrator privileges on the target computer.
However, on a Windows or Linux computer, Sentinel LDK Run-time Environment is not required for all protected
applications.

The tables that follow indicate when a protected application requires Sentinel LDK Run-time Environment to
execute.

NOTE Sentinel LDK Run-time Environment is always required when any of the following are
true:

> The protected application executes on a Mac machine.

> The protected application uses the Data File Protection module to encrypt and decrypt data
in an external file AND the application was protected using Sentinel LDK v.7.0 or earlier.

> The application is linked with libhasp_windows_bcc_vendorld.lib.

In addition, Sentinel LDK Run-time Environment is required on any machine that will access the
Sentinel LDK-EMS Customer Portal to perform online activation or online update of protection
keys.

Standalone Licenses

A Standalone license is for a single protected application that executes on the computer where the protection key
is located (no concurrency).

The table that follows indicates when a protected application with a Standalone license requires the presence of
the Run-time Environment.

Type of protection key Run-time Environment required on the computer
where the protected application executes?

SL AdminMode key Yes

SL UserMode key No
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Type of protection key Run-time Environment required on the computer
where the protected application executes?

SL Legacy key Yes
Sentinel HL (Driverless configuration) key No
Sentinel HL (HASP configuration) key Yes
HASP HL key Yes

Detachable Licenses

To attach a Detached license to a protected application installed on a remote computer, the Run-time
Environment must be installed on the remote computer.

Network Seat Licenses

When a Network Seat license is installed on a given computer, the License Manager on the computer can serve
network seats to protected applications than run on the same computer or on remote computers in the same
network.

> The Run-time Environment is required on the computer where the Network Seat license is located.

> The Run-time Environment is not required on the remote computer where the protected application executes.
The following Sentinel protection keys support Network Seat licenses:

> SL AdminMode keys with concurrency

> SL Legacy keys with concurrency

> HL (HASP configuration) Net and NetTime keys

> HL (Driverless configuration) keys with concurrency — all types except for Basic

NOTE If all of the following are true:
> A Network Seat license is installed on an HL (Driverless configuration) key.

> The HL key is located on the same machine as a protected application that consumes a
network seat.

> The local Admin LM is an older version than the Integrated/External LM.
The access attempt may fail with the error HASP_OLD_LM.

To ensure full functionality, Thales recommends that you install the latest RTE whenever you
update the deployed Integrated/External LM.
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Installing Run-time Environment With or Without Legacy Drivers

On a Windows platform, Sentinel LDK Run-time Environment (RTE) is installed either with or without legacy
drivers, depending on the factors described below.

> Without Legacy Drivers

When the RTE is installed on a new machine, then by default, the installation does not include legacy drivers.
This provides the most stable configuration of the RTE. Similarly, when upgrading the RTE on a machine
where legacy drivers were not previously installed, the installation does not include legacy drivers.

> With Legacy Drivers

When the RTE is upgraded on a machine where legacy drivers were previously installed (for example, if RTE
8.15 or earlier was installed), then the installer keeps or upgrades these drivers. This ensures compatibility
with existing protected applications.

You have the option of forcing installation of the RTE with legacy drivers on a new machine if necessary. For
example, if you know that one of the situations described below exists. This can only be accomplished using the
RTE command-line installer (haspdinst.exe). For more information, see the Sentinel LDK Installation Guide.

Legacy drivers are required in following situations:

> When the application was protected using Sentinel LDK Envelope version 6.x or earlier AND the application
uses the Version 1 data file protection mode to encrypt data. In this case, the legacy driver aksfd is required.

> When the application is licensed using a Hardlock parallel port key or using a Hardlock USB key with a very
old Hardlock library. In these cases, the legacy driver hardlock is required.

NOTE The hardlock driver is not supported by RTE 8.41 or later. If your application requires the
hardlock driver, you must install RTE 8.31 or earlier.

Required Version of the Run-time Environment

Sentinel LDK uses two mechanisms that determine what version of Sentinel Run-time Environment (RTE) is
required on end users’ machines (in situations where the RTE is required):

> Version Enforcement Options (selected in Sentinel Master Wizard)

This mechanism can be used to ensure that customers do not bypass the latest important security and
reliability enhancements by installing an earlier version of Sentinel RTE. (“Security” in this case includes the
security of the license and of the protected application against vulnerabilities and disassembly.) The version
of the RTE on the end user's machines satisfies the minimum requirements for strong security and reliability.
The minimum acceptable version of the RTE is set by Thales in each release of Sentinel LDK and is listed in
the Sentinel LDK Release Notes.
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> Minimum RTE/API Version (selected in Sentinel LDK-EMS Administration Console)

This mechanism ensures that the version of the RTE on the end users’ machines supports important security
and reliability features of Sentinel LDK that you want to have included when protecting and licensing your
applications. You choose the minimum acceptable version of the RTE based on your requirements.

The installed version of the RTE must satisfy the requirements of both of these mechanisms. For example:

> If Minimum RTE/API Version is 7.60 and Version-unrestricted option is selected, minimum version is 7.60

> [f Minimum RTE/API Version is 7.60 and Version-restricted option is selected, minimum version is 7.90

Each of these mechanisms is described in greater detail the sections that follow.

The following table provides a side-by-side comparison of the mechanisms.

Minimum RTE/API Version

The minimum RTE version is set by
the vendor in Sentinel LDK-EMS or
in License Generation API.

Enforcement is setin the License
Manager (any type) when a V2C file
from Sentinel LDK-EMS or from
License Generation APl is applied
by the License Manager.

Version Enforcement Options
Version-restricted option

The minimum RTE version (listed in
the Sentinel LDK Release Notes) is
set by Thales in the downloaded
APl libraries.

Enforcement is set in the application
when it is protected by Envelope or
by the downloaded API libraries
used by the Licensing API

Version-unrestricted option

There is no minimum version.

There is no enforcement.
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Minimum RTE/API Version

Prior to Minimum RTE/API
Version 8.11: Version of the
License Manager versus the V2C
file is checked by the License
Manager only when applying the
update in the V2C file. Downgrade
of the RTE by the end user after
applying the license update is not
automatically detected.

Minimum RTE/API Version 8.11
and later: Version of the License
Manager versus the V2C file is
checked by the License Manager
when applying the update in the
V2C file and at application runtime.
Downgrade of the RTE generates
an error.

Applies when an application has a
new or updated license.

An error is generated if the
application uses a feature that is not
supported by the installed RTE.

Version Enforcement Options

Version Enforcement Options

Version-restricted option Version-unrestricted option

Version of the License Manager There is no enforcement.
(Run-time Environment) is checked

against the version specified in the

downloaded Licensing APl libraries

by the application at run-time.

Use of an earlier RTE causes the
application generates an error.

Applies when an application is
protected or re-protected.

Applies when an application is
protected or re-protected.

An error is generated if the
application uses a feature that is not
supported by the installed RTE.

An error is generated if the
application uses a feature that
is not supported by the
installed RTE.

When Sentinel Run-time Environment (referred to as RTE) is required for your protected application, it is always
preferable to provide the most recent version of the RTE with the new or upgraded application. However, end
users require administrator privileges in order to install or upgrade the RTE on their machines. Therefore, you
may prefer to allow end users to continue to use an older version of the RTE when they upgrade to a new version

of the protected application.

This section describes the options that are available to you for enforcing or disregarding the requirement for a
minimum version of the RTE when the RTE is required for the protected application.
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APl libraries that are customized for your vendor code are used by Sentinel LDK Envelope and Sentinel
Licensing API to protect your applications. These libraries are generated by Thales specifically for your Batch
Code. You download these customized vendor libraries using the Master Wizard when you introduce one of your
Vendor keys.

The Master Wizard offers you a choice of two types of libraries, each incorporating one of the options described
below. The option that you select determines how protected applications interact with the Run-time Environment
(the RTE). The available options are:

> Version-restricted option (Recommended for best security and reliability in the protected application)

For protected applications that require the RTE: With the version-restricted option, the applications will
require a minimum version of the RTE (the earliest version that contains the latest important security and
reliability enhancements). Use of the version-restricted option ensures that end users cannot downgrade to
an earlier version of the RTE and that they use a version of the RTE that provides the best quality together
with all the latest security and reliability fixes. This restriction applies both for local deployment of the RTE and
for deployment of the RTE on a remote license server machine.

For each new release of Sentinel LDK, the required minimum version number is updated only if the RTE for
that release contains significant security and reliability enhancements.

For example: The required minimum version of the RTE for applications protected with versions 7.9 through
8.0 of the customized vendor libraries remains as RTE version 7.90, because this version of the RTE contains
the latest significant security and reliability enhancements. Later versions of the RTE contain less important
enhancements and fixes.

NOTE The version-restricted option is only relevant for the static Licensing APl because the
user can replace the new version of the dynamic Licensing API with an older version.

For example: Given that the dynamic Licensing API version 8.1 has a security issue. The
vendor downloads the version-restricted dynamic Licensing API 8.2 using the Master Wizard,
and then releases the new version of the dynamic Licensing API. However, a user can bypass
any new security enhancements in the new version if they can obtain the old version of the
dynamic Licensing API and replace the new version.

> Version-unrestricted option (For compatibility with all versions of the RTE)

For protected applications that require the Run-time Environment: The applications will not check the version
number of the RTE. Applications protected with this option can be used with all versions of the RTE. Select
this option only if you want to avoid upgrading the RTE at end user sites. This option simplifies deployment,
especially when network license servers are used, but does not guarantee that security and reliability fixes in
later RTE versions are employed.

NOTE With either option, users will need to upgrade their RTE if the protected application uses
specific functionalities that require a later version of the RTE.

The diagram that follows illustrates how this process operates.
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Minimum RTE/API Version

The level of security provided by Sentinel LDK for a protected application depends in part on the following
components:

> Version of Sentinel LDK-EMS or of the License Generation API used to generate the license
> Version of Licensing APl libraries used to protect the application (using the Licensing API, Envelope, or both)
> Version of the Run-time Environment (if any) used to manage and enforce the license (for SL licenses)

(The “security” referred to above consists of the security of the license and the protection application against
vulnerabilities and disassembly.)

As a general rule, use of the latest version of each of the components above provides the most advanced and
comprehensive security and reliability for the protected application.

However, providing your customers with a protected application and license that incorporates the latest version
of all the components is not always practical. For example:
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> Your existing customer base may include applications that were protected and licensed with Sentinel LDK
7.6. You now want to send a license update using Sentinel 8.0. However, the license update includes security
features that are not supported by the original 7.6 license. As a result, the updated license may not be valid.

> When you are ready to issue an updated version of your protected application, you don’t necessarily want to
force your customers to update the Run-time Environment at their site. However, you want the application to
be protected with the most advanced clone protection schemes that can be supported by the existing RTEs at
the customer sites.

You can balance the security and reliability of your applications against the convenience of your customers by
choosing the appropriate value for the Minimum RTE/API Version configuration parameter in Sentinel LDK-
EMS. (For the License Generation API, this value is specified using the <minimum_rte_api_version> tag.) The
value that you choose determines:

> the minimum version of the RTE (for SL AdminMode licenses or HL keys with concurrency), and
> the minimum version of the Licensing APl libraries (for SL UserMode licenses)

that must exist on the end users’ machines that will receive the license update.

As aresult of the value that you choose:

> The licenses generated by Sentinel LDK-EMS (or the License Generation API) are compatible with your
existing customer base. Only newer security and reliability enhancements that can be supported on the end
users’ machines will be implemented.

> For SL licenses that include the Platform Default option, Sentinel LDK will use the most advanced clone
protection scheme that is supported by the value that you have selected. (For more information, see "Using
the "Platform Default" Scheme" on page 299.)

NOTE

> Regardless of the value you select for this parameter, users will need to upgrade their RTE
or Licensing APl libraries if the protected application uses specific functionalities that require
a later version of the RTE.

> |If you choose the value 8.11 for the Minimum RTE/API Version parameter, RTE version
8.11 must exist on the end users' machines.

Run-time Environment for Windows

The following options are available for distributing Sentinel LDK Run-time Environment for Windows operating
systems:

> Integrate installation of the Sentinel LDK Run-time Environment into your application’s installer using either of
the two options below:

* Sentinel LDK Run-time Environment Merge module

¢ Sentinel LDK Run-time Environment Installation API
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> Deliver either of the following Sentinel LDK Run-time Environment installation utilities to your end users:
e HASPUserSetup.exe: A GUl-based installer
* haspdinst.exe: Acommand-line utility

Each of these methods is described in greater detail in this section.

Sentinel LDK Run-time Environment Merge Module

The Sentinel LDK Run-time Environment installation is available as a merge module, in the file haspds . msm.
You can use the merge module to seamlessly integrate the Sentinel LDK Run-time Environment installation in
your MSl installation. Merge modules deliver shared Windows Installer components, code, files, resources,
registry entries and setup logic in a single, composite file.

I NOTE The haspds.msm merge module cannot be run as a standalone application.

When integrated with your MSl installer, the haspds . msm merge module copies the haspds windows.dll
into the Win32 system directory of the end user’s computer. The haspds windows.d11 is called by the MSI
module to install or uninstall the Sentinel LDK Run-time Environment.

The benefits of using the Sentinel LDK installation merge modules in a single unified MSl installer include:

> Providing end users with a single, compound file for your application that includes the Sentinel LDK Run-time
Environment installation

> Installation self-repair provided by reusing the MSl installer

A demonstration of the use of the haspds . msm merge module is provided. For more information, see "Sample
Merge Module Installer" on the next page.

Implementation Requirements

Before including the Sentinel LDK merge module in your installer, review the following requirements:
> The Sentinel LDK merge module require Windows Installer version 2.0 or later.

> To successfully execute the Run-time Environment installation, end users require administrator rights.
Ensure that this is accounted for in your installation scripts.

> Processes that require the Sentinel LDK Run-time Environment should not be active in the background when
installing the Run-time Environment.

> Before validating the WSM module, change the project properties to relate to your specific development
environment.

> Ifyouintend to apply a digital signature to your installer, ensure that you first adjust the properties in your
development environment.

> Before compiling the MSI project, change the path to external files to match your development environment
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Implementation of Sentinel LDK Merge Modules

Implementation of Sentinel LDK merge modules is a straightforward process that simply requires you to add the
.msm file containing the Run-time Environment installation to your MSI-compliant installer setup. After you have
created your MSl installer, the wrapped file automatically includes the Sentinel LDK installation merge module.

The haspds.msm merge module can be found in:

%ProgramFiles(x86)%\Thales\Sentinel LDK\API\Runtimelnstal\MSI

NOTE

> Do not alter the versioning data in the default merge module or in the MSI DLL sample.
> Do not alter any entity in the default merge module.

> When the Run-time Environment is already installed on a target machine:

* Ifyouinstall a version of haspds windows.dl11 thatis newer than the already-installed
haspds_windows.dl1, the installed DLL will be replaced with the new one.

* Ifanew versionof haspds windows.dl1l is the same as the previous version, the file
timestamp will be compared. If the version of the DLL that is being installed is equal to or
older than the existing haspds windows.d11, the DLL will not be replaced.

In any event, the haspds_windows.d11 will be executed.

Sample Merge Module Installer

A sample MSl installer containing the Sentinel LDK merge module is provided and should be reviewed before
implementing the haspds . msm merge module into your own installer.

The sample installer is a full MSl-installer containing the Sentinel LDK Run-time Environment installation merge
module and the required shared libraries for installing the Run-time Environment.

The sample installer does the following:
> Verifies that the user has the required administrator rights to install the Run-time Environment

> Stops arunning Sentinel License Manager service before the Run-time Environment is installed, and re-
starts the service after the installation is complete.

> Installs or removes Run-time Environment

The sample installer can be found in:

%ProgramFiles(x86)%\Thales\Sentinel LDK\Samples\Runtimelnstal\MSI
Before attempting to try the sample installer, review the following requirements:

> Administrator rights are generally required in order to install the Driver sample. However, it is possible for a
restricted user to install the Driver. For more information, see Microsoft Support Knowledge Base article #
259459 (http://support.microsoft.com/kb/259459/en-us).
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> You must change the resource path to your own environment in the project files (*.wsi, *.wsm) in order to
successfully compile the samples.

NOTE You canincorporate a branded DLL into the sample by replacing the name of the demo
DLL with the name of the branded DLL.

Sentinel LDK Run-time Environment Installer API

Use the Sentinel LDK Run-time Environment installer API to integrate the installation process into your custom
setup application. For additional information, see the separate help file in the Runtimelnstall directory described
above.

haspdinst.exe

haspdinst.exe is a command-line utility that installs the Sentinel LDK Run-time Environment. Following the
installation of Sentinel Vendor Suite, the file is located in:

%ProgramFiles(x86)%\Thales\Sentinel LDK\Redistribute\Runtime Environment\cmd Install

You can distribute this standalone application to your end users.

To install the Sentinel LDK Run-time Environment using haspdinst.exe:

> Atthe command-line prompt, type haspdinst -1i.

For more information and a full list of the available switches for the haspdinst.exe utility, see the Sentinel LDK
Installation Guide.

HASPUserSetup.exe

HASPUserSetup.exe is a GUI-based installation program to independently install the Sentinel LDK Run-time
Environment. Following installation of Sentinel Vendor Suite, the file is located in:

%ProgramFiles(x86)%\Thales\Sentinel LDK\Redistribute\Runtime Environment\Setup

This easy-to-use program has an intuitive GUI-based wizard. After your end users run the file, they should follow
the on-screen instructions to complete the Run-time Environment installation.

Run-time Environment for Mac

Distribute the Sentinel LDK daemons—aksusbd and hasplmd—to end users running protected and licensed
applications on Mac OS X platforms.

All the Sentinel LDK software for Mac that is required for distribution to end users is provided in the
MacOS/Redistribute/ directory on the Mac machine where you install Sentinel LDK files for Mac
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The options for distributing the Mac daemons to end users are described below.

Installation Using a Multi-Packager

The installation package can be integrated into any multi-package installer that includes the installation for your
own application. Include the Sentinel Runtime Installer.pkg in the mpkg.

To locate the Sentinel Runtime Installer.pkg:

1. Inthe MacOS/Redistributel directory, double-click Sentinel Runtime.dmg. The file opens.

2. Click the Install Sentinel Runtime Environment icon and select Show Original. The Packages window
opens and Sentinel Runtime Installer.pkg is displayed.

For additional information, see the welcome.rtf file provided in the MacOS/Redistribute/ directory.

Installation Using Installer Scripts

Installation scripts are provided in MacOS/Redistributel on the machine where you install Sentinel LDK files for
Mac. Open the directory and click Sentinel Runtime Installer Scripts.dmg. A new volume named

Sentinel Runtime Installer Scripts is mounted on your desktop. The volume contains dinst and dunst files
and the payload/ directory.

You can copy the files in the volume and integrate them in your customized installer. The scripts are not
configurable.

For additional information on using the scripts, see the ReadMe.html file provided in the Sentinel Runtime
Installer Scripts volume.

Run-time Environment for Linux

Distribute the Sentinel LDK daemons—aksusbd and hasplmd—to end users running protected and licensed
applications on Linux Intel and Linux ARM platforms. Without the daemons, the end user’s system will not
recognize the connected Sentinel protection keys, and the protected applications will not run.

All the Sentinel LDK software for Linux that is required for distribution to end users is provided in the
Linux/Redistribute/ directory on the Linux machine where you install Sentinel LDK files for Linux.

Using the Installer Scripts to Distribute the Sentinel LDK Daemons

Open the Linux/Redistribute/Runtime/script directory. The directory contains dinst (install) and dunst (uninstall)
scripts and the Sentinel LDK Run-time Environment.

You can integrate the scripts in your installer. The scripts are not configurable.

Using the DEB or RPM File to Distribute the Sentinel LDK Daemons
This option is available for Ubuntu, Debian, SUSE, CentOS, and RedHat Linux Intel.
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Open the Linux/Redistribute/Runtime directory. The directory contains the Sentinel LDK Run-time Environment
and the following files:

> For 64-bit Intel systems, Ubuntu or Debian: aksusbd_version_amd64.deb

\"

For 64-bit Intel systems, RedHat, SUSE or CentOS: aksusbd-version.x86_64.rpm
> For 32-bit ARM systems, Ubuntu or Debian: aksusbd_version_armhf.deb

> For 32-bit ARM systems, RedHat, SUSE or CentOS: aksusbd-version.armv7hl.rpm
> For 64-bit ARM systems, Ubuntu or Debian: aksusbd_version_arm64.deb

> For 64-bit ARM systems, RedHat, SUSE or CentOS: aksusbd-version.aarch64.rpm

Run-time Environment for Android

The protected Android application contains all required distribution files, including the Integrated License
Manager. No Run-time Environment is required.
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Sentinel License Manager is a component of Sentinel LDK that is located on each machine where a protected
application executes and on each machine where a protection key is connected. The License Manager enables
the protected application to locate and query the protection key that provides licensing authorization for the
protected application to operate.

In the most basic configuration, a single License Manager handles the communication between the protected
application and a local protection key. In more complex configurations, multiple License Managers may exist on
the machine where the protected application exists. These License Managers communicate among themselves
and among other License Managers on remote machines where network protection keys are located.

The License Managers provide the protected application with information about the availability of licenses (both
local and remote) and manage access to the licenses.

A user or an application can query and configure various aspects of the License Manager functionality. For
example, a user can determine where protection keys are located and can control from which machine a
protected application consumes a license.

Sentinel Admin APl and Sentinel Admin Control Center (a graphical user interface) are available to communicate
with the License Managers as described in this section.

NOTE For basic configurations, no customization of the License Manager is required at the
customer site.

In this section:

> "Types of License Managers" on the next page

> "Selection of the License Manager By the Protected Application" on page 191
> "License Manager Tools" on page 194

> "Managing User Access to Admin License Manager Information" on page 195
> "Managing Access to Standalone and Network Licenses" on page 197

> "Returning Network Seats to an SL License" on page 200

> "Working Directly With License Manager Configuration Files" on page 201

> "Configuring Detachable License Definitions" on page 206

> "Making Product Names Visible on the End User's Machine" on page 207

> "Loss of Connection With a Network License" on page 207
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Types of License Managers

Several types of License Managers exist, depending on the type of platform used.
> Integrated License Manager (Windows, Linux Intel, Linux ARM, Android)

The Integrated License Manager (Integrated LM) is included in the Sentinel LDK Licensing APl and in
applications that were protected using Sentinel LDK Envelope. A given instance of the Integrated LM is
dedicated to the protected application in which it is included.

The Integrated LM is able to directly handle local SL UserMode keys, local Sentinel HL (Driverless
configuration) keys. Admin rights are not required to install the Integrated LM.

The Integrated LM has no user interface. Under Windows, the Integrated LM can be managed with Sentinel
Admin API (described in "License Manager Tools" on page 194). Under Linux, the Integrated LM can be
configured manually as described in this section. Under Android, no configuration is required.

The Integrated LM can be upgraded by upgrading the Licensing API or by re-protecting the application with
the latest version of Sentinel LDK Envelope.

> External License Manager (Windows)

The External License Manager (External LM) is contained in a standalone file: hasp_rt.exe. The hasp_rt.exe
file must be placed in the same directory as the protected application. A given instance of the External LM is
dedicated to the protected application whose directory contains the hasp_rt.exe file.

The External LM is able to directly handle local SL UserMode keys, local Sentinel HL (Driverless
configuration) keys. (To handle SL UserMode protection keys, you must place your customized Vendor
library in the same directory as the protected application.)

The External LM has no user interface. However, the External LM can be managed with Sentinel Admin API.

Admin rights are not required to deploy the External LM. The External LM can be upgraded by simply
replacing the hasp_rt.exe file with a later version of the file.

NOTE Under certain circumstances, when a protected application fails, the External LM returns
network seats to the pool of available seats more quickly than the Integrated LM. For more
information, see "Returning Network Seats to an SL License" on page 200.

> Admin License Manager (Windows, Mac, Linux Intel/ARM)

The Admin License Manager (Admin LM) is included as part of the Run-time Environment. The Run-time
Environment also includes device drivers, data file encryption drivers, and Sentinel Admin Control Center,
which is the user interface for the Admin LM. The Admin LM can also be managed with Sentinel Admin API.

The Admin LM can manage Sentinel HL keys, SL Legacy keys, and SL AdminMode keys. Under Windows,
the Admin LM can also manage SL UserMode keys.
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Sessions for protection keys that are handled by the Admin LM are visible in Admin Control Center. Sessions

for SL UserMode keys are not visible.

The Admin LM must be present on machines where network protection keys are located.

The Sentinel LDK License Manager service must be active at all times on the machine where the Admin LM is
used. This service is started automatically when the machine is started.

Installation of the Run-time Environment on a computer requires administrator rights. No special rights are

required after the installation.

The table that follows summarizes the differences between the various types of License Managers.

Attribute

Supported platforms

Management tools

Requires admin rights for installation
Easily upgradable
Requires additional files

Supports Sentinel HL (Driverless
configuration) key

Supports Sentinel HL (HASP
configuration) key and HASP HL key

Supports SL AdminMode key and cloud
licensing

Supports SL UserMode key
Supports SL Legacy key

Supports network key on a license server
machine

Legend:

Admin License
Manager

Windows, Mac,
Linux Intel/ARM

Admin Control
Center, Admin API

Yes
Yes
Yes

Yes

Yes

Yes

Partial’
Yes

Yes

External License
Manager

Windows

Admin API

No
Yes
Yes

Yes

No

No

Yes
No

No

Integrated
License Manager

Windows, Linux
Intel/ARM, Android

Admin API
(Windows only)

No
No
No

Yes

No

No

Yes
No

No

1 - For more information, see "Display of Protection Keys and Sessions in Admin Control Center" on

page 212.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)

© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support

190


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 17: Sentinel License Manager

Selection of the License Manager By the Protected Application

This section describes how a protected application selects a License Manager when more than one type of
Sentinel LDK License Manager is available to the protected application.

Selection of License Manager Under Windows

On a Windows platform, two or more types of License Managers may be available to a protected application. The
application selects the License Manager based on the type and location of the protection key that contains the
required license. This section describes the process by which the License Manager that will directly access the
protection key is selected.

The Integrated LM is always present in a protected application. The External LM is optionally present also. One
of the two is always selected to directly access a local protection key or to hand off access requests to a local or
remote Admin LM.

The License Managers to directly and indirectly access the protection key are selected as follows:

1. The Integrated LM is selected if the External LM is missing or is an older version. Otherwise, the External LM
is selected.

2. Alocal SL UserMode key is always directly accessed by the selected Integrated/External LM.

3. Alocal Sentinel HL (Driverless configuration) key is directly accessed by the selected Integrated/External LM
if a local Admin LM is absent or is an older version than the Integrated/External LM. Otherwise, access
requests are forwarded to the local Admin LM.

NOTE If all of the following are true:
> A Network Seat license is installed on an HL (Driverless configuration) key.

> The HL key is located on the same machine as a protected application that consumes a
network seat.

> The local Admin LM is an older version than the Integrated/External LM.
The access attempt may fail with the error HASP_OLD_LM.

To ensure full functionality, Thales recommends that you install the latest RTE whenever you
update the deployed Integrated/External LM.

4. Access requests for other types of local protection keys are always forwarded to the local Admin LM.

5. When the protection key (of a type that supports network operation) is on a remote machine, the selected
Integrated/External LM handles communication directly with the Admin LM on the remote machine, even ifa
local Admin LM exists. However, if a local Admin LM exists and is active, the Integrated/External LM retrieves
the list of license server machines (if such a list exists) from the local Admin LM.
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The following diagram shows a graphical representation of the process by which the License Manager to directly

access the protection key is selected.

Protected Application

hasp_login(

Licensing
API

External
LM

Integrated
LM

Admin - @ ----- HL Driverless
M -
(local) SL AdminMode
------------ SL Legacy
HL HASP
Local Machine
Legend:

unless the External LM is not present.

(remote)

Any protection key

that supports
concurrency

Remote Machine

The External LM is selected unless the Integrated LM is a more recent version than the External LM or

For the Sentinel HL (Driverless configuration) key: The key is directly accessed by the Admin LM

unless the selected Integrated/External LM is a more recent version than the Admin LM, or unless the

Admin LM is not present.
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The following table provides a summary of which License Manager is selected to directly access each type of
protection key. Note that the Admin LM and External LM are not necessarily present in all cases.

Type of protection key that Location of License Manager selection priority (from highest to

contains the required license the key lowest)

Sentinel HL (Driverless Local 1. Admin LM (if the Admin LM is the same or a more

configuration) key recent version than the External LM and the Integrated
LM)

2. External LM (if the External LM is the same or a more
recent version than the Integrated LM)

3. Integrated LM

Sentinel HL (HASP Local Admin LM
configuration) or HASP HL key

SL Legacy key or SL Local Admin LM
AdminMode key

SL UserMode key Local 1. External LM (if the External LM is the same or a more
recent version than the Integrated LM)

2. Integrated LM

A protection key that supports Remote (Remote) Admin LM
concurrency

Selection of License Manager for Protected Data Files Under Windows

Selection of the License Manager for data files with licensing protection is determined by the location of the
protected application or the Web browser that is used to access the data files, and not by the location of the data
files. Therefore, the process for selection of the License Manager is the same as for any other protected
application on a Windows platform.

Selection of License Manager Under Mac

On Mac platforms, only the Admin LM is supported. For a local protection key, all access requests are handled
by the local Admin LM. For a remote protection key, the local Admin LM passes the access request to the Admin
LM on the remote machine where the protection key is located.

Selection of License Manager Under Linux

On Linux Intel and ARM platforms, selection of the License Manager is identical to the process for Windows
platforms, with one exception: the External LM is not supported and therefore cannot be selected.
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Selection of License Manager Under Android

On Android platforms, only the Integrated LM is supported. The Integrated LM handles all access requests for a
local protection key.

The Integrated LM can also consume a network seat from the Admin LM on a remote machine with a protection
key that supports concurrency.

License Manager Tools

Sentinel LDK provides two tools for working with License Managers:

> Sentinel Admin Control Center

> Sentinel Admin API

These tools provide the following functionality:

> Detach alicense from a network key and attach the license to your machine or to a different recipient machine
> Cancel a detachable license prematurely

> |Install an update (V2C file) to a license on a key that is visible to the Admin LM

> Break down a V2CP file to its component V2C files and then process each V2C file as described above.

> Generate a C2V file for a Sentinel SL key or a Sentinel HL (Driverless configuration) key that is visible to the
Admin LM

> Configure access permissions from a client machine to a remote license server machine
> Configuring a license server machine to allow remote access from a client machine

> Configure detachable licenses parameters and other License Manager parameters
I NOTE Most of the functionality listed above is relevant only for the Admin LM.

The table that follows indicates the differences between Sentinel Admin Control Center and Sentinel Admin API.

Consideration Admin Control Center Admin API
Interface Web-based graphical user interface Callable API functions
Target user Customer's end user or license Vendor software developer

administrator
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Consideration Admin Control Center Admin API
Types of License Admin LM (Under Windows, Mac,and > Under Windows: Admin LM,
Managers handled Linux Intel/ARM) Integrated LM, External LM

> Under Mac: Admin LM

Under Linux Intel/ARM: Admin LM,
Integrated LM

Each of these tools is described briefly below.

Sentinel Admin Control Center

Sentinel Admin Control Center is a customizable, Web-based, end-user utility that enables centralized
administration of Admin LMs and Sentinel protection keys.

Sentinel Admin Control Center is available under the Windows, Mac, and Linux Intel/ARM operating systems.

For more information, see "Sentinel Admin Control Center" on page 209.

Sentinel Admin API

Sentinel Admin API provides the functionality described above in the form of callable API functions. However,
Admin API can be used to access both Admin LMs (under Windows, Mac, and Linux Intel/ARM) and
Integrated/External LMs (under Windows only).

You can use Admin API to develop a custom application to replace Admin Control Center.

You can incorporate calls to Admin APl in your protected application. This gives you the ability, for example, to
make configuration changes in the License Manager each time the protected application executes. Such
changes are not dependent on the contents of the License Manager configuration file and, therefore, cannot be
modified by the user and are not necessarily visible to the user.

Sentinel Admin APl is also accessible in Sentinel LDK ToolBox.

For information regarding Sentinel Admin API, see the Sentinel Admin API Reference.

Managing User Access to Admin License Manager Information

Admin LMs can be accessed and modified by local and remote users on the network using Sentinel Admin
Control Center or (programmatically) Sentinel Admin API.
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NOTE

> This topic relates only to accessing information for an Admin LM, such as configuration
parameters or Product data. This topic does not relate to accessing local or remote licenses
with the Admin LM.

> No user access parameters exist for Integrated/External LMs. Information for these License
Managers is only available to users on the local machine where the License Managers are
installed.

By default, only a local end user is authorized to set access rights for the Admin LM on a given machine. Remote
users are blocked from accessing any local Admin LM.

Enabling or Disabling Access for Remote Users

The parameters in the table that follows relates specifically to remote users. If these parameters are set to
disable access for remote users, remote users will not be able to access Admin Control Center or Admin API for
the local Admin LM. These settings override any access level granted by other parameters described below.

Remote Access Using Admin Control Center — Using Admin API
Enabled/Disabled "Basic Settings" Configuration Page

Enable access for remote users Select the Allow Remote Access to ACC Set <accremote> to 1.
who are using Admin Control check box.

Center

Disable access for remote users Clear the Allow Remote Access to ACC Set <accremote> to 0.
who are using Admin Control check box.

Center

Enable access for remote users Select the Allow Remote Access to Admin Set <adminremote> to

who are using Admin API API check box. 1.
Disable access for remote users Clear the Allow Remote Access to Admin Set <adminremote> to
who are using Admin API API check box. 0.
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Setting the Access Level for Authorized Users

For information in each Admin LM, an authorized end user can set one of the following levels of access for local
and remote users who are employing Admin Control Center or Admin API:

Access Level Using Admin Control Center — Using Admin API
"Basic Settings" Configuration
Page

Allow all users to retrieve and modify all For the Password Protection Do not set a password, or

information. parameter, do not set a password, = use <adminpassnew> to
or change the password to null. change the password to

null.

Allow all users to retrieve all information. > Forthe Password Protection > Set<passacc>to 1.

Require a password to modify any parameter, select All ACC > Use

information. Pages. <adminpassnew> to
> Seta password. set a password.

Allow all users to retrieve all information > For the Password Protection > Set<passacc>100.

and to modify all information except for parameter, select > Use

Admin LM configuration parameters. Configuration Pages. <adminpassnew> to

Require a password to modify Admin LM > Setapassword. set a password.

configuration parameters.

NOTE The access level described in the table above applies to both local and remote users.
However, in practice, the access level is only relevant for remote users because any user that
can access the configuration file for an Admin LM can modify access rights manually.

Managing Access to Standalone and Network Licenses

A network license is Product license that supports concurrency. A network license is typically located on a
machine that is different from the machine where the protected application executes.

The following terms are used in this section:

license server A machine on which a network license is located. This machine also contains the

machine Run-time Time Environment. The Sentinel LDK License Manager service must be
active on this machine at all times. Multiple license server machines may existin a
network.

client machine A machine on which a protected application executes.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 1 97


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 17: Sentinel License Manager

When a protected application is launched, the License Manager on the client machine initiates a search for a
protection key that contains an appropriate Product license. (The client machine may contain more than one
License Manager. For more information, see "Selection of the License Manager By the Protected Application" on
page 191.)

The customer can configure the way the client machine locates the appropriate license. For example:

> The customer can configure the License Manager on the client machine or license server machines so that if
no license is found locally, the License Manager on the client machine can expand the search to include
license server machines in the same network.

> The customer may want to minimize the time required for a protected application to locate a network license.
This can be done by configuring the License Manager on each client machine to access a specific license
server machine.

> Anorganization may want to set up two or more license server machines in their network and control which
end user machines can access each license server machine.

Configuration of the search for a network license can be accomplished using either client-side configuration or
license server-side configuration (or any combination of the two).

NOTE The scope of the search by a protected application for a Product license on a protection
key may be limited by the following additional considerations:

> The Protection Key Search Mode specified for the protected application in Sentinel
LDK Envelope may limit the search to the local machine or to remote machines only.

> The Locking Type specified for the protected application in Sentinel LDK Envelope may
limit the search to specific types of protection keys.

> [fthe Sentinel Licensing APl is used in the protected application to log into a specific
Feature in a protection key, the login scope may apply a variety of parameters that limit the
search for the protection key.

The explanations in this section are based on the assumption that the parameters above are
configured to include widest possible scope of protection keys.

Client-side Configuration

NOTE When using client-side configuration, you must also configure the Admin LM on the
license server machine to allow remote access from client machines. In Admin Control Center on
the license server machine, select the configuration parameter Allow Access From Remote
Clients.

Use one of the following techniques to configure client machines:

> Use Admin Control Center (if available) on a client machine:
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Access the Configuring Access to Remote License Managers tab on the Configuration page. Select the
Allow Access to Remote Licenses option, and use the other parameters on the screen to specify how the
client machine should search for remote licenses.

To repeat the configuration on multiple client machines, see "Working Directly With License Manager
Configuration Files" on page 201.

Use Admin APl on a client machine:

Use the ContextNewScope() function to establish a context to the Integrated/External LM (or to the Admin
LM, if available). Configure which license server machines the client machine should access in order to locate
a license for the protected application. Use the <serveraddr> tag for this purpose.

To repeat the configuration on multiple client machines, see "Working Directly With License Manager
Configuration Files" on page 201.

Manually configure the client machine

You can use a text editor to create a Licensing Manager configuration file manually (or copy an existing one).
Indicate which license server machines the client machine should access in order to locate a license for the
protected application.

For more information, see "Working Directly With License Manager Configuration Files" on page 201.

License Server-side Configuration

NOTE When using license server-side configuration, you must also configure the Admin LM on
the client machine to search for remote licenses on license server machines. In Admin Control
Center on the client machine, select the configuration parameter Allow Access to Remote
Licenses.

Use either Admin Control Center or Admin API to configure license server machines.

To use Admin Control Center:

Use Admin Control Center on each license server machine to do one or both of the following:

>

Access the Configuring Access From Remote Clients tab on the Configuration page. Select the Allow
Access from Remote Clients option. In the Access Restrictions field, specify restrictions that limit which
remote machines can access the local Sentinel License Manager to consume licenses.

Access the Configuring User Settings tab on the Configuration page. In the User Restrictions field,
specify which users, which machines, or which user—-machine pairs can access licenses on the license server
machine.

To repeat the configuration on multiple license server machines, see "Working Directly With License Manager
Configuration Files" on page 201.
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To use Admin API:

On each license server machine:
1. Use the ContextNewScope() function to establish a context to the Admin LM.
2. Configure the Admin LM:
a. Use the <access_restriction> tag to allow or deny access from specific client machines or subnets.

OR

b. Use the <user_restrictions> tag to specify which users, which machines, or which user+machine pairs can
access the license server machine.

To repeat the configuration on multiple license server machines, see "Working Directly With License Manager
Configuration Files" on the next page.

Returning Network Seats to an SL License

A protected application that accesses a network seat from an SL license communicates with the Admin License
Manager that hosts the SL license using either its Integrated License Manager or an External License Manager
(see "Selection of the License Manager By the Protected Application" on page 191).

When the protected application consumes a network seat from the SL license, the network seat remains
allocated as long as the Feature in the application is logged in to the SL key. The network seat is returned
automatically to the pool of available seats when one of the following happens:

> The Feature logs out from the SL key (typically when the protected application exits normally).

> Thelogin session with the SL key times out due to lack of activity in the protected application. The timeout
interval (by default, 12 hours) is defined in the Admin License Manager using Admin Control Center.

> The login session with the SL key is closed by the License Manager because the protected application
terminated abnormally.

After normal termination or timeout, the session is closed immediately.
After abnormal termination:

> The session is closed immediately if the application uses the External License Manager or there is an Admin
License Manager on the same machine.

> The session is closed after 3 minutes when both of the following are true
* The application uses the Integrated License Manager (instead of the External License Manager).

e There is no Admin License Manager on the same machine.
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Working Directly With License Manager Configuration Files

License Manager configuration files can be modified using:
> Sentinel Admin API (for all types of License Managers)
> Sentinel Admin Control Center (for Admin API License Managers)

However, under certain circumstance it may be desirable or necessary to work directly with the configuration files
using a text editor, as described in this section.

License Manager configuration files do not exist on a given machine until one or more of the following occur:
> A user submits configuration changes in Admin Control Center.
> The writeconfig command is issued in Admin API to write configuration changes to the configuration file.

> A configuration file is created manually and placed on the machine.

Default Location of License Manager Configuration Files

This topic describes the location where each type of License Manager creates or expects to find its configuration
file.

For all types of License Managers, this location can be determined in Admin API by retrieving the value of the
configuration parameter <configdir>.

Admin License Manager

For the Admin LM on a given machine, the configuration file is called hasplm.ini. The pathname of the
configuration file is as follows:

> For Windows x64: % CommonProgramFiles(x86)%\Aladdin Shared\HASP\haspim.ini
> For Windows x86: % CommonProgramFiles%\Aladdin Shared\HASP\haspim.ini
> For Linux/Mac: /etc/hasplm/hasplm.ini

The full path name of the hasplm.ini file is displayed in the Diagnostics report in Admin Control Center (see the
INI File entry).

On a given machine, one hasplm.ini file exists for all software vendors who require the Admin LM on the
machine.

NOTE If you are using Windows in a language other than English, locate the directory in which
the common files are stored. (In English Windows, the Common Files folder).
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Integrated/External License Manager

For the Integrated LM or External LM, the configuration file is called hasp_vendorld.ini. (vendorld is the Vendor
ID associated with your Batch Code.) For each account under which a protected application executes on a given
machine, the file is placed in one of the following locations:

Type of
application

Windows
Desktop

Service (Local
Service
account)

X64 operating
system

Service (Local
Service
account)

x86 operating
system

Service
(Network
Service
account)

Linux

Android

Default Location

%LocalAppData%\SafeNet Sentinel\Sentinel LDK\

%systemroot%\SysWOWS&64\config\systemprofile\AppData\Local\SafeNet
Sentinel\Sentinel LDK\

%systemroot%\System32\config\systemprofile\AppData\Local\SafeNet Sentine/\Sentinel
LDK\

%systemroot%\ServiceProfiles\NetworkService\AppData\Local\SafeNet Sentinel\Sentinel
LDK\

$HOME/.hasplm

The INI file should be in the .hasplm/ directory in the application data directory as returned
by the Android getFilesDir() function.

The value returned by this function is typically /data/data/APP_NAME/files/ but the value
could be different, depending on the Android version and installation.

The Integrated/External LM also searches for configuration information from additional sources, in the following

order:

1. (Windows only) The License Manager search for the hasp_vendorld.ini configuration file in the following

locations:

a. directory where the protected application is installed.

b. the %ProgramData%\Safenet Sentinel\Sentinel LDK\ directory (for applications that were protected
with Sentinel LDK 7.6 or later).

This file must be created and maintained manually.
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If the hasp_vendorld.ini file is present in more than one of the locations described in this section, the
License Manager merges the information in the files. Preference for conflicting information is given to files
according to the following priority:

a. default location
b. application directory
c. the %ProgramData%\Safenet Sentinel\Sentinel LDK\ directory

For example: If files are present in the default location and in the application directory, and both files contain a
list of remote license server machines, the License Manager will search first for licenses in the list from the file
in the default location. If the two files contain conflicting configuration information, preference is given to
information from the file in the default location.

2. Ifthe Sentinel LDK License Manager service on the local machine is active and “broadcastsearch” is
enabled for the Integrated/External LM, the Integrated/External LM additionally uses the list of remote license
server machines from the Admin LM.

NOTE An application that is linked with the Borland C static library (that is, libhasp_windows
bcec_<vendorlD>.lib) does not access the Integrated/External License Manager configuration
file. As a result, only default settings are used by the License Manager in this instance.

Modifying License Manager Configuration Files Manually

You have the option of creating a configuration file manually. This would be typically done when:
> You want to distribute the same configuration parameters to many machines.

> You want to place a configuration file in the application directory. A configuration file in this location would be
shared by all users who run a protected application on a given machine.

The easiest way to create a configuration file is to copy an existing file that was created using one of the License
Manager tools and modify it to suit your requirements.

The configuration file does not have to contain any parameters for which you accept the default values. A typical
reason to create a configuration file manually is to specify a remote license server machine. In this case, the file
would contain the following entry:

serveraddr = remoteServerAddress
This parameter is described below in greater detail.

For multiple entries, place each entry on a separate line in the file.
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Additional License Manager Configuration Files Parameters

The table that follows describes configuration parameters that you can insert or modify in the configuration file for
any type of License Manager (unless noted otherwise).

Parameter Description

disable IPv6 Whether to disable IPv6 protocol. Possible values are:
0 — Do not disable IPv6 protocol. Default.
1 — Disable IPv6 protocol.

serveraddr Append specific machines that may be searched by the current machine for
remote Sentinel License Managers. Specify data as IP addresses (for example:
10.1.1.17), Broadcast addresses (for example: 10.1.1.255), or machine names (for
example: hkim001.ecomp.com). When using the IPv6 protocol, use the IPv6
address format. For example, specify FF02::1 to access all remote Sentinel
License Managers that are part of the default local group defined in the IPv6
subnet.

requestlog Whether to generate an access log file. Possible values are:
0 — Do not generate. Default.
1 — Generate.

errorlog Whether to generate an error log file. Possible values are:
0 — Do not generate. Default.
1 — Generate.

getinfo_uncached When the Getlnfo function or GetSessionlnfo function in the Sentinel Licensing API
retrieves information about remote keys, the information may be obsolete by
several minutes because of caching. (For example, the session/login counters may
not be current for several minutes.)
You can disable caching to deliver actual values. However, the additional network
request requires significantly more time to retrieve.
Possible values are:
0 — Enable caching. Default.
1 — Disable caching.

load_balancing Attempt to distribute licensing requests evenly by one of the following:
server — Prefer remote License Managers with fewer sessions. Default
container — Prefer remote keys with fewer sessions.
none — No preference.
Other priorities (license reuse, faster key preference, local key preference) always
override these setting.
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Parameter Description

broadcastsearch Whether to enable the current machine to search for remote Sentinel License
Managers on the local network via broadcasts. (Note that the broadcast uses a
random UDP source port. This may be an issue with certain firewalls.) If this option
is not enabled, every machine on the local network that is to be searched must be
specified with the serveraddr parameter (follows below).
Possible values are:
0 — Disable broadcasts.
1 — Enable broadcasts. Default.

emsurl The URL of a Sentinel LDK-EMS Service that is allowed to contact the Admin
License Manager. This URL is only required on machines from which the user will
access the Sentinel LDK-EMS Vendor Portal or Sentinel LDK-EMS Customer
Portal.
The default value is: http://localhost:8080/ems
However, if Sentinel LDK-EMS Service is located on a remote machine or if it uses
a different port number, the URL must be changed accordingly.
You can specify multiple emsurl parameters.

For example:

disable IPv6 =1
requestlog = 0
errorlog =1

getinfo uncached = 0
10.1.1.17

10.1.1.255

serveraddr

serveraddr

Additional License Manager Files

The table that follows describes additional directories and files that are created by the Admin License Manager
under Windows.

The directories and files can be found under the following path:
> For Windows x64: %CommonProgramFiles(x86)%\Aladdin Shared\HASP
> For Windows x86, under %CommonProgramFiles%\Aladdin Shared\HASP

> For Linux/Mac: /var/hasplm/

Directory Content

attached The Update/Attach function in Admin Control Center adds a copy of each V2C file that it

processes to this directory.
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Directory Content

detached On alicense server machine, the License Manager places a copy of each H2R file to this
directory when a Detach License action is performed.

rehosted When an SL key is rehosted from the current machine, a copy of the H2H file generated is
placed in this directory.

cancelled When a detached license is cancelled, a copy of the R2H file is placed in this directory on the
recipient machine.

Imid When Admin License Manager first detects the presence of License Managers on other
machines within the same network, it automatically adds an ID file to this directory for each
machine detected. The relevant ID file is used by the License Manager when a Detach
License action is performed.

The files in the attached, detached, rehosted, and cancelled directories are used for logging purposes only.
The user can delete these files if necessary.

The ID files in the Imid directory can be deleted. However, if the user later want to detach a license to one of the
machines, they will have to manually create the ID file for the recipient machine (using Admin Control Center)
and place the file in the Imid directory on the license server machine.

Configuring Detachable License Definitions

In Sentinel LDK-EMS, it is possible to flag network-based licenses for Features in Products that will be locked to
Sentinel SL keys as being detachable. This means that the Product license can be temporarily detached from a
pool of network seats and attached to a remote recipient machine for a specific period of time. At the end of the
detachment period, the license is automatically restored to the network pool. Prior to the expiration of the license,
it is possible to extend its detachment period, or to cancel the detachment and to return the license to the network
pool early.

NOTE Licenses cannot be detached unless this functionality is enabled as described in this
section.

You enable or disable the ability to detach licenses as follows:

> In Admin Control Center: In the Detachable License tab of the Configuration page.

> In Admin API: Using the <enabledetach> tag.

You can also specify criteria relating to the number of licenses that can be detached from the pool of network
seats and the maximum period for which the licenses can be detached. In Admin Control Center, you can specify
global settings for all Products, or click the Per-Product Settings button to customize settings for individual
Products. Global settings will also affect any Products for which individual settings have not been specified.
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The Diagnostics page in Admin Control Center on the recipient machine can be used to create a file that
containing the machine identity details. This information is required by Admin Control Center on the host
machine in order to identify the machine to which a detachable license will be attached.

Making Product Names Visible on the End User's Machine

When you burn the entitlement for a Product to a Sentinel HL key, the Product name is not necessarily visible in
Sentinel Admin Control Center or in Sentinel Admin APl on the machine where the Sentinel HL key is connected.
The Product name is visible if one of the following actions is performed:

> You send a V2C file containing an update for the Product. After the user applies the V2C file, the Product
name will be visible as long as the Sentinel HL key is connected to the same machine. (If the user moves the
key to a different machine, the Product name will not be visible on the new machine.)

> You export Product names from Sentinel LDK-EMS to an XML file, and place the file on the end user’s
machine.

To export Product names from Sentinel LDK-EMS to the end user’s machine:

1. In Sentinel LDK-EMS, click Developer > Export Catalog Definitions.

2. Inthe resulting screen, select the appropriate Batch Code. For Export File Type, select Metadata in Admin
Control Center format.

3. Click Export. The file vendorID.xml is saved.
4. On the end user’'s machine, do the following:

a. Stop the Sentinel LDK License Manager service. (This must be completed before you perform the next
step.)

b. Place the vendorID.xml file in the directory:

%ProgramFiles(x86)%\Common Files\Aladdin Shared\HASP\vendors\
(For Windows x86, use: %ProgramFiles%)\...)

c. Restartthe Sentinel LDK License Manager service.

To move Product names from one end user's machine to another:

> Copy the vendoriID.xml file from the source machine to the target machine using the procedure in step 4
above.

Loss of Connection With a Network License

A network-type protection key (HL or SL) that contains Features with concurrency typically does not reside on
the same machine as the protected application (the client machine).
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Under certain circumstances, the communication between the protected application and the protection key may
be lost. For example, the protected application may fail or the client machine may crash. As a result, the
protection key is left with an open session for a non-existent instance of the protected application. This reduces
the number of available network seats for the application in the license.

The Admin LM on the license server machine contains an automatic function that identifies instances where a
network protection key and the relevant protected application (on separate machines) have become
disconnected. When this situation occurs, the session times out after three minutes. At that point, the Admin LM
frees the network seat for re-use.

This functionality is completely automatic and requires no setup or configuration activities by the software vendor
or the end user.
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CHAPTER 18: Sentinel Admin Control Center

Sentinel Admin Control Center is a customizable, Web-based, end-user utility that enables centralized
administration of Admin License Managers and Sentinel protection keys.

Admin Control Center is designed to provide your end user’s system administrator with the means of managing
the use of your licensed software by members of the organization. Admin Control Center has been engineered in
a way that makes it both flexible and customizable. This makes Admin Control Center a useful add-on to your
protected application.

Following are some of the benefits of Admin Control Center:

> Web-based, meaning that it can be easily accessed from any Web browser. The administrator does not have
to be physically present at your end user’s site in order to manage the software licenses.

> Cross-platform capable, enabling it to be used on any platform on which a browser is available.

> Fully customizable, enabling you to change the displayed information, appearance and behavior so that it will,
for example, integrate seamlessly into other applications or match corporate styles. In addition, Admin
Control Center can be displayed in a variety of languages.

> Easy to use, meaning that it can be used with minimal configuration. In addition, the GUI is intuitive, enabling
the administrator to manage licenses without the need for a steep learning curve.

> Enables configuration and control of licenses in a network.
This section describes the functionality, configuration, and customization of Admin Control Center.

All of the functionality that is available in Admin Control Center can also be accessed from any program by calls
to the Admin API.

For more information, see "License Manager Tools" on page 194.

In this section:

> "Launching Admin Control Center" on the next page

> "Admin Control Center Interface" on the next page

> "Display of Protection Keys and Sessions in Admin Control Center" on page 212
> "Administrator’'s Workflow" on page 213

> "Configuration Considerations" on page 213

> "Diagnostics" on page 214

> "Customizing Admin Control Center Look and Feel" on page 215
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Chapter 18: Sentinel Admin Control Center

Launching Admin Control Center

Admin Control Center is installed as part of the Sentinel LDK Run-time Environment driver installation process.

Admin Control Center is launched by typing http: //<machine name or ip address>:1947inthe
address field of the browser. If you are accessing the Sentinel License Manager that resides on your own
machine, type: http://localhost:1947

NOTE Ensure that Sentinel LDK License Manager service is active on the machine where
Admin Control Center will run. If Admin Control Center Web pages do not display, see
"Troubleshooting" on page 340.

Admin Control Center Interface

When you launch Sentinel Admin Control Center, the Web interface displays a number of Administration Options
on the left of the page. The Admin Control Center help system provides information about the fields for each
option. Note that the options relate to Sentinel License Manager on the machine whose name or IP address
appears in the title bar of Admin Control Center.

Sentinel Admin Control Center

Admin Control Center Help

Sentinel Keys Welcome to the Admin Control Center. This application enablesyou to manage access to sothware licenses and Features, to control detachable licenses, to control sessions,
and to diagnese problems.

Hote: You can select the language in which Admin Control Center is displaved from the bottom of the Options pane

Products
= The Admin Contrel Center enables you te monitorthe following:
Festures + All the Sentinel protection keys that are currently available on the network server, including their identity, type, and location
« The number of users currently logged in te 3 protection key, and the maximum number of users allowsd to be simultaneously logged into that specific key
+ The Features to which each protection key allons access, and any restrictions that apply to the Feature
e « The userswho are currently logged inte a specific protection key, including detailed lagin information
essions
Hote: SL Userhode kews are onhy displawed for the local (Windowne) machine. SL Userddode keys are not displaved when the configuration parameter Do Mot Load
hasplmv.exe is selected
Updatesattach
#You can perform actions, such as:
s Detaching a license from the network and attaching itto your machine or a ditferent recipient machine
Asvess Leg . lling & detachable license p turel
» Installing an update to a license on a key that is visible inAdmin Contral Center
Configuration = rou can implement and manage cloud licensing.
> ¥ou can make basie configuration changes, ineluding:
Diagnostics

« Setting the display refresh time
+ Configuring access permissions fiom a elient mashine to a remote server, and configuring a server to allaw it to be remotely accessed
« Defining values for Productswith detachable licenses

 The Diagnostics page enables you te view system information related to the curent Sentinel License Manager, and to generate raports.

Related Topics
Cloud Licensing

Security Considerations
Sentinel Keys

Froducts

Features

Sessions

Updatesattach

Detach License

Cancel Detached License
Ancess Lag
Configuration
Diagnostics

Copyright @ 2020 Thales Greup. All rights teserved.
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The following options are available:

> Sentinel Keys enables you to identify which Sentinel protection keys are currently present on the network,
including locally connected keys.

> Products enables you to view a list of all the Base Products available on all Sentinel License Managers (local
and network). In addition, when a Product contains Features with detachable licenses you can see the
number of licenses for the Product that are currently available to be detached from the network and the
maximum duration for which they may be detached. This option also enables you to access the
Detach/Extend functions.

NOTE The Product name for Products that are licensed with Sentinel HL keys are not
necessarily displayed in Admin Control Center. For more information, see "Making Product
Names Visible on the End User's Machine" on page 207.

> Features enables you to view a list of the Features that are licensed in each of the Sentinel protection keys
that are currently present on the network, including locally connected keys. In addition, you can see the
conditions of the license, and the current activity related to each Feature.

> Sessions lists all the sessions of clients on the local machine, and those remotely logged in to
Sentinel License Manager on the local machine. You can view session data and terminate sessions.

> Update/Attach enables you to update existing licenses on a Sentinel protection key in the field and, in the
case of Sentinel SL keys, to attach a detachable license to a recipient machine. It also enables you to apply
identification details of an offline recipient machine to a host machine in order to create a file for a detachable
license.

> Access Log enables you to view a history of log entries for the server on which Sentinel License Manager is
running.

> Configuration enables you to specify certain operating settings for Sentinel Admin Control Center running
on the connected machine. You can set parameters relating to user access, access to remote
Sentinel License Managers, and access from remote clients. In addition, you can customize log template files
in terms of the data they return.

> Diagnostics enables you to view operating information for the Sentinel License Manager to which you are
currently logged in, to assist in diagnosing problems. You can generate reports in HTML format. This option
also enables you to view miscellaneous data relating to the use of the server on which Sentinel License
Manager is running.

For more information about the Diagnostics page, see "Diagnostics" on page 214.

> Help displays the Admin Control Center help system. Context-sensitive help is available within each of the
functions described above, by clicking the Help link at the top of the page.

> About provides information about the version of Sentinel License Manager.

> Country Flags enables you to change the language of the user interface. Click the flag of the appropriate
country for the language you require.
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Display of Protection Keys and Sessions in Admin Control Center

Information and sessions for protection keys that require the Admin License Manager (Admin LM) can be viewed
in Admin Control Center.

Typically, protection keys that are handled by the Integrated License Manager (/ntegrated LM) or External
License Manager (External LM) are located on a machine where the Run-time Environment (and therefore,
Admin Control Center) is not installed. As a result, there is no user interface available to display information
about the keys or License Manager sessions that use the keys.

However, if Admin Control Center is present on a given machine (even if it is not required):

> Under Windows, all protection keys that are connected to the machine can be viewed in Admin Control
Center.

> Some of the License Manager sessions for the keys can be viewed in Admin Control Center.

These points are described in more detail below.

Display of Protection Keys

The table that follows indicates which protection keys are displayed in Admin Control Center when the Run-time
Environment is installed on a given machine.

Operating System Keys That Are Visible in Admin Control Center

All HL keys SL AdminMode Keys SL UserMode keys
Windows Yes Yes Yes
Linux, Mac Yes Yes No

However, under Windows, certain conditions must be satisfied in order to view local SL UserMode keys in Admin
Control Center:

> The customized Vendor library for the relevant Batch Code must be present on the machine, under:
%ProgramFiles(x86)%\Common Files\Aladdin Shared\HASP

To ensure that the Vendor library is present in this location, do one of the following:

a. Generate the Run-time Environment installer using Sentinel LDK-EMS.
b. Place the Vendor file manually in the location.

> hasplmv.exe must be loaded by the License Manager service. This file is loaded by default. The file is not
loaded if the end user specifically enables the option in Admin Control Center to prevent this file from loading.

> Sentinel Run-time Environment must be version 7.60 or later.
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Display of Sessions

Sessions for all protection keys that are handled by the Admin LM are displayed in Admin Control Center, except
for the following:

> Sessions for local HL (Driverless configuration) keys are displayed in Admin Control only if the Admin LM
version is the same or later than the version of the Integrated/External LM.

> Sessions for SL UserMode keys are not displayed in Admin Control Center.

Administrator’'s Workflow

When you first launch Admin Control Center, the utility is preconfigured to run automatically. However, you may
want to customize it to your requirements and to specify users and their access permissions, and access
permissions between remote machines and local servers. Changes to the configuration of Admin Control Center
are made in the Configuration tab of the application.

The basic configuration changes that you can make include:

> Specifying a name for the local machine

> Enabling access from remote machines to the Admin Control Center web interface on the local machine
> Setting the display refresh time

> Defining how many rows of data will be displayed on a page

> Specifying the logs that are to be created and their content, and customizing information that will be displayed
in the log

> Setting an Admin password

Following the configuration set up, you can define:

> Users and their access privileges

> Access parameters to remote Sentinel License Managers

> Access privileges from remote client machines to a Sentinel License Manager on the current machine

Configuration Considerations

This section briefly describes the main configuration considerations for Admin Control Center.

Managing User Access to Admin Control Center

You can configure which users can access the Admin Control Center Web interface (or the Admin API) to view or
modify information regarding the Admin License Manager. For more information, see "Managing User Access to
Admin License Manager Information" on page 195.
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Customizing Log Parameters

You can specify whether Admin Control Center should create an access log and the data that should be included
in the log file.

Access the Edit Log Parameters page by clicking Edit Log Parameters in the Basic Settings tab of the
Configuration page.

Additional information about log file parameters is provided in the Admin Control Center help system.

Managing Access to Licenses in Admin License Manager

Managing Access to licenses in Sentinel License Manager is performed with the Users tab and Access from
Remote Clients tab in the Configuration page.

For more information, see "Managing Access to Standalone and Network Licenses" on page 197.

Searching for Sentinel License Managers

The Access to Remote License Manager tab in the Configuration page is used determine which locations to
include when the local Sentinel License Manager searches for remote Sentinel License Managers.

When you define criteria relating to the machines that may be searched for Sentinel License Manager, you can
choose to:

> Enable a “broadcast” that searches all machines on the local network
> Search the default local group in an IPv6 subnet
> Restrict the search to specific machines.

For more information, see "Managing Access to Standalone and Network Licenses" on page 197.

Diagnostics

The Diagnostics page enables you to view and extract operating information for the Sentinel License Manager to
which you are currently logged in, to assist in diagnosing problems. You can generate diagnostics reports in
HTML format.

Occasionally, it is necessary to create a file containing the machine identity details of a remote recipient
machine. This information is required in order for a host machine to identify which machine a detachable license
will be attached to. The Diagnostics page enables you to create this file for the local machine on which Admin
Control Center is running by using the Create ID File button.

Additional information about the data provided in the Diagnostics page is available in the Admin Control Center
help system.
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Customizing Admin Control Center Look and Feel

You can change the language, displayed information, appearance, and behavior of Admin Control Center so
that, for example, it will integrate into other applications or match your organization’s corporate styles.

The Admin Control Center user interface consists of HTML, GIF, and other files, which are located inside the
executable (EXE) file hasplms.exe. When you implement additional template sets, you must add themto a
fixed directory structure under the Sentinel LDK base directory.

NOTE As an alternative to customizing Admin Control Center, you can develop your own
interface to Admin Control Center functionality by using Sentinel Admin API. For more
information, see "License Manager Tools" on page 194.

To create a directory for a custom template:

1. Locate the templates directory inside the Sentinel LDK base directory. The location of the Sentinel LDK
base directory is as follows:

* For Windows x64: %CommonProgramFiles(x86)%\Aladdin Shared\HASP\

e For Linux or Mac: /etc/hasplm/

NOTE If you are using Windows in a language other than English, locate the directory in which
the common files are stored. (In English Windows, the Common Files folder).

2. Add <your_template_directory_name> to the directory. For example, using an English version of Windows
10, the full path is:

%ProgramFiles(x86)%\Common Files\Aladdin Shared\HASP\templates\my Templates

NOTE You can create multiple templates inside your templates directory.

Each time Sentinel License Manager is launched, the application reads the files in all the
directories (except .bak files). To expedite the launch time, it is recommended that you keep
the directories free of unnecessary files.

3. Restart the Sentinel License Manager.
OR
Call http://127.0.0.1:1947/action.html?reload _templates to reload the new template.

To verify your customized template, from a browser on your local machine, open:
http://127.0.0.1:1947/<yourTemplateDirectory>.
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Writing Templates
A template is an ASCII text file (typically HTML, but also XML, CSV, or other possibilities) that contains place
holders (tags) for variables that are inserted by the Admin License Manager when a request is made via HTTP.

In addition, the file may contain block tags that surround a block of text and tags, and generally iterate a list (of
Sentinel protection keys, Features, sessions, or other entities).

Forexample: {tagname}repeatingblock{/tagname}

The place holders are written as {placeholdername}. For a complete list of available place holder names,
their description and usage, see tagxref.txtin:

%ProgramFiles(x86)%\Thales\Sentinel LDK\Docs\Manuals & Tutorials\Admin Control Center Customization
(For Windows x86, in: %ProgramFiles%\...)

Not all tags work in every context, and some will have different values depending on how they are used. For
example, when {Iogincount}is used in a global context, it returns the total login count for the server. When
logincount isusedinside {devicelist}{/devicelist}, itreturns the login count for the currently-selected
Sentinel protection key. If logincount is used inside {featurelist}{/featurelist}, itreturns the login
count for the currently-selected Feature.

A special include tag is available—{#include "filename.ext"}—that will return the contents of a specific
file instead of a value. Includes (included files) must not be nested, and must not include a path (meaning that
included files must reside in the same directory as the template).

If a table displayed in a browser page returns *** illegal tag: xxx *** thetagis either unrecognized, or
is illegal in the current context.

In JavaScript, {placeholders} are replaced. To use an opening curly bracket {, without it being replaced or
generating an illegal tag error, ensure that a white space (space, CR, LF, or tab) follows the curly bracket. In this
case, it will be passed without modification.

To output something such as {thi s} without it being parsed, use the HTML notation for a curly bracket:
&#123;this}

For additional assistance, refer to the sample templates in the templates directory described above.

Default Templates and Samples

Three sets of template source code are provided:
> sample provides a very simple example of how to use templates and tags.

> csv provides an example for generating a comma-separated (.csv) file for importing to a spreadsheet or
database, or for processing by your own program. It produces a CSV list of all available Features.

> enis the complete English-language version of Admin Control Center, as included in the Sentinel License
Manager application (hasplms.exe). The template uses AJAX technologies to increase ease of use. For
translations, or creating a specific corporate identity, use this template set as a starting point.
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You can also incorporate some or all of the Sentinel Admin Control Center functionality into your own Web
application, possibly with the use of (i)frames or other methods.

Sample CSV Output

This section provides a sample CSV output. Such output is useful for tasks such as importing the data into
spreadsheets or databases.

Using a template such as:

c:\>type templates\csv\features.txt
{featurelist}{index}, {hhlid}, {featureid},
{priority},
{fileid}, {filetag},

"{local}", "{concurrtext}",

{logincount}, {loginlimit}, {sessioncount}{/featurelist}

The following output is produced:

c:\&gt;wget http://10.24.2.23:1947/csv/features.txt -0Of.txt &amp;
-=17:23:44-- http://10.24.2.23:1947/csv/features.txt

=&gt; “f.txt'

Connecting to 10.24.2.23:1947...

type f.txt

connected!

HTTP request sent, awaiting response... 200 OK

Length: 1,411 [text/plain]

1, 0x335918F1, 0x00000000, "local", "L", 0, OxFFCB, OxOB, 0, 0, O

2, 0x335918F1, 0x0000BEEF, "local", "LNS", 0, 0x1234, 0x0C, 0, 7, O

3, 0x335918F1, 0x00001357, "local", "L", 0, OxABCD, OxOB, 0, 0, O

4, 0x335918F1, O0x000CAFF1, "local", "L", 0, OxCAF1l, 0x0B, 0, 0, O

5, 0x335918F1, Ox000CAFF2, "local", "L", 0, OxCAF2, OxOB, 0, 0, O

6, 0x335918F1, 0x000000A1, "local", "LNS", 0, OxCAF3, 0x0C, 1, 7, 4

7, 0x335918F1, 0x000000A2, "local", "LNS", 0, OxCAF4, Ox0C, 0, 7, O

8, 0x335918F1, 0Ox0000BEEF, "local", "LNS", 0, 0x1235, 0x0C, 0, 7, O

9, 0x335918F1, O0x0000BEEF, "local", "LNS", 0, O0x1236, 0xO0C, 0, 7, O

10, 0x335918F1, O0x0000BEEF, "local", "LNS", 0, 0x1237, 0x0C, 0, 7, O

11, 0x335918F1, 0x0000BEEF, "local", "LNS", 0, 0x1238, 0x0C, 0, 7, O

12, 0x389ClFAB, 0x00000000, "local", "L", 0, OxFFCB, 0xO0B, 0, 0, O

13, 0x389C1FAB, 0x00012345, "local", "LNS", 0, OxAFFE, O0x0C, 0, 7, O

14, 0x389C1lFAB, 0x00055779, "local", "L", 0, OxBEEF, 0xO0B, 0, 0, O

15, 0x33C90F7A, 0x00011223, "10.24.2.17", "LNS", 0, OxAFFE, 0xO0C, 0, 7, O
16, 0x33C90F7A, 0x00097531, "10.24.2.17", "LNS", O, Ox1234, 0x0C, 0, 7, O
17, 0x33C90F7A, 0x00002FAC, "10.24.2.17", "LNS", 0, OxCAF2, 0xO0C, 0, 7, O
18, 0x33C90F7A, OxOOOAFFEE, "10.24.2.17", "LNS", 0, OxCAF5, 0xO0C, 0, 7, O
19, 0x33C90F7A, 0xO0O0ODFEED, "10.24.2.17", "LNS", 0, O0xCAF9, 0x0C, 0, 7, O
20, 0x33C90Fr7A, O0x000FFEO1l, "10.24.2.17", "LNS", 0, Ox00Al, Ox0C, 0, 7, O

Configuring Admin Control Center to Use Your Custom Template

After you have created your template, you want to be sure that Admin Control Center loads your customized
settings whenever it launches.

By default, when you enter http://[servername]:1947 in your browser, the internal factory default templates are
used. The URL is redirected to http./[servername]: 1947/ int _/index.html. The characters _int denote the
internal directory. If you replace _int with sample, the templates from the sample directory are used.
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To direct Admin Control Center to use your Custom Template:

1. Open Admin Control Center in your browser. By default, the application opens at this URL:

http://[servername]:1947/ int_/index.html

2. Inthe URL, replace _int_with the name of the custom template you wish to use.

3. Create a shortcut to the address of Admin Control Center with your template.

Using this process, multiple browser windows can use multiple templates simultaneously.

URL Redirections Using HTTP 302

Following is a list of sample URLs to which the browser is redirected when a specific URL is entered.

Note that you do not require this information for translation or simple layout changes in your template. However,
it is required if you are changing the logic of Admin Control Center (for example, by adding or removing pages, or

merging Admin Control Center functions into another application).

URL Entered

[server name]:1947
Provides a shortcut to the main Admin Control Center page

[server name]:1947/corporate.html
Automatically switches to the internal template. (_ini_) is set when no
template has been specified

[server name]:1947/csv/devices.txt
Does not change because the template (csv) and file name are specified

[server name]:1947/sample
Automatically redirects to the index.html file when no file name has been
specified

URL Displayed

[server name]:1947/_int_
/index.html

[server name]:1947/ int_
[corporate.html
[server

name]:1947/csv/devices.ixt

[server
name]:1947/sample/index.html

NOTE Itis sufficient to type only the URL of Sentinel Admin Control Center— it automatically

redirects to the index page.
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Part 5 - Licensing Business Models

In this section:

> "Sentinel LDK Licensing Business Models: Overview" on page 220 — Provides an overview of Sentinel LDK
Licensing business models.

> "Sentinel LDK Licensing Business Models: Description of Models" on page 223 — Provides a detailed
description of the various Sentinel LDK licensing business models that you can use to distribute your
software.



CHAPTER 19: Sentinel LDK Licensing
Business Models: Overview

In this section:
> "Introduction" below
> "Sentinel LDK Licensing" on the next page

> "Determining the Best Protection and Licensing Method" on page 222

Introduction

Today’s software industry is more competitive than ever. As with many other industries that once enjoyed
exceptionally high margins, software products are increasingly regarded as commaodities, with resulting
deterioration in both revenues and bottom line profits. To counteract these trends, software publishers and
vendors now see the need to change the way they market their products, to increase the value they offer their
customers and to better differentiate their offerings from the competition.

Licensing is among the most promising approaches for achieving more-competitive, value-based offerings.
Today, software publishers and vendors are seeking ways of moving away from the traditional model—based on
perpetual licenses and printed End User License Agreements—toward more flexible licensing business models.
New licensing tactics such as trialware, demoware, module- and feature-based licensing, rental, subscription,
network licensing—and combinations of these—enable software publishers and vendors to adapt to dynamic
markets by offering compelling products that target broader, more segmented markets.

Sentinel LDK is designed specifically to assist software publishers and vendors in pursuit of more competitive
product offerings. It not only offers the highest possible level of protection—both against illegal copying and in
securing critical intellectual property (IP)—it also enables rapid implementation of novel licensing and distribution
models, without the need for extensive engineering of product source code. This enables software publishers
and vendors to aggressively extend their market reach and penetration, without negatively impacting their
operating margins, to protect the bottom line.

This section describes a wide range of licensing strategies and models designed to provide end users with
greater value and additional options for purchasing software products. Using Sentinel LDK’s versatile abilities,
these strategies and models can be implemented immediately, and can serve as the basis for elaboration and for
creating new, tailor-made licensing business models.
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Sentinel LDK Licensing

Sentinel LDK offers a wide range of options and unprecedented flexibility for making and revising both licensing
and protection strategies. Virtually any licensing business model can be created—supported by the following
fundamental Sentinel LDK concepts, technologies and applications:

> Protect Once—Deliver Many—Evolve Often™

The process of protecting software is completely autonomous of marketing and licensing processes, so that
after protection has been implemented, diverse licensed products can be created without necessitating
changes in the code.

> Cross-Locking™

Using Sentinel LDK, the software vendor can choose the device to which the protected software and license
are locked—either to one of the many hardware-based Sentinel HL keys, or to a specific computer by means
of a versatile software-based Sentinel SL key. The required level of protection, the licensing business model,
and the manner in which the software will be accessed and used collectively determine the most appropriate
type of Sentinel protection key. Locking the license to a hardware-based Sentinel HL key provides the
strongest security.

> Sentinel Remote Update System utility (RUS utility)

The RUS utility provides a simple and secure method of remotely updating the licenses on deployed
Sentinel protection keys. Using the RUS utility, software vendors can renew, extend, revise or revoke a
license.

> LicenseOnChip® and UpdateOnChip

When a license is supplied on a hardware-locked Sentinel HL key, the licensing logic is embedded in the
key’s chip, employing Sentinel LDK’s patented LicenseOnChip technology. This practice ensures that
licenses are hardware-secured and effectively tamper-proof. Likewise, license updates are authenticated in
the key’s chip.

> Role-based licensing application

Sentinel LDK-EMS is a role-based application in which access to each type of task is restricted to authorized
personnel. Restricted access provides separation of business activities from order creation, license
manufacture and customer follow-up.

> \Versatile Implementation

Software protection can be implemented using the GUI-driven Sentinel LDK Envelope, the Sentinel Licensing
API, or a combination of both. The considerations for choosing a protection method are provided in
"Determining the Best Protection and Licensing Method" on the next page.

> Detachable Licenses
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A detachable license is available for Products that are locked to Sentinel SL keys in a network environment.
Such a license can be temporarily detached from the network pool for use on a remote recipient machine for a
defined period.

Determining the Best Protection and Licensing Method

Sentinel LDK offers two software protection methods that establish an inherent link between the protected
software, the license, and the intelligence contained in a specific Sentinel protection key.

> Envelope-based protection (automatic)

Sentinel LDK Envelope automatically wraps software in a protective shield and validates the licensing terms.
Sentinel LDK Envelope protection offers ease of use, short time-to-delivery, and anti reverse-engineering
features such as file encryption and anti-debugging. It is suitable for protecting compiled executables and
DLLs.

> API-based protection (automatic or customized)

Executables or specific functions are protected using Sentinel Licensing API calls that are embedded in the
software code. This protection method offers maximum flexibility, and compatibility with a wide variety of
development tools and operating systems. API-based protection can be based on predefined Sentinel LDK
functions and calls so that licensing terms are validated automatically, or can apply a customized license
validation mechanism in order to implement specialized licensing business models.

Most licensing business models discussed in this guide can be applied using either Envelope-based protection
or API-based protection. However, some specialized models require customized implementation using the
Sentinel Licensing API. Each licensing business model notes the appropriate method or methods.

NOTE To enhance the security of your application, when you choose an API-based protection
method, it is recommended that you also protect your application with Sentinel LDK Envelope.
You can do this using a dedicated Feature ID or with Feature ID 0, which is not linked to a
specific license.

For additional information, see "Preparing Your Sentinel LDK Licensing Plan" on page 96.

For information on which important licensing functionality is supported by the various types of protection keys,
see "Protection Key Attributes" on page 29. This will assist you in determining which types of protection keys can
be used for the various licensing business models described in this section.
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This section provides a detailed description of the many types of licensing business models that you can define

using Sentinel LDK.

The following table lists the categories and licensing business models available.

Category

"Evaluation Licensing Business
Models" on page 225

"Component-based Licensing Business
Models" on page 231

"Metered Licensing Business Models" on
page 235

"Locked Licensing Business Models" on
page 250

"Mobile Licensing Business Models" on
page 255

Licensing Business Models

"Trialware" on page 226
"High-security Time-limited Evaluation" on page 227
"Execution-limited Evaluation" on page 228

"Demoware" on page 230

"Module-based (Suites)" on page 232
"Feature-based" on page 233

"Time-limited Rental" on page 236

"Phased Rental" on page 237

"Micro-rental" on page 239

"Subscription" on page 240

"Pay-by-Peak Time (Peak Time)" on page 242
"Time-based Overdraft" on page 244
"Standard Counter" on page 245

"Phased Counter" on page 246

"Capacity (CPU/Memory/Disk)" on page 248

"Unlimited Activations for Integrators" on page 249

"Machine-locked" on page 251
"User-locked" on page 253

"Portable" on page 256
"Commuter" on page 257

"Software on a Key" on page 258
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Category Licensing Business Models

"Network Licensing Business Models" on | "Limited Concurrent End Users in a Network" on page 260
page 259 "Time-limited Concurrent End Users in a Network" on page 262
"Execution-limited Concurrent End Users in a Network" on
page 264

"Volume" on page 266

"Site" on page 267

"Sales Boosting Licensing Business "KickStart (Quick-delivery Grace)" on page 270

Models" on page 269 "Referral-based Sales" on page 272

"Automatic Sales Agent" on page 274

"Perpetual Licensing Business "Standard Perpetual" on page 277

Models" on page 276 "Perpetual Unlocked" on page 278
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Evaluation Licensing Business Models

Evaluation licensing business models are marketing tools for the software publisher, providing potential end
users with the opportunity to test software without making a financial commitment. An evaluation license can be
based on fully-functional trialware or on semi-functional demoware. The license can be limited by time or by
executions.

When a potential end user subsequently decides to purchase the software, the software vendor can offer any of
the paid licensing models described in this guide, with the appropriate key type and locking type. The software
vendor uses Sentinel LDK-EMS to create and produce the new license. The evaluation license is then
seamlessly converted to a purchased license at the end-user site, using the RUS utility.

The evaluation licensing business models described below are:
> "Trialware" on the next page

> "High-security Time-limited Evaluation" on page 227

> "Execution-limited Evaluation" on page 228

> "Demoware" on page 230
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Trialware

Sentinel LDK Creates a time-limited, software-based trialware license

Functionality

Software Distribution = > Physical package

Method

> Electronic distribution

Applicable Key Types @ Sentinel SL

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

Trialware is fully-functional software that is made available for a limited time period (typically between 1 and 90
days) or limited number of executions (typically 30) as a marketing tool. The software is protected with a
software-based license, so that it can be distributed both electronically—for example, via a Web site, and on
media such as a CD.

The time-limited trialware license does not use a dedicated Sentinel protection key and does not require
activation during the trial period. The license is linked to the machine on which the trialware is installed. After the
time period expires, the software can no longer run on that machine. However, it can be installed on other
machines, creating a super-distribution mechanism when the trialware is referred to others.

Implementation

1.
2,

Select your protection method:

Select the executable file that you want to license, and determine by which Feature ID it will be identified.

e Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

programmed with the license.

Create an Unlocked Product in Sentinel LDK-EMS, including the Feature IDs you defined.
Distribute your trialware with Sentinel LDK Run-time Environment.

When a fully-licensed product is purchased, provide the end user with the appropriate Sentinel protection key
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High-security Time-limited Evaluation

Sentinel LDK
Functionality

Software Distribution
Method

Applicable Key Types

Protection Method

Description

The time-limited evaluation software is distributed, protected with a Sentinel HL key for maximum security. Due
to the extra cost of providing software with a hardware-based Sentinel HL key, this evaluation method is suitable
for high-end software or for software with a high evaluation-to-purchase conversion rate.

Implementation

1.
2,

Manages the period over which your software can be activated

Physical package

v

\"

Sentinel HL Time
Sentinel HL NetTime
All Sentinel HL (Driverless configuration) keys except Sentinel HL Basic

Envelope-based automatic implementation

> API-based automatic implementation

Select the executable file that you want to license, and determine by which Feature ID it will be identified.

Select your protection method:

* Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

* API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

Create the evaluation Product in Sentinel LDK-EMS and define the expiration date for each Feature ID
included in the Product.

Distribute the evaluation software with a Sentinel HL key programmed with the license.

Create the licensed Product in Sentinel LDK-EMS and define the required licensing terms for each Feature ID
included in the Product.

When a fully-licensed product is purchased, update the Sentinel HL key using the RUS utility.
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Execution-limited Evaluation

Sentinel LDK Manages the maximum number of software executions
Functionality

Software Distribution > Physical package

Method > Electronic distribution

Applicable Key Types > All Sentinel HL keys except Sentinel HL Basic
Sentinel SL

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

Evaluation software that is restricted to a predetermined number of executions. The evaluation software can be
distributed with a Sentinel SL key—for example, via a Web site or on a demo CD. Alternatively, it can be
distributed with a Sentinel HL key, providing maximum security.

Using a Sentinel HL key for evaluation purposes is usually applicable for high-end software or for software with a
high evaluation-to-purchase conversion rate.

When distributing the evaluation software with a Sentinel HL key, the type of key provided must be compatible
with the licensing model that will subsequently be applied to the paid license. For example, if the paid license is a
rental license, the key used must be a Sentinel HL Time or Sentinel HL NetTime key or must be a Sentinel HL
key that supports V-Clock.

Implementation

1. Select the executable file that you want to license, and determine by which Feature ID it will be identified.

2. Select your protection method:

» Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

3. Create the evaluation Product in Sentinel LDK-EMS and define the permitted number of executions for each
Feature ID included in the Product.

4. Distribute the evaluation software with a Sentinel protection key programmed with the license.

5. Create the licensed Product in Sentinel LDK-EMS, defining the licensing terms for each Feature ID included
in the Product.
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6. When the end user purchases a fully-licensed product, update the Sentinel protection key using the RUS
utility.
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Demoware

Sentinel LDK Manages active and inactive software functionality
Functionality

Software Distribution
Method

\"

Physical package

\"

Electronic distribution

Applicable Key Types > All Sentinel HL keys except Sentinel HL Basic
Sentinel SL

\"

Protection Method API-based automatic implementation

Description

The demo version of the software is limited to a subset of the functions provided in the fully-licensed product.
Demoware can be distributed either with a Sentinel SL key (for example via a Web site or on a demo CD), or with
the superior protection of a Sentinel HL key.

Demoware provides prospective end users with limited software functionality, at no charge. Even if the end user
does not subsequently purchase the software, the demoware is not discarded, serving as a constant reminder
that more powerful functionality can be purchased, with your brand name at the forefront.

NOTE When distributing the demoware with a Sentinel HL key, the type of key provided must
be compatible with the licensing model that will subsequently be applied to the paid license. For
example, if the paid license is a rental license, a Sentinel HL Time or Sentinel HL NetTime key
must be used or the key must support V-Clock.

Implementation

1. Select the software functions that you want to license separately, and determine by which Feature ID they will
be identified.

2. Inyourcode, insert a Sentinel Licensing API Login call to the Feature ID.
3. Create two Products in Sentinel LDK-EMS:

* The demoware Product, including only those Feature IDs that are designated for the demoware. Define a
Permanent license for these Features.

* The fully-licensed Product, including the full set of Feature IDs. Define the required license terms for these
Features.

4. Envelope your software for additional security (optional).
5. Distribute the demoware.

6. When the end user purchases the software, send a Sentinel protection key programmed with the full license.
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Component-based Licensing Business Models

Often, software vendors do not want to sell all the software functionality as a single package, preferring to mix
and match components in order to create different offerings. Using Sentinel LDK, software vendors have
complete freedom to determine the granularity of licensed items, at the level of a specific functionality or
component, or at the level of an executable file.

The component-based models described below are:
> "Module-based (Suites)" on the next page

> "Feature-based" on page 233
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Module-based (Suites)

Sentinel LDK Functionality Manages licensing of individual executables

Software Distribution Method

\"

Physical package
> Electronic distribution

Applicable Key Types > All Sentinel HL keys except Sentinel HL Basic
> Sentinel SL
Protection Method > Envelope-based automatic implementation

> APIl-based automatic implementation

Description

Each module (executable file) is licensed separately. Assorted software can be bundled into a suite, including
software from other software vendors. The license for the entire suite is supplied on a single Sentinel protection
key.

Implementation

1. Select the executable files that you want to license separately, and determine by which Feature ID they will be
identified.

2. Select your protection method:

* Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

3. In Sentinel LDK-EMS:
a. Create one or more Products.

b. Include the required Feature IDs in each Product.

c. Define the appropriate license terms for each Feature—for example, the number of executions, expiration
date or concurrency.

4. Distribute your software suite with the appropriate Sentinel protection key programmed with the license.
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Feature-based

Sentinel LDK Manages licensing of separate functional components
Functionality

Software Distribution > Physical package
Method

\"

Electronic distribution

Applicable Key Types > All Sentinel HL keys except Sentinel HL Basic

\"

Sentinel SL

Protection Method API-based automatic implementation

Description

Software components or functionality are licensed separately, without necessitating changes in the code.
Feature-based licensing can be useful in many different scenarios.

>

Example 1: Basic Software with Add-ons
Your basic software is provided with a perpetual license. Additional features are licensed separately, and are
available at a charge.

Example 2: Software Levels
Different levels of your software are offered—for example, Student, Light, Standard, and Professional
versions. The protection method determines which components are active in each version.

Example 3: Customized Software
Your software is customized to display or hide functionality depending on the requirements of different end
users.

Example 4: Skins or Themes
The end user is able to choose from a selection of skins or themes, or a user-specific design is created and
applied.

Implementation

1.

Select the software functions that you want to license separately, and determine by which Feature ID they will
be identified.

In your code, insert a Sentinel Licensing API Login call to each Feature ID.
In Sentinel LDK-EMS:

a. Create one or more Products.

b. Include the required Feature IDs in each Product.

c. Define the appropriate license terms for each Feature—for example, number of executions, expiration
date or concurrency.
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4. Envelope your software for additional security (optional).

5. Distribute your software with the appropriate Sentinel protection key programmed with the license.
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Metered Licensing Business Models

In recent years, licensing business models that are based on usage, rather than providing an end user with
ownership of the software, have become more prevalent. These models all apply some form of metering, the
most common of which are rental (time-based) and execution (counter-based) metering. Some models require a
prepaid fee, while others enable payment for each use. The models in this section include:

>

>

Rental packages —Time-limited rental, phased rental, micro-rental, subscription.

In this group of models, the license is prepaid or paid on a monthly basis. When it expires, the end user can
only continue using your software by extending the license.

Pre-paid execution-based packages— Standard counter and phased counter.

The license provides a prepaid number of executions. When these have been consumed, the end user must
purchase a new package of executions.

Specialized packages— Capacity, pay-by-peak time, time-based overdraft, execution-based overdraft.

The metered models described below are:

>

>

"Time-limited Rental" on the next page
"Phased Rental" on page 237

"Micro-rental" on page 239

"Subscription" on page 240

"Pay-by-Peak Time (Peak Time)" on page 242
"Time-based Overdraft" on page 244
"Standard Counter" on page 245

"Phased Counter" on page 246

"Capacity (CPU/Memory/Disk)" on page 248
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Time-limited Rental

Sentinel LDK Manages the time period over which your software can be used
Functionality

Software Distribution > Physical package

Method > Electronic distribution

Applicable Key Types > Sentinel HL Time
> Sentinel HL NetTime
> All Sentinel HL (Driverless configuration) keys except Sentinel HL Basic
> Sentinel SL

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

The end user pre-pays a fee for a specific period of time, either for a predetermined number of days or
terminating on a predetermined expiration date.

End users can monitor the remaining time using Sentinel Admin Control Center, and can order a license renewal
before the license expires. License renewal is implemented using the RUS utility.

NOTE You can also specify a licensing period that is shorter than one day, as described in
"Micro-rental" on page 239.

Implementation

1.
2,

Select the executable file that you want to license, and determine by which Feature ID it will be identified.

Select your protection method:

e Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

* API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

In Sentinel LDK-EMS, create a Product that includes the Feature ID and define either an expiration date or
the number of days until expiration.

Distribute your software with the appropriate Sentinel protection key programmed with the license.

Renew the license remotely using the RUS utility.
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Phased Rental

Sentinel LDK Manages the time period over which your software can be used
Functionality

Software Distribution > Physical package

Method Electronic distribution

Applicable Key Types > Sentinel HL Time
> Sentinel HL NetTime
> All Sentinel HL (Driverless configuration) keys except Sentinel HL Basic
> Sentinel SL

Protection Method > Envelope-based automatic implementation

APIl-based automatic implementation

Description
The end user pays a monthly fee, with a phased pricing structure, which can be associated with an entire product
or a specific functionality. The transition from one phase to another is implemented using the RUS utility.

> Phase 1: Afraction of the regular usage price is charged (micro-payment) for a limited period of time. This
provides an incentive for the end user to enter into a rental agreement for use of the software. If payment is
not received for Phase 2, the license expires at the end of the defined time period.

> Phase 2 : The full monthly rental price is charged, for an indefinite time period.

Implementation
1. Select the executable file or software functions that you want to license, and determine by which Feature ID
each file or function will be identified.

2. Select your protection method:

* Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

NOTE To set the time limit for a specific functionality, apply API-based automatic
implementation. To set the time limit for an executable file, apply either Sentinel LDK Envelope-
based or Sentinel Licensing API-based automatic implementation.

3. In Sentinel LDK-EMS, create a Product that includes the Feature ID and define an expiration date or the
number of days until expiration of Phase 1.
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4. Distribute your software with the appropriate Sentinel protection key programmed with the license.

5. Subject to receiving payment for Phase 2 from the user, extend the license remotely using the RUS utility.
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Micro-rental

Sentinel LDK
Functionality

Software
Distribution Method

Applicable Key
Types

Protection Method

Description

Manages the time period over which your software can be used

> Physical package

v

Electronic distribution

Sentinel HL Time

Sentinel HL NetTime

All Sentinel HL (Driverless configuration) keys except Sentinel HL Basic
Sentinel SL

vV V VvV V

APIl-based automatic implementation

The end user purchases a predefined number of “usage hours.” When the hours are consumed, a new package

of hours is purchased.

Implementation

1. Select the executable file that you want to license, and determine by which Feature ID it will be identified.

2. Inyour code, insert a Sentinel Licensing API Login call to the Feature ID.

3. Determine what constitutes “active” for the purpose of counting usage and define this in your code, for

example:

* Your software window is focused and activity is detected.

* Your software is active, performing calculations, even if the window is not focused.

4. In Sentinel LDK-EMS, in the Protection Key memory, define the total number of software activity hours that

has been purchased.

5. Envelope your software for additional security (optional).

6. Distribute your software with the appropriate Sentinel protection key programmed with the license.

7. Using the Sentinel Licensing APl and the key’s built-in clock:

a. Calculate the accumulated active time.

b. Write the result to the Protection Key memory.

c. Verify that the accumulated time has not exceeded the number of purchased hours.

d. When the number of purchased hours is about to expire, display a warning message.

8. When payment is received for additional usage, renew the license remotely using the RUS utility.
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Subscription

Sentinel LDK Creates an unconditional license that can be updated remotely
Functionality

Software Distribution > Physical package

Method > Electronic distribution

Applicable Key Types > Sentinel HL Time
> Sentinel HL NetTime
> All Sentinel HL (Driverless configuration) keys except Sentinel HL Basic
> Sentinel SL

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

The end user pays a monthly subscription fee that covers the initial software package plus periodical updates. If
the end user does not renew the subscription, the basic package and all paid updates remain the property of the
end user. New updates are not provided.

Implementation
1. Select the executable file that you want to license, and determine by which Feature ID it will be identified.

2. Select the protection method for your software:

e Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

* API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

3. In Sentinel LDK-EMS, create a Product that includes the Feature ID for your initial software and define a
perpetual license for the Feature.

4. Create a component in your software that manages the installation of software updates, and assignita
Feature ID. Select and implement your protection method for that component (Sentinel LDK Envelope or
Sentinel Licensing API-based).

5. In Sentinel LDK-EMS, create a Product that includes the Feature ID for the update-installation component
and define an expiration date for that Feature.

6. Envelope your software for additional security (optional).

7. Distribute your software with the appropriate Sentinel protection key programmed with the license.
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8. During the subscription period, use the RUS utility to send updates to the subscriber. The updates are
handled by the update-installation component in your software. Optionally, use Sentinel LDK to encrypt the
update files so that the Sentinel protection key is required to decrypt them.

9. Continue sending updates as long as the end user’s subscription is valid.

10.When the end user renews the subscription, use the RUS utility to update the expiration date for the update-
installation component’s license.
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Pay-by-Peak Time (Peak Time)

Sentinel LDK Compares a value in the Protection Key memory with a value collected during
Functionality run-time
Software Distribution > Physical package
Method > Electronic distribution
Applicable Key Types > Sentinel HL Time
> Sentinel HL NetTime
> All Sentinel HL (Driverless configuration) keys except Sentinel HL Basic
> Sentinel SL
Protection Method APIl-based automatic implementation

Description

The end user purchases a predefined number of “usage units”. Differential charging is calculated according to
the hour of the day or the day of the week in which your software is used. When your software is used at peak
demand time, more “usage units” are consumed than at low demand time. This type of license might be

a

pplicable in an environment such as a learning facility, in order to encourage students to use resources at low

demand time.

Implementation

1.
2,

3.

Select the executable file that you want to license, and determine by which Feature ID it will be identified.

In your code, insert a Sentinel Licensing API Login call to the Feature ID.

Determine what constitutes “active” for the purpose of calculating usage and define this in your code, for
example:

a. Your software window is focused and activity is detected.
b. Your software is active, performing calculations, even if the window is not focused.

In Sentinel LDK-EMS, in the Protection Key memory, define the total number of “usage units” that has been
purchased and the pricing structure (number of “usage units” for each time unit and each rate).

Envelope your software for additional security (optional).
Distribute your software with the appropriate Sentinel protection key programmed with the license.
Using the Sentinel Licensing APl and the key’s built-in clock:

a. Calculate the accumulated active time for each separate rate.
b. Calculate the total number of “usage units” consumed.

c. Write the result to the Protection Key memory.
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d. Verify that the accumulated consumption has not exceeded the total number of “usage units” defined in
the Protection Key memory.

e. When the “usage units” are about to expire, display a warning message.

8. Using the RUS utility, replenish the pool of “usage units” when the license is renewed.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 243


https://supportportal.thalesgroup.com/csm?id=sentinel

Chapter 20: Sentinel LDK Licensing Business Models: Description of Models

Time-based Overdraft

Sentinel LDK Manages the time period over which software can be used
Functionality

Software Distribution > Physical package

Method Electronic distribution

Sentinel HL Time

Applicable Key Types >

> Sentinel HL NetTime
>

>

All Sentinel HL (Driverless configuration) keys except Sentinel HL Basic
Sentinel SL

Protection Method APIl-based automatic implementation

Description

A differential pricing structure is implemented, in which a nominal price is charged for use of your software until a

d
e

efined expiration date. Following expiration, a higher price may be charged for a limited period, to enable the
nd user to continue using your software until the license is renewed.

Implementation

1.
2,

3.

Select the executable file that you want to license, and determine by which Feature ID it will be identified.

In your code, insert a Sentinel Licensing API Login call to the Feature ID.

In Sentinel LDK-EMS, create a Product that includes the Feature ID and define either an expiration date or
the number of days until expiration. Include both the regular usage period and the overdraft period in the time
that you define.

Envelope your software for additional security (optional).
Distribute your software with the appropriate Sentinel protection key programmed with the license.
Using the Sentinel Licensing APl and the key’s built-in clock:

a. Calculate the time period.

b. When the regular usage period terminates, display a message informing the end user that the usage is
now subject to overdraft terms and state the expiration date of the overdraft period.

c. When the end user renews the license, billing includes payment for the overdraft usage in addition to the
license renewal.

d. After payment has been received, renew the license remotely using the RUS utility.
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Standard Counter

Sentinel LDK
Functionality

Software Distribution
Method

Applicable Key Types

Protection Method

Description

Manages the maximum number of software executions
> Physical package
> Electronic distribution

> All Sentinel HL keys except Sentinel HL Basic
> Sentinel SL

> Envelope-based automatic implementation
> API-based automatic implementation

The end user purchases a predefined number of software executions, which can be defined for your software or
for specific functionality. An execution-based license might appeal to end users who use your software or a
software functionality sporadically, and prefer to pay only when they actually run your software or use the

functionality.

End users can monitor the remaining executions using Sentinel Admin Control Center, and can order a license
renewal before the license expires. The license renewal is implemented using the RUS utility.

Implementation

1. Select the executable file or software function that you want to license, and determine by which Feature ID
the file or function will be identified.

2. Select your protection method:

* Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

NOTE To set a counter for a specific functionality, apply API-based automatic implementation.
To set a counter for an executable file, apply either Sentinel LDK Envelope-based or Sentinel
Licensing APIl-based automatic implementation.

3. In Sentinel LDK-EMS, create a Product that includes the Feature ID and define the number of executions.

4. Distribute your software with the appropriate Sentinel protection key programmed with the license.

5. Renew the license remotely using the RUS utility.
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Phased Counter

Sentinel LDK Functionality = Manages the maximum number of software executions

Software Distribution > Physical package

Method > Electronic distribution

Applicable Key Types > All Sentinel HL keys except Sentinel HL Basic
> Sentinel SL

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

The end user purchases a predefined number of software executions, which can be associated with all of your
software or a specific functionality. The pricing structure is phased, and the transition from one phase to another
is implemented using the RUS utility.

>

Phase 1: For a limited number of executions, the end user pays a fraction of the regular usage price (micro-
payment). This provides an incentive for the end user to start purchasing executions. If payment is not
received for Phase 2, the license expires when these executions have been consumed.

Phase 2: The end user pays the regular price for each software execution.

Implementation

1.

Select the executable file or software function that you want to license, and determine by which Feature ID
the file or function will be identified.

Select your protection method:

e Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

* API-based automatic implementation

In your code, insert a Sentinel Licensing API Login call to the Feature ID.

NOTE To set a counter for a specific functionality, apply APl-based automatic implementation.
To set a counter for an executable file, apply either Sentinel LDK Envelope-based or Sentinel
Licensing API-based automatic implementation.

In Sentinel LDK-EMS, create a Product that includes the Feature ID and define the number of executions
included in Phase 1.

Distribute your software with the appropriate Sentinel protection key programmed with the license.
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5. Subject to receiving payment for Phase 2 from the end user, replenish the number of executions remotely
using the RUS utility.
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Capacity (CPU/Memory/Disk)

Sentinel LDK Functionality Manages resource usage

Software Distribution Method = > Physical package

> Electronic distribution

Applicable Key Types > All Sentinel HL keys except Sentinel HL Basic
> Sentinel SL

Protection Method APIl-based automatic implementation

Description

License consumption depends on utilization of resources—for example, CPU usage or disk space. The more
resources the end user consumes, the sooner the license runs out. This type of license might be applicable in an
environment such as a learning facility, in order to limit the resources consumed by students.

Implementation

1.
2,

3.

© N o o

Select the executable file that you want to license, and determine by which Feature ID it will be identified.

In your code, insert a Sentinel Licensing API Login call to the Feature ID.

Determine the parameters for calculating software usage, and define them in your code, for example:
* CPU activity related to your software.

* Disk space usage each time a file is saved from your software.

In Sentinel LDK-EMS, create a Product that includes the Feature ID and define the license terms—for
instance, a perpetual license or a time-limited license.

In Sentinel LDK-EMS, in the Protection Key memory, define the capacity that has been purchased.
Envelope your software for additional security (optional).

Distribute your software with the appropriate Sentinel protection key programmed with the license.
Using the Sentinel Licensing API:

a. Calculate the accumulated usage.
b. Write the result to the Protection Key memory.
c. Verify that the accumulated usage has not exceeded the purchased capacity.

d. When purchased capacity has almost expired, display a warning message.

. When payment is received for additional usage, renew the license remotely using the RUS utility.
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Unlimited Activations for Integrators

Sentinel LDK Enables a vendor to easily distribute protected SDKs while using an alternate
Functionality method to monetize the product.

Software Distribution Electronic distribution

Method

Applicable Key Types Sentinel SL

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

In this scenario, you are licensing an SDK to an integrator who will include the SDK in a product that is sold to the
integrator's customers. You want to protect the SDK, and you want to enable end users who are buying the
integrator's product to easily activate the license for the SDK using a product key.

To simplify the activation process, you issue a single product key for the integrator that has been defined to allow
an unlimited number of activations.

To monetize your product, you generate a periodic report that indicates how many times the product key was
used to activate licenses during the billing period and charge the integrator accordingly.

Implementation

1. Select the executable file that you want to license, and determine by which Feature ID it will be identified.
2. Select your protection method:

» Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

3. In Sentinel LDK-EMS, create a Product that contains the Feature ID used in the protection phase of the
implementation. Ensure that the license terms enable locking to a Sentinel SL key.

4. Distribute your software with a Sentinel SL key product key that has been specified in the entitiement as
having unlimited activations.

5. Periodically generate a report that indicates the number of activations that were performed for the product
key. Use this report as the basis for billing the integrator.
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Locked Licensing Business Models

A locked license is limited to usage on a specific machine or by a specific end user.
The locked licensing business models described below are:
> "Machine-locked" on the next page

> "User-locked" on page 253
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Machine-locked

Sentinel LDK Creates an activation key that is locked to a specific machine
Functionality

Software > Physical package

Distribution Method  Eoctronic distribution

Applicable Key > All Sentinel HL keys except Sentinel HL Basic
Types > Sentinel SL
Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

The license can only be used on the machine on which it was installed. A machine-locked license can be
combined with any of the licensing models in this guide.

Implementation 1—Locking to a Sentinel SL key

This model is applicable when a Sentinel SL key provides sufficient security for your needs.

1. Select and implement the required licensing models.

2. Distribute your software using a Sentinel SL key. Sentinel SL keys are always locked to a specific machine.

Implementation 2—Combined locking to both a Sentinel SL key and a Sentinel
HL key

This model is applicable when you want to lock your software to a Sentinel HL key for enhanced security, and
also wants to use a Sentinel SL key to lock your software to a specific machine. The Sentinel SL key will require
remote activation.

1. Select the executable file that you want to license, and determine two Feature IDs by which it will be
identified. One Feature ID will be used to lock the license to the Sentinel HL key, and the other to lock the
license to the Sentinel SL key and the machine.

2. Select your protection method:

e Forcombined Envelope-based and API-based automatic implementation
Protect the executable file using Sentinel LDK Envelope , specifying one of the Feature IDs. In your code,
insert a Sentinel Licensing API Login call to other Feature ID.

e For API-based automatic implementation
In your code, insert Sentinel Licensing API Login calls to both Feature IDs.
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3. In Sentinel LDK-EMS, create two Products, one for each Feature ID. Define the license terms for both
Products—for example, an execution-based license or a time-limited license.

4. Burn a Sentinel HL key for one of the Products and create a Sentinel SL Product Key for the other Product.

5. Distribute your software with both Sentinel protection keys.

Implementation 3—Locking to a Sentinel HL key

This model is applicable when you want to lock the license to both a machine and a Sentinel HL key—but for
security reasons, the end user will not be able to activate a Sentinel SL key online.

This implementation requires a utility to be written that will collect the required identifiers from the machine before
or during installation of your software, and subsequently every time your software is run. The initial identifiers are
saved in the read-only memory of the protection key, and the run-time identifiers are written to the read/write
memory on the Sentinel HL key and validated against the initial identifiers.

NOTE Itis recommended that you contact Thales Sentinel Professional Services for a detailed
implementation plan.
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User-locked

Sentinel LDK
Functionality

Software
Distribution Method

Applicable Key
Types

Protection Method

Description

Compares end user data saved in the Protection Key memory with a value collected
during run-time

\"

Physical package
Electronic distribution

\"

v

All Sentinel HL keys except Sentinel HL Basic
Sentinel SL

\"

API-based automatic implementation

The license can only be run by a specific logged-in end user. A user-locked license ensures that only an entitled
end user can activate your software. This model can be particularly useful when your software resides on a
server, or is activated by a remote end user. A user-locked license can be combined with any of the licensing

models in this guide.

Implementation

Select and implement the required licensing model, and distribute your software with the appropriate
Sentinel protection key programmed with the license.

There are two ways to lock the key to a specific end user:

> Option 1: Predefined locking

Identification is based on the login user name defined in the operating system. Predefined locking enables a
number of authorized end users to access your software residing on a single machine.

a. When alicense is purchased, request the login user name of the end user for whom the license is

intended.

b. Use Sentinel LDK-EMS to save the user name to the Read-Only memory of a Sentinel protection key.

c. During run-time, read the user name from the machine, and use the Sentinel Licensing API to validate it
against the user name saved on the Sentinel protection key.

> Option 2: Password locking

During installation, the end user defines a user name and password, which are later required in order to log in
to your software. Password locking is less convenient for an end user, but provides extra security. When a
Sentinel HL key is used, your software can be installed on more than one computer, but can only be accessed
when the Sentinel HL key is connected.

a. During installation, request the end user to define a user name and password.

b. Use the Sentinel Licensing API to save the data to the Read/Write memory on the Sentinel HL key.
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c. During run-time, require the end user to log in, and validate the user name and password against the data
saved on the Sentinel protection key.
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Mobile Licensing Business Models

Many software vendors are looking for ways in which they can accommodate the growing trend towards a mobile
workforce. The models in this section provide options for mobile licenses.

The models described below are:
> "Portable" on the next page
> "Commuter" on page 257

> "Software on a Key" on page 258
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Portable

Sentinel LDK Locks the license to a hardware-based Sentinel HL key
Functionality

Software Distribution Physical package
Method

Applicable Key Types All Sentinel HL keys

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

Your software can be installed on any number of machines, providing flexibility, but can only run on the machine
to which the Sentinel HL key is connected.

Implementation

1. Select and implement the required licensing business model.

2. Distribute your software with the appropriate Sentinel HL key, programmed with the license.
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Commuter
Sentinel LDK Enables a network-based license to be detached to a separate machine while
Functionality locked to a Sentinel SL key
Software Distribution Electronic distribution
Method
Applicable Key Types Sentinel SL Net
Protection Method > Envelope-based automatic implementation
> API-based automatic implementation
Description

A license can be temporarily detached from a network pool—using Sentinel Admin Control Center—to enable
off-line use of your software. For example, when employees leave the office to work off site, they can take their
laptops with them and continue using the protected software locally.

Implementation

1. Select and implement the network concurrency licensing model, ensuring that the license can be locked to a
Sentinel SL key and that detachable licenses are enabled.

2. Distribute your software with a Sentinel SL key, ensuring that the system administrator at your end-user site
knows how to permit and manage detachable licenses.

3. Ifthe employee requires the detached license for less time than originally planned, the license can be
manually returned to the network pool before its expiration date.
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Software on a Key

Sentinel LDK Locks the license to a Sentinel HL Drive microSD key that also contains your
Functionality software

Software Distribution Physical package

Method

Applicable Key Types Sentinel HL Drive microSD

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

Both your software and the license are stored on a Sentinel HL Drive microSD key, providing maximal mobility.
The Sentinel HL Drive key contains up to 64 GB of flash memory on a microSD card in addition to the license
data memory, enabling all of your software to reside on the key. This method is applicable for software that can
be run from an external key without necessitating installation on a hard disk.

This method can be applied to all licensing business models for which a hardware-based key is used.

Implementation

1. Select and implement the required licensing business model.

2. Distribute your software on a Sentinel HL Drive microSD key, together with the software’s license.
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Network Licensing Business Models

Network licenses are designed for a network environment, in which the vendor’s software is run by multiple end
users or on multiple workstations. In such an environment, a single Sentinel protection key can be used to
protect and monitor usage of the vendor’s software across the network. Network licenses can be implemented in
conjunction with other licensing business models such as component-based or metering. A network license can
be concurrency-based, site-specific, or both.

The network licensing business models described below are:

> "Limited Concurrent End Users in a Network" on the next page

> "Time-limited Concurrent End Users in a Network" on page 262

> "Execution-limited Concurrent End Users in a Network" on page 264
> "Volume" on page 266

> "Site" on page 267
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Limited Concurrent End Users in a Network

Sentinel LDK Manages the number of concurrent software end users
Functionality

Software Distribution
Method

\"

Physical package

\"

Electronic distribution

Sentinel HL Net

Applicable Key Types >
> Sentinel HL NetTime
>
>

All Sentinel HL (Driverless configuration) keys except Sentinel HL Basic
Sentinel SL

Protection Method

\"

Envelope-based automatic implementation
> API-based automatic implementation

Description

A concurrency-limited network license limits the number of end users concurrently accessing the licensed
application in a network environment, preventing additional activations and unintentional piracy if the maximum
number of allowed concurrent licenses has been reached. The same license can be used by more than one end
user or workstation, so long as the total number of users remains within the concurrency limit.

Sentinel Admin Control Center provides the end users’ system administrator with the tools to track license users,
and to terminate an inactive session.

Implementation

1. Select the executable file that you want to license, and determine by which Feature ID the file or function will
be identified.

2. Select your protection method:

* Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

* API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

3. In Sentinel LDK-EMS:

a. Create a Product that includes the Feature ID, and define the license type as Perpetual.

b. Setthe concurrency counter to the required maximum number of concurrent licenses, and determine
whether concurrent instances will be counted for each station, each login or each process.
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TIP You can specify the number and type of concurrent instances each time a specific order is
created. This enables you to use the same Product to produce more than one license, each with
a different number of seats.

4. Distribute your software with a Sentinel protection key programmed with the license.
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Time-limited Concurrent End Users in a Network

Sentinel LDK Manages the number of concurrent software end users in a network and the time
Functionality period over which your software can be used

Software > Physical package

Distribution > Electronic distribution

Method

Applicable Key > Sentinel HL NetTime

Types > All Sentinel HL (Driverless configuration) keys except HL Basic
Sentinel SL

Protection > Envelope-based automatic implementation

Method > APIl-based automatic implementation

Description

A combined concurrency-limited and time-limited network license restricts both the number of end users
concurrently accessing the licensed application in a network environment and the period during which the
license is valid. The same license can be used by more than one end user or machine, so long as the total
number of users remains within the concurrency limit.

Sentinel Admin Control Center provides the end user’s system administrator with the tools to track license users,
and to terminate an unused session.

Implementation

1. Select the executable file that you want to license, and determine by which Feature ID it will be identified.
2. Select your protection method:

* Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

3. In Sentinel LDK-EMS:

a. Create a Product that includes the Feature ID, and define the expiration date or number of days until
expiration.

b. Setthe concurrency counter to the required maximum number of concurrent licenses, and determine
whether concurrent instances will be counted for each station, each login or each process.
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TIP You can specify the number and type of concurrent instances each time a specific order is
created. This enables you to use the same Product to produce more than one license, each with
a different number of seats.

4. Distribute your software with the appropriate network-based Sentinel protection key programmed with the
license.
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Execution-limited Concurrent End Users in a Network

Sentinel LDK Manages the number of concurrent software end users in a network and the

Functionality maximum number of software executions

Software > Physical package

Distribution Method 5 goctronic distribution

Applicable Key > Sentinel HL Net

Types > Sentinel HL NetTime
> All Sentinel HL (Driverless configuration) keys except Sentinel HL Basic
> Sentinel SL

Protection Method > Envelope-based automatic implementation

> APIl-based automatic implementation

Description

A combined concurrency- and execution-limited network license restricts both the number of end users
concurrently accessing the licensed application in a network environment and the total number of executions for
each license. The same license can be used by more than one end user or machine, so long as the total number
of users remains within the concurrency limit. The number of executions is calculated across the network,
regardless of which end user runs your software or on which machine it is run.

Sentinel Admin Control Center provides the end users’ system administrator with the tools to track license users,
and to terminate an unused session.

Implementation

1. Select the executable file or software function that you want to license, and determine by which Feature ID
the file or function will be identified.

2. Select your protection method:

» Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

NOTE If your protection method is feature-based, apply APl-based automatic implementation; if
your protection method is for each executable file, you can apply either Sentinel LDK Envelope-
based or Sentinel Licensing API-based automatic implementation.

3. In Sentinel LDK-EMS:
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a. Create a Product that includes the Feature ID, and define the maximum number of executions.

b. Setthe concurrency counter to the required number of concurrent licenses, and determine whether the
concurrent instances will be counted for each station, each login or each process.

4. Distribute your software with the appropriate network-based Sentinel protection key programmed with the
license.
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Volume
Sentinel LDK Enables a network-based license to be detached to a separate machine while
Functionality locked to a Sentinel SL key
Software Distribution Electronic distribution
Method

Applicable Key Types Sentinel SL

Protection Method > Envel ope-based automatic implementation

> API-based automatic implementation

Description

A volume license enables you to sell a pool of licenses to an organization, without requiring product activation on
every machine, while still enforcing the maximum number of installed workstations.

A license can be temporarily detached from the network pool to enable off-line use of your software. In this case,

a

client machine periodically detaches a time-limited license at predefined intervals—transparently to the end

user. The license is installed locally and remains usable even if the network connectivity is lost, as long as the
detachment is still valid.

Implementation

1. Select the executable file that you want to license, and determine by which Feature ID it will be identified.
2. Select your protection method:
e Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.
* API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

3. In Sentinel LDK-EMS, create a Product that contains the Feature ID used in the protection phase of the
implementation. Ensure that the license terms enable network concurrency, locking to a Sentinel SL key, and
detachable licenses.

4. Distribute your software with a Sentinel SL key for network use, ensuring that the system administrator at
your end-user site knows how to permit and manage detachable licenses.

5. Using the Sentinel Licensing API, implement the license’s detachment in the protected application. You may
wish to let the customer organization decide the detached license period and renewal intervals.
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Site

Sentinel LDK Locks the license to a specific domain, network, or subnet
Functionality

Software Distribution > Physical package
Method > Electronic distribution
Applicable Key Types > All Sentinel HL keys except Sentinel HL Basic
> Sentinel SL
Protection Method API-based automatic implementation
Description

A site license is a license that is locked to a specific domain, network, or subnet. A site license can be combined
with any of the licensing business models in this guide.

Implementation

1. Select and implement the required licensing business model.

2. Envelope your software for additional security (optional).

3. Distribute your software using the appropriate Sentinel protection key.

4. Tolock the Sentinel protection key to the license, collect the site identifier (domain, subnet or network) from
the customer. An identification value is written to the Sentinel protection key. The application then validates
the identifier every time your software runs.

5. There are two ways in which you can collect site-specific data and save it on the Sentinel protection key:

» Option 1: Site identifier collected prior to installation
Provides more security, but is less convenient for the customer.
When a license is purchased, send the customer a utility that collects the required site identifier from the
customer.
Use Sentinel LDK-EMS to save the identification value to the Read-Only memory of the
Sentinel protection key.
» Option 2: Site identifier collected during installation
Requires less interaction with the customer, but is less secure.
During installation, collect the site identifier from the machine on which your software is installed.
Use the Sentinel Licensing API to verify that there is no existing site identifier saved in the Read/Write
memory on the Sentinel protection key.
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If the memory does not contain an existing site identifier, save the value to the Read/Write memory on the
Sentinel protection key.

6. During run-time, read the site identifier, and use Sentinel Licensing API to validate it against the identification
value saved on the Sentinel protection key.
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Sales Boosting Licensing Business Models

The sales boosting licensing business models described below are:
> "KickStart (Quick-delivery Grace)" on the next page
> "Referral-based Sales" on page 272

> "Automatic Sales Agent" on page 274
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KickStart (Quick-delivery Grace)

Sentinel LDK Grants a grace period to use software until key is delivered
Functionality

Software Distribution > Physical package

Method > Electronic distribution

Applicable Key Types > All Sentinel HL keys except Sentinel HL Basic
Sentinel SL

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

Locking a license to a Sentinel HL key provides a higher level of security than locking to a Sentinel SL key, but
delivery of the Sentinel HL key to an end user can take time. This model enables you to electronically supply your
software with a quick-delivery license locked to a Sentinel SL (software) key (“KickStart license”) as soon as an
order is processed. For increased protection, you may choose to limit some software functions in the KickStart
license.

The KickStart license can be used as part of a two-phased sales model:
> Phase 1: The end user purchases your software, and a 30-day KickStart license with limited functionality is
supplied electronically.
I NOTE The KickStart license is typically defined for a period of up to 90 days.
> Phase 2: The Sentinel HL key, programmed with the full license (the “final” license), is delivered within 30
days. The end user replaces the KickStart license with the full license, using the RUS utility.

The KickStart license also serves as a super-distribution mechanism, since it will run for the grace period on any
computer on which it is installed.

Implementation

1. Determine which global Feature ID you will use for the KickStart license.

2. Select the software functions that you want to include only in the full license, and determine by which
Feature IDs each function will be identified.

3. Select a protection method and do one of the following:
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For Envelope-based automatic implementation:

1. Determine which global Feature ID you will use for the full license.

2. Create two executable files, one with limited functionality for the KickStart license, and the other with full
functionality for the full license.

3. Envelope each executable file separately, using the global Feature IDs you defined for the KickStart and full
licenses respectively.

For APIl-based automatic implementation:

1. Inyour code, insert a Sentinel Licensing API Login call to the global Feature ID for the KickStart license.

2. Inyour code, for each software function you want to include only in the full license, insert Sentinel Licensing
API Login calls to the appropriate Feature IDs.

In Sentinel LDK-EMS:

1. Create a Product that includes the global Feature ID for the KickStart license.

2. Select the Trialware/Unlocked Product attribute.

3. Distribute your software with Sentinel LDK Run-time Environment. Your software can run for a grace period of
30 days and can be installed on any other computer, for a 30-day period, as a super-distribution mechanism.

4. Create a Product that includes the full license Feature IDs.

5. Define appropriate license terms for each Feature.

NOTE If the full license is based on a metered licensing model, metering will commence only
when the full license is activated and not during the grace period.

6. Distribute your software with a Sentinel protection key programmed with the full license.
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Referral-based Sales

Sentinel LDK Creates an unlocked trialware Product that allows for unrestricted distribution of
Functionality the protected software

Software Distribution > Physical package

Method > Electronic distribution

Applicable Key Types > All Sentinel HL keys
> Sentinel SL

Protection Method

\"

Envelope-based automatic implementation

> API-based automatic implementation

Description

A bonus mechanism that encourages end users to serve as “promoters” for software they find useful. When an
end user refers software to someone and a purchase is made based on that referral, you give a bonus to the
referrer.

This model requires the creation of two vendor mechanisms:

> User data collection mechanism—You maintain an end-user database in which registered software
owners (referrers) are linked to potential users to whom the software was referred (referees). Data for the
database can be sent to you by either the referrer or the referee, using a variety of data collection
mechanisms. For example, data can be collected via a form displayed during software activation or on a Web
site.

> Bonus-granting mechanism—\When the software is purchased, your end-user database is queried. If the
purchase was made as the result of a referral, the referrer receives a bonus from you.

The following implementation guidelines describe how to set up the referral-based sales model, based on:
> Using trialware as the evaluation mechanism.
> Distributing the purchased software with a software-based Sentinel SL key.

> Collecting information from the referee during software activation.

Implementation
1. Create a trialware version of your software.

2. End users who have already purchased your software send the trialware to other potential users.

3. When a new user purchases your software—as part of your software activation process using Sentinel LDK
functionality—prompt the new user to provide you with the name and contact information of the end user who
referred your software to them.
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4. Reward the referrer.

NOTE This is a typical implementation. However, the referral-based sales model can also be
applied to other licensing business models, including those models that use a hardware-based
Sentinel HL key.
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Automatic Sales Agent

Sentinel LDK Functionality Manages module usage

Software Distribution Method = > Physical package
> Electronic distribution

Applicable Key Types > All Sentinel HL keys except Sentinel HL Basic
> Sentinel SL

Protection Method APIl-based automatic implementation

Description

When an end user purchases a subset of software modules, the sales staff is often requested to follow up the
purchase and to interest the user in additional modules. With Sentinel LDK, your software can serve as its own
automatic sales agent, providing the end user with the ability to work with additional modules and encouraging
purchase of any modules that are identified as being of interest to the end user. This model consists of a number
of phases:

> Phase 1: The end user purchases a subset of software modules. You supply a license that includes the option
to install additional bonus modules so that the user can experiment with them.

> Phase 2: The end user uses your software, including the bonus modules. Behind the scenes, your software
monitors and evaluates usage of the bonus modules.

> Phase 3: Once the usage threshold of a monitored module has been reached, the module is considered “of
value” and Sentinel LDK progressively restricts usage of that module. Concurrently, the Automatic Sales
Agent comes into effect, issuing pop-up messages encouraging the end user to purchase the module.

> Phase 4: When an end user purchases a license for an additional module, the license is seamlessly upgraded
at the end-user site, using the RUS utility, and the relevant bonus modules are changed to fully-licensed
modules.

Implementation
1. Determine which Feature ID you will use for global protection of your software.

2. Select the modules that you want to license separately, and determine by which Feature ID each of the
modules will be identified.

3. Inyour code, insert Sentinel Licensing API Login calls to all Feature IDs.

4. In Sentinel LDK-EMS, create a Product that includes only the global software Feature ID and define the
license terms.

5. Determine the parameters for gauging module usage, and define them in your code, for example:
¢ The number of times a monitored module has been activated during a time period
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¢ The accumulated usage time of a monitored module

* The number of clicks on an item in the user interface
6. In Sentinel LDK-EMS, in the Protection Key memory, define the usage threshold.
7. Envelope your software for additional security (optional).

8. Distribute your software with the appropriate Sentinel protection key programmed with the license for the
initial purchase, not including licenses for the bonus modules.

9. Using the Sentinel Licensing API:
a. Calculate the accumulated usage of the gauging parameters.
b. Write the result to the Protection Key memory.
c. Compare the accumulated usage with the defined threshold.
When usage of a bonus module passes the threshold, begin to implement the restrictions, for example:

* Progressively slow down the speed of the module as the time passes or as usage increases

* Progressively increase the number of Automatic Sales Agent pop-up messages as the time passes or as
usage increases

* Prevent the module from saving a snapshot of work that has been done

10.1n Sentinel LDK-EMS, create a Product that includes both the global software Feature ID and the Feature ID
for the module identified as being sellable, and define the license terms.

11.When the end user decides to purchase a license for a bonus module, update the license on the
Sentinel protection key to include the purchased module, using the RUS utility.
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Perpetual Licensing Business Models

The perpetual licensing business models described below are:
> "Standard Perpetual” on the next page

> "Perpetual Unlocked" on page 278
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Standard Perpetual
Sentinel LDK Functionality Creates an unconditional license

Software Distribution Method

\"

Physical package
> Electronic distribution

Applicable Key Types > All Sentinel HL keys
> Sentinel SL
Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

The traditional perpetual, unlimited licensing model can serve as a basis for other, more creative marketing
strategies, for example:

> Your software is initially supplied with a perpetual license. The end user purchases additional modules as
required.

> Theinitial release is supplied with a perpetual license. You plan to implement more sophisticated licensing
models with future releases.

> Alimited license (“bronze”) is converted to a perpetual license (“gold”) for additional payment.

Implementation

1. Select the executable file that you want to license, and determine by which Feature ID it will be identified.
2. Select your protection method:

» Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

3. In Sentinel LDK-EMS, create a Product that includes the Feature ID and define a perpetual license for the
Feature.

4. Use the RUS utility to update a license currently held by the end user with the new license.
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Perpetual Unlocked
Sentinel LDK Functionality Creates an unconditional unlocked license

Software Distribution Method

\"

Physical package
> Electronic distribution

Applicable Key Types > None

Protection Method > Envelope-based automatic implementation

> API-based automatic implementation

Description

When using an unlocked license, the application is protected against disassembly and modification, but the
license is not locked to a specific computer, and no licensing restrictions are applied.

Unlocked licenses are applicable for any of the following situations:

> You want to distribute the software as an Unlocked Product with no time limit (or with an extended time limit).
For example, you may want to allow users to access basic functionality as long as they want, with the option
to buy an upgrade later to access advanced functionality.

> You want to use a licensing system other than Sentinel LDK.

> Licensing is not an issue. For example, you are distributing medical equipment with embedded software.
Since the software is specific to your equipment, you are not concerned about the possibility of duplication of
the software.

Implementation
1. Select the executable file that you want to license, and determine by which Feature ID it will be identified.

2. Select your protection method:

* Envelope-based automatic implementation
Protect the executable file using Sentinel LDK Envelope, specifying its Feature ID.

e API-based automatic implementation
In your code, insert a Sentinel Licensing API Login call to the Feature ID.

3. In Sentinel LDK-EMS, create an Unlocked Product (Perpetual) that includes the Feature IDs that you want to
include in the unlocked license.
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In this section:

>

"Understanding the Sentinel LDK Master License" on page 281 — Describes the modules that are available
to software vendors in the Sentinel LDK Master license.

"Sentinel LDK Run-time Network Activity" on page 294 — Describes the type of network activity that occurs in
the communication between the Sentinel License Manager and a protected application, and between the
local Sentinel License Manager and remote Sentinel License Managers.

"Maximum Number of Features in a Sentinel HL Key" on page 297 — Describes considerations that
determine the maximum number of Features that can be contained in a Sentinel HL key.

"How Sentinel LDK Detects Machine Cloning" on page 298 — Describes the techniques employed by
Sentinel LDK to prevent unauthorized use of protected software when the virtual machine on which the
software is installed is cloned.

"How Sentinel LDK Protects Time-based Licenses With V-Clock" on page 320 — Describes the technology
used in Sentinel LDK to prevent a user from extending the duration of a software license that is locked to a
Sentinel SL key.

"How to Bundle Unlocked Products Manually" on page 323 — Describes how you can bundle Unlocked
Products for distribution without using Sentinel LDK-EMS.

"How to Optimize Performance for Sentinel LDK Run-time Environment" on page 325 — Describes how you
can optimize the performance in the Sentinel LDKRun-time Environment

"Upgrading Sentinel HL Keys" on page 326 — Describes how you can upgrade a Sentinel HL (HASP
configuration) key to a Sentinel HL (Driverless configuration) key or convert a Sentinel HL standalone key to
a network key.

"Protecting Applications in Linux Docker Containers" on page 331 — Describes how to protect applications
that execute in a Docker container under Linux.
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"Protecting Applications in Linux LXC Containers" on page 337 — Describes how to protect
applications that execute in an LXC container under Linux.

"Troubleshooting" on page 340 — Provides a checklist to help you solve some of the most
common problems that your customers might encounter when using the Sentinel HL keys. Also
includes a list of specific problems you or your customers may experience, together with the
solutions.

"Comparison Between Sentinel LDK-EMS and Sentinel EMS" on page 345 — Provides a
comparison of the functionality between Sentinel LDK-EMS and Sentinel EMS. This appendix
assists vendors who want to choose between these two products or who are considering
migrating from Sentinel LDK-EMS to Sentinel EMS.



APPENDIX A: Understanding the
Sentinel LDK Master License

/

This appendix describes the Sentinel LDK Master license. Its purpose is to assist you in understanding how your
Sentinel LDK Master license from Thales is implemented, and how to make decisions about your license update
requirements.

In this appendix:

> "Whatis the Master License?" on the next page

> "Where is the Master License Located?" on the next page
> "Updating the Master License" on page 283

> "Modules Summary" on page 283

> "Trial Licenses Provided With Sentinel LDK" on page 285
> "Licensing Concepts" on page 285

> "Product Activation Module" on page 286

> "New SL Key Pool" on page 286

> "Network Seats" on page 287

> "Unlocked Trialware Module" on page 290

> "Unlocked Unlimited Module" on page 291

> "V-Clock Module" on page 291

> "AppOnChip Module" on page 292

> "Advanced Data File Protection Module" on page 292

> "Channel Partner Module" on page 292

> "Reporting Module" on page 293

> "Cloud Licensing Module" on page 293
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What is the Master License?

The Sentinel LDK Master license entitles you to work with Sentinel LDK and all of its components, and to use
Sentinel LDK to protect and license your applications.

The Master license provide access to the basic functionality of Sentinel LDK. The Master license also contain the
following types of modules:

> Subscription

Sentinel LDK provides optional advanced functionality that adds value, simplifies operation, and increases
security for your applications.

Subscription modules grant you permission to use this advanced functionality for a period of time that is
defined in your subscription to each module.

Most Subscription modules are stored in the Sentinel LDK Master license. Modules that provide advanced
protection functionality for your applications are stored externally as described in "Where is the Master
License Located?" below

> Meters

For certain functions (such as creation of SL keys), you are charged per usage. For each function, you
purchase a pool of units, which are added to a meter for the function. A unit is subtracted from the meter for
each usage of the function. When the meter is close to depletion, you must purchase a new supply units to
refill the meter. You can also subscribe to access for any of these functions and receive an unlimited supply
for the function for the duration of the subscription.

Where is the Master License Located?

For Sentinel LDK-EMS hosted by Thales, the Sentinel LDK Master license is located on the Thales server where
your instance of Sentinel LDK-EMS is installed.

For Sentinel LDK-EMS on-premises, The Sentinel LDK Master license is located on your Master key. To
generate licenses, the Master key must be connected at all times to the machine where Sentinel LDK-EMS is
installed. (For more information on the Master key, see "Sentinel LDK Vendor Keys" on page 22.)

(If you use Sentinel License Generation API| to generate licenses, the Master key must be connected at all times
to the machine where the License Generation API runs.)

Modules that relates to protection of your application are located on your Developer key. This key must be
connected to the machine where Sentinel LDK Envelope runs.

You can view the modules on your Developer key in Sentinel Admin Control Center.

NOTE The Developer key and Master key can be accessed using a remote connection. For
more information, see the Sentinel LDK Installation Guide.
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Updating the Master License

For Sentinel LDK-EMS hosted by Thales, all maintenance of the Sentinel LDK Master license is handled by
Thales. If you want to refill the meter for a metered function or add a new module, you simply place an order with
your Thales customer representative.

For Sentinel LDK-EMS on-premises, you maintain your The Sentinel LDK Master license using Sentinel LDK-
EMS. You refill meters or add subscription modules to your Master key as described in "Maintaining Your
Sentinel LDK Master Key" on page 141.

You can view the modules in the Sentinel LDK Master license in Sentinel LDK-EMS (from Administration >
Master). You can also use Sentinel Admin Control Center to view all the modules in your Master license or
Developer key.

To add modules to your Developer key, you can use the Sentinel Master Key Update Utility:

1. From the Start menu, open Sentinel LDK. From the Sentinel LDK Launcher, select Additional Tools >
Sentinel Master Key Update Utility.

Use the utility to generate a C2V file for your Developer key.
Place your order and send the C2V file to Thales.

Thales returns a V2C file to you.

o &~ Db

Use the utility to apply the V2C file to your Developer key.

Modules Summary

This section summarizes the modules that are available for the Sentinel LDK Master license. The modules that
you purchase or subscribe to depend on your specific requirements.

To see information about the modules in your Sentinel LDK Master license: In Sentinel LDK-EMS, select
Administration > Master.

To see information about the modules on your Developer key, start Admin Control Center on the machine where
the Developer key is connected. In the navigation pane, click Sentinel Keys. In the entry for the Developer key,
click Features.

The following table lists the modules that can be included in a Sentinel LDK Master license or on a Developer
key. The table includes the Feature ID, which is sometimes used to refer to the module.
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Module Used For Value Location Feature ID
Advanced Data Advanced protection Subscription Developer key or 11
File Protection expiration date Master License
Module
AppOnChip Advanced protection Subscription Developer key or 10
Module expiration date Master License
Channel Partner Advanced channel Subscription Master License 12
Module partner functionality in expiration date
Sentinel LDK-EMS
Cloud Licensing License generation Subscription Master License 19
Module expiration date
Network Seats
HL Pool of Seats
License generation Number of seatsor = Master License 14
SL Pool of Seats sub.scrl.ptlon 4
expiration date
Value of Unlimited Fixed value 5
Seats
New SL Key Pool License generation Number of keys or =~ Master License 3
subscription
expiration date
Product Activation Sentinel SL protection Subscription Master License 2
Module key activation using expiration date
Sentinel LDK-EMS
Reporting Module Sentinel LDK-EMS Subscription Master License 6
report generation expiration date
Unlocked License generation Subscription Master License 7
Trialware Module expiration date
Unlocked License generation Subscription Master License 8
Unlimited Module expiration date
V-Clock Module License generation Subscription Master License 9
expiration date
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Trial Licenses Provided With Sentinel LDK

First-time users of Sentinel LDK receive the following trial licenses as part of the Sentinel LDK package:

Product Activation module 30 days
Reporting module 30 days
V-Clock module 30 days
AppOnChip module 30 days
Advanced Data File Protection module 30 days
Channel Partner module 30 days
New SL Key Pool 15 units
SL Pool of Seats 15 units
HL Pool of Seats 15 units

These are fully-functional licenses for Sentinel LDK, provided for the duration or number of units listed above.
Each module is described in this appendix.

Licensing Concepts

In the descriptions of the Sentinel LDK Master license model, the following concepts are used:

>

Unlocked Trialware Product: A Product that can be used as trialware, or during a grace period. Unlocked
trialware Products are not locked to a specific machine and do not require activation for a limited period.
Unlocked trialware Products typically have a duration of 30 to 90 days or 30 executions. This period can be
set to begin either from the date of first use of the application or from the date that the license was generated.
(The Unlocked trialware Product was formerly referred to as a provisional Product.)

Unlocked Unlimited Product: A Product that does not lock a protected application to a specific machine and
does not necessarily impose any licensing restrictions on the use of the protected application. The Product
can be granted a perpetual license or can be limited to any length of time that you choose. This enables the
vendor to use Sentinel LDK to protect the application, but use a different mechanism to license the application
(orimpose no license restrictions on the application).

Activation: The process in which an SL key is locked to a specific computer. Following Activation, the
protected software can be used on the end user's computer according to the license that was installed during
the Activation process.

For the list of Sentinel LDK license types, see "Assigning License Terms to Features" on page 102.

Concurrency: A licensing attribute that can be specified to allow a single protection key on a computerin a
network to be used by one or more instances of a protected application running on different computers in the
network.

Concurrency is defined separately for each Feature in a Product.
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Each instance of the protected application that can be used simultaneously is referred to as a network seat
(or a floating license).

Network seats are not assigned to specific users. Instead, the concurrency attributes specify how many
instances (network seats) of the Feature in protected application can be used simultaneously within the
customer’s network. The customer purchases a specific number (or an unlimited number) of network seats.

For example: A customer purchases 10 network seats for the Basic Feature and 5 network seats for the
Advanced Tools Feature for a protected application. As a result, 10 end users can run the application and use
the Basic Feature simultaneously. 5 of these users can also use the Advanced Tools Feature simultaneously.
All the users must be part of the network where the protection key is located.

Management of the license in the network is controlled using the Sentinel License Manager.

For more information about concurrency, see "Specifying the License Terms for Features in a Product" on
page 108.

Product Activation Module

Sentinel LDK provides a mechanism to easily perform interactive license updates on an end user’s machine.
This is accomplished by generating a Product Key for an entitlement in Sentinel LDK-EMS and providing this
code to the end user. The end user accesses the Sentinel LDK-EMS Customer Portal over the Internet and
enters the Product Key. Sentinel LDK-EMS then retrieves the necessary information about the end user’s
machine or existing license and completes the process to update the license on the user’s machine. (This
process can also be accomplished in program code using Sentinel LDK-EMS Web Services.)

This mechanism is typically used to activate an application on the end user’s machine (that s, to lock an SL key
for the application to the machine), although the mechanism can be used for other types of license updates.

To use the Product Key mechanism to update an SL key, you must have the Product Activation module in your
Sentinel LDK Master license. The Product Activation module is either perpetual or issued for a limited time
period. This depends on your purchase plan or subscription plan for Sentinel LDK. For more information, consult
with your Thales sales representative.

The Product Activation module is not required if you only want to use use the Product Key mechanism to update
HL keys.

New SL Key Pool

Each time a new SL key is created for a given machine at a customer site, an SL key unit is consumed from the
New SL Key Pool in the Sentinel LDK Master license.

A new SL key is created in these situations:

> Anend user submits a Product Key for your software for the first time for a given machine. End users can
submit a Product Key online, or they can request and receive an activation file to apply manually.

> You use Sentinel License Generation API to generate a license code for the first time for a given machine.
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To create new SL keys, you may need to purchase a pool of SL key units. (This depends on your purchase plan
or subscription plan for Sentinel LDK.)

When the New SL Key Pool is low, you purchase additional SL key units (if required by your plan). You can
configure Sentinel LDK-EMS to send notifications when the pool reaches a predefined threshold, to ensure that
you never run out of SL key licenses for your software. For additional information about configuring notifications,
see the Sentinel LDK-EMS User Guide.

When you purchase SL key units, Thales adds an extra 10% to the number of units provided, to compensate for
situations in which an SL key unit should not have been deducted from your Sentinel LDK Master license. (For
example, if a customer’s hard disk drive fails and the customer must reinstall the software on a new disk drive or
a different computer, you may choose to provide an additional activation even though the customer did not
purchase a second license.)

If there are no SL key units remaining in your Sentinel LDK Master license (and your purchase plan or
subscription plan requires that you purchase SL key units), you will not be able to perform an activation that
installs a new SL key on a machine.

Network Seats

Network seats are required to enable users to run your software concurrently in a network environment when
your Product is licensed with a Sentinel SL key or Sentinel HL concurrency-enabled key. (Network seats from
your Sentinel LDK Master license are not required when your Product is licensed with a Sentinel HL Net or
NetTime key.) When you enter an order for your customer: For each Feature in the Product, you specify whether
concurrency is enabled for that Feature, and the number of instances (network seats) that are supported.

Your Sentinel LDK Master license contains the pools of network seats described below. To enable concurrency
for Features, you may need to purchase network seat units for the appropriate pool in your Sentinel LDK Master
license (if required by your purchase plan or subscription plan).

> SL Pool of Seats

Each time a customer activates your software, the number of concurrent instances that you included in the
Product is deducted from the SL Pool of Seats on your Sentinel LDK Master license.

> HL Pool of Seats

Each time you burn or update an HL key for a Product with concurrency, the number of network seats that you
add to the key is deducted from the HL Pool of Seats on your Sentinel LDK Master license.

If a Product contains a number of Features that have different concurrency attributes, and the number of network
seats that are provided for the Features differs, the total number of seats deducted from your Sentinel LDK
Master license is that of the Feature with the highest number of seats.

When the number of network seats remaining in the relevant pool on your Sentinel LDK Master license is low,
you replenish it by purchasing additional network seats (if required by your plan). You can configure Sentinel
LDK-EMS to send you notification when the number of seats remaining reaches a predefined threshold, to
ensure that you never run out of network seats for your software.
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You do not require network seats on your Sentinel LDK Master license if you do not intend to enable
concurrency.

How New Activations and Update of Your Software Affect the Pool

When your protected application is first activated at the customer site or when you burn an HL key for a Product
with concurrency, Sentinel LDK examines which Feature in the Product contains the greatest number of
concurrency instances. The number of concurrent instances defined in that Feature is deducted from the SL or
HL pool of seats. (The concurrency in all other Features is ignored.)

For the Sample Product in the graph below, the customer purchased as follows:
> For the Print Feature: 12 network seats

> Forthe Save Feature: 5 network seats

> For the Export Feature: 6 network seats

The Print Feature has the greatest number of concurrent instances. Therefore, when the Product is activated, 12
network seats are deducted from the pool.

Later, the customer decided to purchase additional network seats or additional Features in the protected
application. For the sample Product in the graph below, the customer purchased as follows:

> For the Print Feature: 3 network seats

> Forthe Save Feature: 11 network seats

> Forthe Export Feature: 5 network seats

> Forthe Reports Feature: 13 network seats

Sample Product - Number of Network Seats for Each Feature
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When you fulfill the order, Sentinel LDK calculates the number of seats to deduct from your pool of seats as
follows:

1. Sentinel LDK determines which Feature had the greatest number of seats until now—in this case, the Print
Feature with 12 seats.

2. The number of additional seats required for each Feature for the update order is added to the original number
of seats that the customer purchased. The chart above indicates the total number of seats that the customer
now has.

3. Sentinel LDK determines which Feature now has the greatest number of seats—in this case, the Save
Feature with 16 seats.

4. The number of seats for the Print Feature that the customer had already purchased is deducted from the new
total number of seats for the Save Feature (16 total seats - 12 already-purchased seats = 4).

5. The remainder (4) is the number of seats that is deducted from the pool of seats.

The customer purchased 13 seats for the Reports Feature in the update. However, the Save Feature has the
highest accumulated number of seats. Therefore, only the Save Feature is considered when Sentinel LDK
calculates the number of seats to deduct from the pool of seats.

NOTE A Feature with unlimited seats is regarded as having the value defined for the Unlimited
Concurrency licensing parameter as described below.

Unlimited Concurrency

Your Sentinel LDK Master license contains a licensing parameter called Unlimited Concurrency (also referred
to as Value of Unlimited Seats). WWhen you specify the concurrency value for a license as “unlimited” (for
example, to create a “site” license), Sentinel LDK deducts the number of seats specified for licensing parameter
from the HL pool of seats or SL pool of seats. This is typically 100 seats.

Given the following scenario:

> A customer purchases 75 network seats for a Feature in a Product.

> Later, the customer purchases unlimited network seats for that Feature.

> The Unlimited Concurrency licensing parameter is set to 100 network seats.

Sentinel LDK charges this as an addition of 25 network seats. The pool of seats is decremented accordingly.
NOTE If you set or increase the number of network seats to a value greater than the Unlimited

Concurrency value, the network seats pool will be decremented according to the value you
specify. This charge may be greater than the value set for Unlimited Concurrency.
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Additional Information

>

When you purchase seats, Thales adds an extra 10% to the number of seats provided. This is intended to
compensate for situations in which you reduce the number of seats at a customer site, or cancel a license on
a computer on which Sentinel License Manager is located in order to activate on a different computer.

Once network seats have been consumed from the pool of seats, there is no action that will return the seats to
the pool. Reducing the number of seats in a Product license or formatting an HL key that contains network
seats does not return the seats to the pool. However, in certain circumstances, network seats that were
erased will be restored to a license or HL key without being consumed again from the pool of seats:

» Ifthe number of seats in a Product license is reduced but then later increased (to the same number as
before or higher), the earlier reduction is taken into consideration. Only seats (if any) that are beyond the
original number will be consumed from the pool of seats.

* Ifan HL key with network seats is formatted, the seats are lost. However, the original seats are restored
without charge if the same Feature that owned the seats is later re-written to the HL key. Only additional
seats (if any) beyond the original number will be consumed from the pool of seats.

The activation of a new license whose terms include concurrency will decrement both the New SL Key pool
and the SL pool of seats.

If the terms of a new license include more seats than exist in your pool of seats, your customer will not be able
to activate the license (if seats are required by your plan).

In a Modification Product, if you add concurrency to the license terms by specifying concurrency as 0, one
network seat will become available for consumption in the following circumstances:

* The original license did not contain this Product, or

* The original Product on which the Modification Product is based did not contain any Features (for
example, a memory-only Product), or

* The original Feature license terms were defined for local use only (no concurrency).

Depending on the type of key, this network seat will be consumed from either the SL Pool of Seats or HL
Pool of Seats in the Sentinel LDK Master license and will be added to the Sentinel SL key or Sentinel HL
(Driverless configuration) key. (Not relevant for Net or NetTime keys)

In all other cases, specifying 0 does not affect the number of seats consumed and does not change the
license in the Sentinel SL or HL key.

Unlocked Trialware Module

An unlocked trialware Product is a Product with an unlocked license that can be used for a relatively short period

before the license expires. A protected application with an unlocked trialware license can be installed and
operated on any number of computers. To continue using the application after the license expires, the user must
purchase a production license. You can define the unlocked trialware Product so that the Product can be used

either up to an absolute expiration date or for the defined number of days starting from the date of first use.
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To define unlocked trialware Products with a duration of up to 90 days or up to 30 executions, you must purchase
or subscribe to the Unlocked Trialware module for your Sentinel LDK Master license. (For extended durations,
see the Unlocked Unlimited module, described below.)

NOTE The use of the Execution Count license type for Unlocked Products is only supported
when working with Sentinel License Generation API. This license type is not available in Sentinel
LDK-EMS.

The ability to create and distribute trialware Products is included in the Sentinel LDK — Demo and Starter packs.
Vendors who want to experiment with Sentinel LDK can learn first-hand about unlocked trialware Products.

The maximum duration or maximum number of executions that you can define for any Feature in an Unlocked
Product depends on the modules you have purchased or subscribed to for your Sentinel LDK Master license. For
more information, see "Defining Unlocked Products" on page 113.

Unlocked Unlimited Module

The Unlocked license is for vendors who want to use Sentinel LDK to protect their applications against reverse
engineering (by using Sentinel LDK Envelope) but do not require a traditional locked license.

An Unlocked license is similar to an unlocked trialware license. A protected application with an Unlocked license
can be installed and operated on any number of computers. However, an Unlocked license can grant a perpetual
license or a license for any length of time or any number of executions with no restrictions.

To generate Unlocked licenses, you must purchase or subscribe to the Unlocked Unlimited module for your
Sentinel LDK Master license.

NOTE If you purchase or subscribe to the Unlocked Unlimited module, you can also create and
distribute unlocked trialware Products without the need to purchase or subscribe to the Unlocked
Trialware module.

The maximum duration or maximum number of executions that you can define for any Feature in an Unlocked
Product depends on the modules you have purchased or subscribed to for your Sentinel LDK Master license. For
more information, see "Defining Unlocked Products" on page 113.

V-Clock Module

V-Clock is a virtual clock that is available in Sentinel SL keys and in all Sentinel HL (Driverless configuration)
keys except for Sentinel HL Basic keys. V-Clock is for vendors who want to use time-based licenses to protect
their applications but do not want to provide a Sentinel HL Time key or Sentinel HL NetTime key. (These keys
contain a real-time clock.)
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The use of V-Clock with Sentinel SL keys and most Sentinel HL keys does not require a special license.
However, to generate time-based licenses that depend on V-Clock in Sentinel HL Pro keys, you must purchase
the V-Clock module for your Sentinel LDK Master license.

For more information on V-Clock, see "How Sentinel LDK Protects Time-based Licenses With V-Clock" on
page 320.

AppOnChip Module

AppOnChip functionality provides significant protection for applications by moving code fragments from the
application code to a Sentinel HL (Driverless configuration) key. This creates a strong binding between the
protected application and the presence of the protection key, and limits reverse engineering of the protected
code to black box analysis only.

The AppOnChip module is not required for applications that are licensed using Sentinel HL Max, Time, NetTime,
Net, and Drive keys. For applications that are licensed using Sentinel HL Basic keys or Sentinel HL Pro keys, an
annual or perpetual AppOnChip module must be obtained from Thales.

The AppOnChip module is typically placed on your Developer key. (For details, see "Updating the Master
License" on page 283.) The key that contains the AppOnChip license must be connected to the machine where
Sentinel LDK Envelope or Sentinel Data Protection utility runs.

Advanced Data File Protection Module

The Version 2 data protection mode in Sentinel LDK Envelope and in Sentinel LDK Data Protection utility
enables you want to apply licensing protection to data files. This capability enables you to license data files in the
same manner that you license application. For more information, see "Protecting Data Files" on page 76.

The Advanced Data File Protection module is required by Sentinel LDK Envelope and Sentinel LDK Data
Protection utility when you select the Version 2 data protection mode. You typically place this module on the
Developer key. (For details, see "Updating the Master License" on page 283.)

Channel Partner Module

Basic functionality (associating an entitlement with a channel partner) does not require any special Sentinel LDK
Master license modules. However, to use advanced channel partner functionality, you must obtain the Channel
Partner module for your Sentinel LDK Master license.

The Channel Partner module is required to perform the following tasks:

> Designate a user of Sentinel LDK-EMS as a Channel Partner user and associate the user with a specific
channel partner.

> Loginto Sentinel LDK-EMS by a Channel Partner user.

> Associate a channel partner with a Product.
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NOTE Before obtaining the Channel Partner module, you must prepare the Sentinel LDK-EMS
database and resolve any conflicts caused by customers that are associated with multiple
channel partners. For more information, see "Modifying the Sentinel LDK-EMS Database for
Advanced Channel Partner Functionality" in the Sentinel LDK Installation Guide.

Reporting Module

The Reporting facility provides software vendors with the ability to produce real-time reports with valuable
business information. The Custom Reports facility enables vendors to design their own reports to extract
valuable information from the Sentinel LDK-EMS database.

Using the Custom Reports feature, managers can design reports to obtain data for analyzing how their software
is used, the purchasing preferences of their customers, and information for profiling prospects and existing
customers. The information can also be leveraged to maximize revenues from license renewals and to turn trial
users into buyers.

The Reporting facility includes both predefined reports and the Custom Reports facility. Use of predefined
reports does not require a specific license. However, use of the Custom Reports facility requires the Reporting
module. This module is typically issued for a specific amount of time.

The ability to define, generate and view custom reports is included in the Sentinel License Development Kit —
Demo and Starter. Vendors who are experimenting with Sentinel LDK can learn first-hand about the Custom
Reports facility.

For information on the Reporting facility, see "Generating Sentinel LDK Reports" on page 150.

Cloud Licensing Module

Sentinel LDK provides an alternative for software-based licensing called cloud licensing. This model is based on
the software-based protection keys, but provides an extension to the traditional model. Using the cloud licensing
model, a protected application uses an identity string to log in to the SL license hosted on a vendor-managed or a
customer-managed license server machine.

For information on cloud licensing, see "Cloud Licensing" on page 153.

To generate and update SL licenses that grant license access based on identity strings, your Sentinel LDK
Master license must contain the Cloud Licensing module and the Product Activation module.

NOTE If cloud licensing is enabled in Sentinel LDK-EMS or Sentinel License Generation API,
all license updates to SL keys will enable cloud licensing for the keys and will allow users (in the
customer-hosted implementation) to freely manage their identities.
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APPENDIX B: Sentinel LDK Run-time Network
Activity

/

This appendix describes the type of network activity that occurs in the communication between:

> an application (protected using Sentinel LDK) and the local Sentinel License Manager (referred to as “local
communications”).

> the local Sentinel License Manager and one or more remote Sentinel License Managers (referred to as
“remote communications”).

Details regarding local communications and remote communications are provided on the pages that follow.

This section is intended to assist IT managers who want to understand how run-time activity on the network may
impact the way they set up their network rules and policies.

Sentinel LDK communicates via TCP and UDP on socket 1947. This socket is IANA-registered exclusively for
this purpose.

In this appendix:
> "Local Communications" below

> "Remote Communications" on the next page

Local Communications

Local
Communications

Sentinel
Protected Licanse
Application * > Managar
=
5 HL/SL Keys
5
Workstation

This section describes communication between a protected application and the local Sentinel License Manager
service.
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A protected application communicates only with Sentinel License Manager on the computer where the
application is running, regardless of whether the Sentinel HL or SL Key is located on the same computer oron a
remote computer.

NOTE Under Windows, Sentinel License Manager is a service that is launched automatically by
hasplms.exe. Under Mac OS and Linux, the Sentinel License Manager is a process launched
automatically by hasplmd.

Sentinel License Manager service opens socket 1947 for listening (both for UDP packets and TCP packets).

> |Pv4 sockets are always opened (Sentinel License Manager currently does not work without IPv4 installed).

> |Pv6 sockets are opened if IPv6 is available.

A protected application tries to connect to 127.0.0.1:1947 TCP to communicate with Sentinel License Manager.
If an application uses multiple sessions, multiple concurrent TCP connections may exist. If a session is unused

for a certain number of minutes (at least seven minutes, but the exact number depends on several factors), the

session may be closed and automatically re-opened later in order to limit resources used by the application.

These local communications currently use IPv4 only.

The communication uses binary data blocks of varying size.

Remote Communications

Local Remote
Communications / Communications
Sentinel Sentined
F"rm.e{‘.t?d License | P License
Application Manager Manager
-
3

% HL/SL Keys

Workstation Workstation

This section describes communication between the local Sentinel License Manager service and a remote
Sentinel License Manager service.

This type of communication occurs when the protected application is running on a different computer from the
computer where the Sentinel protection key is installed.

The protected application communicates only with the local Sentinel License Manager on the computer where
the application is running, as described in "Local Communications" on the previous page. The local

Sentinel License Manager discovers and communicates with the License Manager on the computer containing
the Sentinel protection key using one of the following methods:
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> Ifthe option Broadcast Search for Remote Licenses is selected in the Admin Control Center (in the
Access From Remote Clients tab of the Configuration page), the local Sentinel License Manager issues a
UDP broadcast to local subnets on port 1947 using:

* [Pv4 (always)
* |IPv6 (if available)
The option Broadcast Search for Remote Licenses is selected by default.

> For addresses specified in the Admin Control Center field Remote License Search Parameters or Specify
Search Parameters (in the Access From Remote Clients tab of the Configuration page), the local License
Manager does the following:

* Foralocal Admin License Manager: The License Manager issues a UDP “ping” packet to port 1947 for
all addresses specified. These addresses may be individual machine addresses or broadcast addresses.

* Foralocal Integrated License Manager or External License Manager: The License Manager sends a
TCP request to all individual addresses. If the field contains a broadcast address (xxx.xxx.xxx.255), the
License Manager send a UDP broadcast to discover a running server at that broadcast address.

All Sentinel License Managers found by the discovery process are then connected via TCP port 1947, using IPv4
or IPv6 as detected during discovery, and data regarding the remote Sentinel protection keys are transferred.

This discovery process is repeated at certain intervals. (The interval size depending on a number of factors, but it
is generally not less than five minutes.)

UDP packets sent and received in the discovery process contain the Sentinel License Manager GUID (40 bytes
of payload data).

When starting or stopping a Sentinel License Manager, and when adding or removing a Sentinel protection key,
a UDP notification packet is sent, containing the Sentinel License Manager GUID and a description of the
changes encountered. This is done to allow other Sentinel License Managers to update their data before the next
scheduled discovery process.

TCP packets between two Sentinel License Managers on different computers use HTTP with base-64 encoded
data in the body section.
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APPENDIX C: Maximum Number of Features
in a Sentinel HL Key

While the number of Features that can be written to a Sentinel SL key is unlimited, each Sentinel HL key can
contain a certain maximum number of Features, depending on:

> thetype of HL key
> the number of Products among which the Features are distributed
> the complexity of the license type defined in each Feature:

* Lowest complexity: Perpetual HL

* Medium complexity: Perpetual HL + SL, Expiration Date

* Highest Complexity: Execution Count, Time Period

For example, a Sentinel HL Max (Driverless configuration) key can contain:

2,160 = » 240

Maximum Number of Features

Low = . - - » High
Average Complexily of the Licenses in the Features g

Low <« NMumber of Products > ngh

This diagram illustrates that:

> As you increase the number of higher-complexity license types on the key, the maximum number of Features
that the key can contain decreases.

> As you increase the number of Products on the key, the maximum number of Features that the key can
contain decreases.

For information on the range of Features that each Sentinel HL key can contain, see the Sentinel HL Data Sheet.

NOTE In Sentinel HL (Driverless configuration) keys, Features are stored in dynamic memory
space. This space is shared between application data (the space available to you for your
applications) and Features. All space that is not utilized for Features can be used for application
data. For more information, see "Defining Protection Key Memory Data" on page 109.
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APPENDIX D: How Sentinel LDK Detects
Machine Cloning

/

This appendix describes the techniques employed by Sentinel LDK to prevent unauthorized use of protected
software when the physical or virtual machine on which the software is installed is cloned. In addition, the
appendix describes how you can examine the fingerprints from a machine to determine whether the machine
and its protection keys were intentionally cloned.

This topic is only relevant for software protected with a Sentinel SL key. Software that is protected by a Sentinel
HL key is not vulnerable to machine cloning.

For more information on protecting software against cloning, see "Specifying the License Terms for Features in a
Product” on page 108.

In this appendix:

> "How Clone Protection Schemes Work" below

> "Using the "Platform Default" Scheme" on the next page

> "Summary of Clone Protection Schemes" on page 301

> "Requirements for Each Clone Protection Scheme" on page 303
> "Clone Detection for Physical Machines" on page 304

> "Clone Detection for Virtual Machines" on page 308

> "How to Analyze a Clone Report" on page 314

> "How to Clear the "Cloned" Status for a Product License" on page 319

How Clone Protection Schemes Work

One of the methods sometimes employed to enable the illegitimate use of licensed software is machine cloning.
Machine cloning involves copying the entire image of one machine (including your software and its legitimate
license) and duplicating it to one or more other machines. If there is no way to detect that the new image is
running on different hardware than that on which it was originally installed, multiple instances of the software are
available even though only a single license was purchased.
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As part of the Activation process for a licensed Product, the Sentinel LDK License Manager creates a
“fingerprint” of the computer on which the protected software is installed. This fingerprint contains hash values of
a number of characteristics of the computer. This fingerprint (referred to as the reference fingerprint) is stored
within the secure storage on the computer and is also returned to the Vendor in the C2V file. At the Vendor site,
the fingerprint is stored as part of the license information in the Sentinel LDK-EMS database.

Each time the end user starts the protected software, the Sentinel LDK License Manager creates a new
fingerprint of the computer (referred to as the system fingerprint) and compares it to the reference fingerprint.

If the system and reference fingerprints are identical or sufficiently close (as described in this appendix),
Sentinel LDK allows the protected software to operate.

When clone detection is enabled for a Product in Sentinel LDK, the License Manager checks for cloning using
the criteria described in this appendix. If cloning is detected, Sentinel LDK disables the license. As a result, the
end user is unable to operate the software for which a cloned license has been detected.

Using the "Platform Default" Scheme

A clone protection scheme defines which factors are considered by the Sentinel License Manager to determine
whether a given Sentinel SL key has been cloned.

Sentinel LDK offers several different clone protection schemes to protect applications that execute on physical
machines and on virtual machines. These schemes are designed to accommodate a variety of circumstances.
For example, schemes are available for applications that run on PCs or on Microsoft Azure virtualization
platforms. New schemes are added periodically as environments are added and evolve. (For advanced users,
the clone protection schemes are described in detail in this appendix.)

Sentinel LDK-EMS and Sentinel LDK License Generation API both allow you to select a scheme called Platform
Default instead of selecting a specific clone protection scheme for a Product. For more information, see
"Simplified Clone Protection" on page 113.

When you select Platform Default as the scheme for a virtual machine or a physical machine (or both), Sentinel
LDK automatically applies the most appropriate clone protection scheme for each end user based on the
following parameters:

> the environment in which the protected application is installed.
> the earliest version number in use by the vendor's customer base from among the following:

e For SL AdminMode keys: the earliest version number of the Run-time Environment (RTE) in use by the
vendor's customer base.

* For SL UserMode keys: the earliest version of Sentinel LDK used to provide the External or Integrated
License Manager (LM) in use by the vendor's customer base.
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NOTE If you plan to ensure that each customer receives the latest RTE or LM when you deliver
a Product license, you can assume that the earliest version number for your customer base is
the current version.

The environment is determined automatically by Sentinel LDK. However, it is the responsibility of the vendor to
specify the appropriate version number for the customer base.

Specifying a later version number results in the selection of a more advanced clone protection scheme.
However, the selected version number must not be higher than the version numbers that exist where the Product
license will be installed.

(In Sentinel LDK-EMS, you specify the version number in the configuration parameter Minimum RTE/API
Version. In Sentinel License Generation API, the version is specified as part of the <minimum rte api
version> tagin the Product definition.). For more information, see "Minimum RTE/API Version" on page 181.

NOTE The Platform Default clone protection scheme is applied automatically when a license
is detached from the network. This occurs regardless of whether clone protection was enabled
for the Product license on the license server from which the license was detached.

Use the table below to determine which value you should specify in Sentinel LDK-EMS or Sentinel License
Generation API, as follows:

1. Determine which column in the table is consistent with the earliest version number of the RTE and LM in use
for your customer base as described above.

2. From the column that you selected, use the specified value in Sentinel LDK-EMS or in Sentinel License
Generation API.

For example:

> Ifthe earliest version of the RTE in use by your customer base is 7.70, but the earliest LM for SL UserMode
keys is from Sentinel LDK 7.5, use the value 7.50 for Minimum RTE/API Version or for the <minimum

rte api version>tag.

> If you plan to upgrade your customers to RTE version 7.100 or to the LM from Sentinel LDK 7.10 with each
new license or license update, use the value 7.100.

The table that follows indicates which clone protection scheme Sentinel LDK selects for each value.
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Operating
System and
Environment

Windows,
Linux, Mac
(Excluding
Docker
Containers)

Windows,
Linux
(Docker
Containers)

Linux (LXC
Container)

Android

Table Legend:

For RTE
6.40-7.4x or
Sentinel LDK
6.4—-7.4x

For RTE 7.5x For RTE 7.60-

or Sentinel 7.9x or

LDK 7.5x Sentinel LDK
7.6-7.9x

For RTE 7.10x For RTE 8.11x

and later or and later or
Sentinel LDK Sentinel LDK
7.10x 8.0x and later

Value for "Minimum RTE/API Version" for Sentinel LDK-EMS or License

Generation API:

6.40

PM: PMType1
VM: VMType1

VM: VMType1

Not relevant

PM: PMType3
VM: Disable

PM - physical machine

VM - virtual machine
SL AM - SL AdminMode key
SL UM - SL UserMode key

7.50 7.60

PM: PMType2
VM (SL AM): VMType2
VM (SL UM): VMType1

VM (SL AM): VMType2

VM (SL UM): VMType1

PM: PMType4
VM: Disable

7.100 8.11

VM: VMType4*

VM: VMType4

*VMTyped is used if the license is activated inside the Docker container. If the license is activated by the host
machine, the clone protection scheme is one of the other types, depending on the host machine.

Summary of Clone Protection Schemes

Several schemes exist in Sentinel LDK to create fingerprints for physical and virtual machines. These schemes
provide different levels of protection to satisfy the various sets of requirements that may exist in your

organization.

The lists below summarizes the various clone protection schemes available. A more detailed description of each
clone protection scheme is provided later in this appendix.
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Summary of Schemes for Physical Machines

>

Platform Default: Instructs Sentinel LDK to automatically apply the most appropriate clone protection
scheme for each end user based on various parameters. For details, see "Using the "Platform Default"
Scheme" on page 299.

PMType1: Uses two components to verify fingerprints: hard drive serial number and motherboard ID. For
details, see "PMType1 Scheme" on page 304.

PMType2: Uses various components such as CPU, ethernet card, optical drive, and PCI card slot
peripherals, along with the hard drive serial number and motherboard ID to verify fingerprints. This scheme
provides enhanced reliability against false positive clone detection and maintains the inherent security of the
scheme. For details, see "PMType2 Scheme" on page 305.

PMType3: For Android applications. Uses three components to verify fingerprints: CPU model, CPU serial
number, and internal storage serial number. For details, see "PMType3 Scheme" on page 305.

PMType4: For Android applications. Uses up to five components to verify fingerprints. Additionally, this
scheme allows the end user to uninstall and reinstall the protected application in many instances without
vendor assistance. For details, see "PMType4 Scheme" on page 306.

FQDN: Uses only the machine’s FQDN (Fully Qualified Domain Name) to verify fingerprints. For details, see
"FQDN Scheme" on page 307.

NOTE On MAC machines, FQDN licenses are bound to LocalHostName, and the value of
LocalHostName should not be empty.

Custom: You can define your own clone protection scheme that includes criteria that you select from a list.
You also specify the minimum number of the selected criteria that must match when validating the license.
For details, see "Custom Scheme" on page 307.

Summary of Schemes for Virtual Machines

>

Platform Default: Instructs Sentinel LDK to automatically apply the most appropriate clone protection
scheme for each end user based on various parameters. For details, see "Using the "Platform Default"
Scheme" on page 299.

VMType1: Uses three components to verify fingerprints: Virtual MAC address, CPU characteristics, and
UUID. For details, see "VMType1 Scheme" on page 308.

VMType2: Uses four components to verify fingerprints: Virtual MAC address, CPU characteristics, UUID, and
Snapshot Rollback Detection. This scheme has additional restrictions that are described in "Clone Detection
for Virtual Machines" on page 308. This scheme prevents attacks (again a protected application) that are
based on virtual machine rollback snapshots. For details, see "VMType2 Scheme" on page 310.

VMType3: Provides strong and reliable clone protection for cloud computing services such as Amazon EC2
and the Microsoft Azure virtualization platform. For details, see "VMType3 Scheme" on page 311.
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> VMType4: Provides strong and reliable clone protection for Docker containers. For details, see "VMType4

Scheme" on page 312.

> FQDN: Uses the machine’s FQDN (Fully Qualified Domain Name) to verify fingerprints. This scheme
provides increased reliability and provides flexibility of operation in a server virtualization environment. For

details, see "FQDN Scheme" on page 313.

> Custom: You can define your own clone protection scheme that includes criteria that you select from a list.
You also specify the minimum number of the selected criteria that must match when validating the license.
For details, see "Custom Scheme" on page 313.

NOTE The clone protection provided by the VMType1 and FQDN protection schemes are
based on the following assumption: The customer’s IT department follows best practices to
avoid the collisions that would result from cloned machines that have identical UUID, MAC

addresses or hostnames.

If you are concerned that your customers may be willing to accept collisions in order to attempt
to bypass clone protection, consider one of the other Sentinel LDK solutions that provides a
different tradeoff of security and convenience and is not affected by such deployment. A remote
license (SL AdminMode or Sentinel HL) will provide the higher level of security that you require.

Requirements for Each Clone Protection Scheme

Each clone protection scheme requires one of the following as described in the table below:

> SL AdminMode keys and SL Legacy keys: A minimum version of the Sentinel Run-time Environment.

> SL UserMode keys: A minimum version of the External License Manager or Integrated License Manager
from Sentinel LDK.

> Android applications: A minimum version of the Integrated License Manager from Sentinel LDK.

Clone
Protection
Scheme
PMType1
PMType2

PMType3

PMType4

Integrated/External LM
From Sentinel LDK
Version

71

7.1

7.3

7.6

Integrated LM
From Sentinel
LDK Version

na

na

7.3

7.6

Minimum Required Version of
Sentinel Run-time Environment

Windows Linux Mac
6.61 2.4.1 7.1
6.61 241 7.1

Not applicable

Not applicable
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Clone Integrated/External LM  Integrated LM Minimum Required Version of
Protection From Sentinel LDK From Sentinel Sentinel Run-time Environment
Scheme Version LDK Version

Windows Linux Mac
FQDN 71 Not applicable 6.61 241 71
VMType1 71 Not applicable 6.61 241 71
VMType2 7.5 Not applicable 7.51 7.51 7.51
VMType3 7.7 Not applicable 7.61 (Azure platform) Not

applicable

VMType4 7.10 Not applicable 7.100 7.100 7.100
Custom 7.9 7.9 7.90 7.90 7.90

Clone Detection for Physical Machines

This section provides a detailed description of the clone protection schemes that are available to protect again
the cloning of physical machines.

Platform Default Scheme

The Platform Default scheme instructs Sentinel LDK to automatically apply the most appropriate clone
protection scheme for each end user based on various parameters. For details, see "Using the "Platform Default"
Scheme" on page 299.

PMType1 Scheme

The PMType1 scheme uses two components to verify fingerprints: hard drive serial number and motherboard
ID.

If either the hard drive serial number or the motherboard ID does not match the characteristics in the fingerprintin
the secure storage, Sentinel LDK License Manager still allows the protected software to operate. Sentinel LDK
recognizes that situations occur where an end user has a legitimate reason for replacing one of these
components in the user’'s computer. This policy possibly enables a user to operate protected software on a
cloned computer. However, this policy also frees the Vendor from dealing with numerous support calls from
users who have replaced a component in their computer. Such calls would otherwise generate costly support
cases for the Vendor’s customer support organization.

If both the hard drive serial number and the motherboard ID do not match the characteristics in the fingerprint of
the license, Sentinel LDK regards computer as a clone and prevents the protected software from operating. (See
the table that follows.)

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 304


https://supportportal.thalesgroup.com/csm?id=sentinel

Appendix D: How Sentinel LDK Detects Machine Cloning

Characteristics Comparison Results

Compared

Hard drive serial Identical Different Identical Different
number

Motherboard ID Identical Identical Different Different
Sentinel LDK Launched Launched Launched Disabled
Behavior:

The software is...

Supported operating systems: Windows, Linux, and Macintosh

PMType2 Scheme

The PMType2 scheme uses various components such as CPU, ethernet card, optical drive, PCI card slot
peripherals (for example: display, storage, network, multimedia) along with the hard drive serial number and
motherboard ID to verify fingerprints on a physical machine.

Each component that makes up the reference fingerprint is assigned a weighted value. Sentinel LDK performs
the following computations:

> A =total for the weighted values of all components in the reference fingerprint.

> B = total for the weighted values of all components in the system fingerprint that match components in the
reference fingerprint.

> matching percentage = (B/A) * 100

Sentinel LDK computes a required percentage based on the level of agreement that is found between the hard
drive serial number and motherboard ID in the reference fingerprint and in the system fingerprint.

If the matching percentage reaches the required percentage, the protected application is allowed to execute.

NOTE Thales recommends the use of PMType2 over PMType1 because PMType2 is a more
advanced scheme that provides better reliability and security.

Supported operating systems: Windows, Linux, and Macintosh

PMType3 Scheme
The PMType3 scheme is specifically for Android applications.

The requirements of the PMType3 scheme are:

> The internal storage serial number must match the characteristics in the fingerprint in secure storage.
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> Ifthe internal storage serial number is absent, the CPU information must match the characteristic in the
fingerprint in secure storage.

If the protected application is re-installed on the user's device, the user must send a C2V file to the vendor and
receive a new V2C file in return in order to activate the product license.

The table that follows describes the requirements of the PMType3 scheme in detail.

Characteristics Comparison Results
Compared
Internal Storage Identical Different Absent Absent

serial number

CPU information Not relevant Not relevant Identical Different
Sentinel LDK Launched Disabled Launched Disabled
Behavior:

The software is...

PMType4 Scheme

The PMType4 scheme is a more advanced scheme for Android applications. This scheme uses the Android ID
as the primary factor in checking for clones. When available, the internal storage serial number, the Android
serial number and Android first boot time are also used.

(For Android 10 and later, due to platform restrictions, only the Android ID is available.)
This scheme allows for situations where the end user uninstalls and then reinstalls the protected application.

Typically, after a reinstall, the user is required to request a new V2C file from the vendor to re-enable the license
for the application. This is required because some licenses may restrict the number of executions or may be
time-restricted based on the installation date.

With the PMType4 scheme, if the license is perpetual or is time-restricted based on an absolute expiration date,
anew V2C file is not required. As a result, both the vendor and the customer are saved the effort of resolving
licensing issues unnecessarily.

The table that follows demonstrates the requirements for the operation of an application that is protected using
the PMType4 scheme.

Characteristic = Comparison Results
s Compared

Android ID Identical Different Absent Absent Absent Absent Absent
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Characteristic
s Compared

Internal
Storage serial
number

CPU
information

Android serial
number

Android first
boot time

Sentinel LDK
Behavior:
The software
is...

FQDN Scheme

Comparison Results

Not
relevant

Identical

Not
relevant

Not
relevant

Not
relevant

Not
relevant

Not
relevant

Not
relevant

Launched Disabled

Identical Different
Not Not
relevant relevant
Not Not
relevant relevant
Not Not
relevant relevant

Launched Disabled

Absent

Identical

Identical

Not

relevant

Launched

Absent

Identical

Not

relevant

Identical

Launched

Absent

Different

Not

relevant

Not
relevant

Disabled

The FQDN scheme uses only the machine’s FQDN (Fully Qualified Domain Name) to verify fingerprints on a

physical machine.

If the FQDN in the reference fingerprint matches the FQDN in the system fingerprint, the protected Software is

launched.

Custom Scheme

You can define a custom clone protection scheme that includes one or more criteria that you select from the table

that follows.

Criteria

CPU

Ethernet address

FQDN

Hard disk

IP address

Notes

CPU information. CPU UID is excluded

MAC address
Fully Qualified Domain Name. Not supported for Android

Hard disk ID (on a PC) or SD card ID (Android device)

IP address
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Criteria Notes

Machine ID Motherboard (on a PC) or Android serial number (or Android first boot if serial
number is not available)

Security Identifier (SID) = Microsoft Windows Security Identifier (Windows machine only)

You also specify how many of the selected criteria must match when the License Manager validates the license.
For example, you can select six criteria from the table, but specify that only three of the six must match in order to
validate the license.

You can define custom schemes using either Sentinel LDK-EMS or Sentinel License Generation API.

In Sentinel LDK-EMS, you assign a name for each custom scheme. This simplifies the process of reusing the
custom scheme for additional Products.

Clone Detection for Virtual Machines

This section provides a detailed description of the clone protection schemes that are available to protect again
the cloning of virtual machines.

Platform Default Scheme

The Platform Default scheme instructs Sentinel LDK to automatically apply the most appropriate clone
protection scheme for each end user based on various parameters. For details, see "Using the "Platform Default"
Scheme" on page 299.

VMType1 Scheme

Clone detection for software installed on a virtual machine must employ a different technique than that used for
physical machines.

The two most important fingerprint characteristics - the physical hard drive serial number and the physical
motherboard ID - are not accessible to software running on the virtual machine. Instead, the virtual machine has
a virtual hard drive and a virtual motherboard.

On a cloned virtual machine, the characteristics of these virtual components are identical to the source virtual
machine. As a result, these characteristics are not suitable for use when creating the fingerprint at the time the
protected software is activated or subsequently operated.

The VMType1 scheme relies on three different parameters for verifying fingerprints on a virtual machine: the
virtual MAC address, CPU characteristics, and UUID of the virtual image. Each of these parameters is discussed
below.
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Virtual MAC Address

Each physical network adapter or network card has a unique identifier, but this identifier is not accessible to a
virtual machine running on the computer. Instead, each virtual machine is assigned a unique virtual MAC
address.

Within a network, each virtual machine must possess a unique MAC address. If a user clones a virtual machine
and installs it on a second computer within the same network, working on either the original or the cloned virtual
machine will be impractical as the two machines will constantly cause network collisions.

CPU Characteristics

In desktop/workstation environments such as VMware workstation or VMware player, the desktop
virtualization software does not expose the ability to virtualize the CPU. This increases the difficulty for a user to
bypass the protection by attempting to create a virtual copy of the source computer. A number of CPU
characteristics are available for inclusion in the virtual machine fingerprint, including: processor make, model and
speed.

Due to the large number of different processors available in the market, the likelihood of two different desktop
computers having completely identical CPU characteristics is low.

In centrally managed virtual infrastructures (also called server based virtualization), hardware clusters can
be virtualized. In this environment, the virtual infrastructure does not always utilize a single, fixed set of physical
hardware resources. Instead, it utilizes a shared pool of resources. For the most common types of clustered
environments, where live migration capabilities are typically required, a requirement usually exists for different
hosts in the cluster to have identical CPU characteristics. Solutions such as VMware vCenter Server provide the
ability to enable CPU masking to improve compatibility for the high availability and fault tolerance virtualization
features. CPU masking allows host machines with different CPU characteristics to be used in the cluster, while
providing common (masked) CPU characteristics across all hosts in the cluster. Therefore the CPU
characteristics do not change when virtual machine migrates across the hosts in a cluster. This enables licensed
applications to continue working when migrated from one host to another within a cluster. However, this type of
environment is restricted to a limited subset of CPU types. In addition, the migration can only be performed when
the target computer contains physical CPU whose capabilities match or exceed the characteristics of the virtual
CPU.

UUID of the Virtual Machine

This is used as a means of unique identification of the virtual machine with the majority of virtual machines
technologies. The UUID consists of a 16-byte (128-bit) number. Each virtual machine is assigned a different
UUID.

When a user makes a clone of a virtual image or copies a virtual machine from one location to another, a new
UUID value is generated for the new virtual image or virtual machine.

None of the three characteristics used by this scheme to create a virtual machine fingerprint is absolutely
tamper-proof.
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The protection against cloning provided by Sentinel LDK for virtual machines is not as secure as the protection
provided for physical machines. You have the option of blocking the protected software from running on most
popular virtual machines by clearing the Virtual Machine check box in the Define License Terms dialog box in
Sentinel LDK-EMS.

However, when checking the fingerprint for cloning, Sentinel LDK examines all of these characteristics. If one (or
more) of these characteristics does not match the characteristics in the fingerprint of the license, Sentinel LDK
prevents the protected software from operating. Thus, the combination of these parameters in the fingerprint
provides protection against cloning. (See the table that follows.)

Comparison Results

Characteristics Virtual MAC Identical Different Not relevant Not relevant
Compared Address
CPU Identical Not relevant Different

Characteristics
UuIiD Identical Not relevant Different

Sentinel LDK Behavior: launched disabled disabled disabled
The software is...

In a typical business environment (where computers in a given location are on the same network), the
requirement for a unique virtual MAC address make cloning impractical.

For server virtualization, or virtualized cluster where the cluster is typically managed by the virtualized
management solution (such as VMware vCenter), UUID acts as additional deterrent to running a cloned virtual
image.

For computers on different networks or computers that are not networked, the likelihood of a cloned virtual
machine sharing identical CPU characteristics with the original virtual machine is low.

The method employed by this scheme to protect against cloning of virtual machines is effective for all types of
virtual machine software commonly used by organizations.

VMType2 Scheme

This scheme provides the same protection that is provided by VMType1. In addition, this scheme prevents
attacks (against a protected application) that are based on virtual machine rollback snapshots. The scheme
enables the protected application on a virtual machine to detect that a time shift event may have occurred.

The table that follows describes the circumstances under which the protected application is disabled with the
VMType2 scheme.
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Comparison Results

Characteristics Virtual MAC Identical Different Not Not Not
Compared Address relevant relevant relevant
CPU Identical Not Different
Characteristics relevant
UuiD Identical Not Different
relevant
Rollback No Not Yes
Snapshot relevant
Detected
Sentinel LDK Behavior: launched disabled

The software is...

This scheme is only supported under the following circumstances:

> Run-time Environment v.7.5 or later is present on the virtual machine where the protected application is
running.

> The locking type is SL AdminMode.

The scheme is supported on Windows 8, Windows 10, Windows Server 2012 R2, and later versions of Windows
Server, with the supported versions of the following virtual machines:

> VMware Player, Workstation, and ESXi
> Hyper-V Server

In addition, the scheme is supported on certain earlier versions of Windows with Hyper-V Server if Hyper-V
integration services from Windows 8 or Windows Server 2012 is installed.

For more information, see: https://msdn.microsoft.com/en-us/library/jj643357(v=vs.85).aspx

For other virtual machine clients that do not support VMType2, this scheme will be handled as if you had
selected the VMType1 scheme.

VMType3 Scheme

The VMType3 clone protection scheme provides strong and reliable clone protection for cloud computing
services such as Amazon EC2 and Microsoft Azure. This scheme addresses the following situations:

> The scheme ensures that a protected application in a cloud computing service cannot be used if the license is
copied from one virtual machine to another.

> The scheme ensures that an SL UserMode licenses is protected against misuse by UserMode secure
storage wipeout.
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NOTE The VMType3 clone protection scheme is not supported for the SL UserMode
enforcement type for Linux platforms.

Prerequisites for use of the VMType3 clone protection scheme:
> The machine for which the license is generated must be a cloud computing service.

> The minimum required version of the Run-time Environment on the target machine is 7.61. (For Amazon
EC2, the minimum required version is 8.13.)

> The latest fingerprint of the target machine should contain items mainboard_uid2 and vm_info2. This
fingerprint should be obtained after installation of the required version of the Run-time Environment.

> The License Generation library version must be 7.61 or later in order to generate a license with the VMType3
clone protection scheme. (For Amazon EC2, the minimum required version is 8.0.45378.60000.)

Comparison Results

Characteristics mainboard_ Different Not relevant Identical
Compared uid2
secure_ Not Different Identical
storage_uid relevant
Sentinel LDK Behavior: disabled disabled (Secure Storage wipeout launched
The protected application is... most likely occurred)

I NOTE Start/ Stop / Restart from Azure infra will not be reported as Cloned.

VMType4 Scheme

This scheme is intended primarily for Docker containers, but it is compatible with other virtual machines.
When the VMType4 scheme is selected, the characteristics checked are:

> Virtual MAC address

> CPU characteristics

> UUID

> Hard drive serial number

The values for these characteristics must match in the reference fingerprint and the system fingerprint. If there is
any mismatch, the protected application is disabled.
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FQDN Scheme

The FQDN scheme uses only the machine’s FQDN (fully qualified domain name) to verify fingerprints on a virtual
machine.

If the FQDN in the reference fingerprint matches the FQDN in the system fingerprint, the protected Software is
launched.

The FQDN clone protection scheme provides a solution for virtual machine live migration. It allows the guest
virtual machine to freely migrate between different physical hosts, while allowing accurate license enforcement
to continue. Virtual machine live migration does not cause the license to be incorrectly marked as cloned (and
thus disabled).

NOTE

> For cloud licensing on a hosted virtual machine (Amazon, Google or Azure), Thales
recommends that you use the VMType3 scheme. For cloud licensing on other hosted virtual
machines, Thales recommends that you use a custom scheme based on machine ID.

> The FQDN scheme should never be selected for Docker containers if the License Manager
service executes inside the container. The fingerprint will contain a random value.

Custom Scheme

You can define a custom clone protection scheme that includes one or more criteria that you select from the table
that follows.

Criteria Notes

CPU CPU information

Ethernet address MAC address

FQDN Fully Qualified Domain Name

VM generation ID Attribute of a Windows VM that helps to prevent misuse of a VM snapshot

IP address IP address

Machine ID Motherboard (on a PC) or Android serial number (or Android first boot if serial

number is not available)
Security Identifier (SID) Microsoft Windows Security Identifier (Windows machine only)

You also specify how many of the selected criteria must match when the License Manager validates the license.
For example, you can select six criteria from the table, but specify that only three of the six must match in order to
validate the license.
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You can define custom schemes using either Sentinel LDK-EMS or Sentinel License Generation API.

In Sentinel LDK-EMS, you assign a name for each custom scheme. This simplifies the process of reusing the
custom scheme for additional Products.

How to Analyze a Clone Report

Under certain circumstances, the Sentinel License Manager may report that cloning was detected even if
intentional cloning did not occur. If an end user complains to you that they were blocked from using a Product
due to cloning, use the procedure described below to analyze information from the user's machine. This helps
you determine whether the Product was blocked due to a false-positive clone report or whether an actual clone
attempt occurred.

To generate a clone report:

1. Instruct the end user to generate a C2V file for the relevant protection key using RUS (described in
"Sentinel Remote Update System (RUS)" on page 144) or Admin Control Center and to send the file to you.
Alternatively, you can include a function in your application to generate a C2V file by calling the GetInfo
function in the Sentinel Licensing API.

2. In Sentinel LDK ToolBox or Sentinel License Generation API:
a. Call sntl_Ig_initialize to initialize a session.

b. Call sntl_Ilg_decode_current_state to read the C2V file and decode the current state of the protection
keys on the end user’s machine.

3. Examine the decoded XML output of the C2V file as described below.

The decoded XML output of the C2V file contains information regarding all the protection keys on the machine.
For each protection key, the XML output contains:

> The fingerprint of the machine from the time the protection key was activated (“reference fingerprint")
> The fingerprint of the machine from the time cloning was detected (“system fingerprint")
> Information regarding the Product licenses in the key

If the Sentinel License Manager detects that a protection key was cloned, the XML output for the key contains
code similar to this:

<clone detected machine type="Physical”>Yes</clone detected>
For each Product that is regarded as cloned, the section in the XML output for that Product contains this code:

<fingerprint change>Cloned</fingerprint change>
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Each Product can use a different predefined or custom clone protection scheme for physical and for virtual
machines. A Product can contain both a predefined and a custom clone protection scheme. (For example, a
predefined scheme for physical machines and a custom scheme for virtual machines.)

The clone protection scheme indicates which factors are considered by the License Manager when it checks to
determine whether a machine (together with its protection keys) was cloned. For each Product license in the
XML output, determine which clone protection scheme is used, and then compare the relevant factors in the
reference fingerprint and the system fingerprint. The results of the comparisons should enable you to determine
whether an intentional attempt was made to clone a machine and its protection keys. Clone protection schemes
are described earlier in this appendix.

You can determine whether a given machine in a fingerprint is a physical machine or a virtual machine. The
following tag in a fingerprint indicates that the corresponding machine is a physical machine:

<criteria>
<name>vm_info</name>
<value>1294737779</value>
</criteria>

If the value indicated in the tag above is anything other than 1294737779, the fingerprint is from a virtual
machine.

For more information on the decoded XML output file, see the Sentinel License Generation API Reference.

Example 1 (Predefined Clone Protection Schemes)
Suppose you receive a C2V file from a customer who complains that protected applications will not run.

You decode the C2V file using ToolBox and then examine the generated XML code in a text editor. The XML
code in the file indicates that the license is cloned.

The clone protection schemes are PMType1 and VMType2 as seen below.

<clone protection ex>
<physical machine>PMTypel</physical machine>
<virtual machine>VMType2</virtual machine>
</clone protection ex>
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The system fingerprint and the reference fingerprint from the XML code are shown below side-by-side.

<EYStEm ringerprint> I
BSCHgDBzS

<fingerprint info>

<criteriax
<name>gpp</name>
<value>1567025546</value>

</criteria>

<criteriax
<name>mainbeard</name>
<value>274685399</value>

</cricteria>

<Criterliax
<name>mainboard uid</name>
<value>3138942878</value>

<fcriteria>

<criteria>
<name >hdd</name>
<value>3692089826</value>

<fcriteria>

<criteria>
<name>hdd_uid{f:ame>
<value>2413362815</value>
<feriteria>

<criteria>
<name>ethernet mid</name>
<value>4087917752</value>
<fcriteria>

-

m

<criteria>
<name>vm_info</name>
<value>1294737779</value>
<fcriteria>

<criteria>
<name>secure storage mnid</na
<valuse>701117991</valua>
</criteria>
<criteria>

As seen in the code:

B

Tl
=

<reference ringerprints
e>ISV Mar

<raw_data>M{hJSWHQgXHZSpBSWAYcJT1
<fingerprint_ info>
<criteria>
<namergpR</name>
<value>1846611331</value>
</criteria>
<criteria>
<name>mainboard</name>
<values>129528607</value>
</criteria>

<criteriar
<namermainboard uid</name>
<value>1410961151</value>
</criteria>

<Criterias
<namerhdd</name>
<value>3692089925</value>
</criteria>

<criteriax>
<name>hdd uid</name>
<value>2413362511</value>
</eriteria>

<criteria>
<nameroptical drive</name>
<wvalue>521645421</value>
</eriteria>
<criteria>
<name>ethernet unid</name>
<walue>4219815536</value>
Lleritaria
<criteria>
<name>vm info</name:>
<value>1294737779</value>

S‘E‘iiiiia)

> The motherboard IDs (mainboard_uid) in the system and reference fingerprints are not identical.

> The hard drive serial numbers (hdd_uid) in the system and reference fingerprints are not identical.

> The value of vm_info indicates that both fingerprints are from physical machines.

Therefore, these fingerprints satisfy the criteria for the PMType1 scheme to indicate that the license is from a

cloned machine.
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Example 2 (Custom Clone Protection Schemes)
Given that you receive a C2V file from a customer who complains that protected applications will not run.

You decode the C2V file using the ToolBox and then examine the generated XML code in a text editor. The XML
code in the file indicates that the license is cloned.

The clone protection schemes are both custom as seen below.

<clone protection ex>
<physical machine custom>
<name>PM Custom</name>
<criteria minimum="2">
<name>ethernet address</name>
<name>sid</name>
</criteria>
</physical machine custom>
<virtual machine_ custom>
<name>VM Custom</name>
<criteria minimum="2">
<name>ethernet address</name>
<name>sid</name>
</criteria>
</virtual machine custom>
</clone protection ex>

For both physical and virtual machines, the criteria are ethernet address and security identifier (SID). Since the
minimum attribute is set to 2, both criteria must match in order to validate the license.
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The system fingerprint and the reference fingerprint from the XML code are shown below side-by-side.

I<system_fingerprint> I kreference_fingerprint> I
<raw_data>MxhJSUslaJDRFxBSYkZPS <fingerprint_control_ type>ISV

<fingerprint info> i Managed

<criteria> <fingerprint_info>

<name>cpu</name>
<value>39%20118366</value>
</criteria>
<criteria>
<name>mainboard</name>
<value>2450444610</value>
</criteria>
<criteria>

{criteriaZ>
<name>cpu</name>
<value>3520118414</value>
</criteria>
<criteria>
<name>mainboard</name>
<value>24508444610</value>
</criteria>

<criteria>
<name>ethernet_uid</name>
<value>3223801380</value>
</ecriteria>
<criteria>
<name>ethernet uid</name>
<value>1372827362</value>
</criteria>

<{criteria>
<name>ethernet uid</name’>
<value>3223801380</valus>

</criteria>

<criteria>
<name>ethernet_uid</name>
<value>1372827362</value>

</criteria>

<criteria>
<name>vm_info</name>
<value>1294737779</valua>
</criteria>

<ecriteria>
<name>vm_info</name>
<value>1294737779%</valua>
<fcriteria>

<criteria>
<name>sid</name>
<value>3392305219</value>
</criteria>

<criteria>
<name>sid</name>
<value>3392305216</value>
</criteria>

As seen in the code:

> The ethernet addresses (ethernet_uid) in the system and reference fingerprints are identical.
> The security identifiers (sid) in the system and reference fingerprints are not identical.

> The value of vm_info indicates that both fingerprints are from physical machines.

Since the required number of matching criteria is 2, and only one 1 set of criteria match, these fingerprints satisfy
the criteria for the custom scheme to indicate that the license is from a cloned machine.
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How to Clear the "Cloned" Status for a Product License

If a Product license is disabled because it has been identified as "cloned", proceed as follows to re-enable the

license:
> Fora Product license generated using Sentinel LDK-EMS:

a. In Sentinel LDK-EMS, check in the C2V file from the disabled Product license, and click Clear Clone.
Sentinel LDK-EMS generates a V2C file.
b. Return the V2C file to the customer to apply on the machine where the Product license was disabled.

> Fora Product license generated using Sentinel License Generation API: Use the provided function to clear
the "cloned" status for the license. For more information, see the Sentinel License Generation API Reference.

NOTE To clear clone detection for a Product with a custom clone protection scheme, at least
one of the selected clone protection criteria must match in the reference and system fingerprints.
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APPENDIX E: How Sentinel LDK Protects
Time-based Licenses With V-Clock

/

This appendix describes the technology used in Sentinel LDK to prevent a user from extending the duration of a
software license that is locked to the V-Clock in a Sentinel protection key by adjusting the computer’s system
clock.

V-Clock is a virtual clock that is available in Sentinel SL keys and in all types of Sentinel HL (Driverless
configuration) keys except for Sentinel HL Basic keys. For Products that are licensed with Sentinel SL keys,
V-Clock is always available. For Products that are licensed with Sentinel HL (Driverless configuration) keys,
V-Clock must be specifically enabled for each Product.

NOTE The use of V-Clock in Sentinel HL Pro keys is only available if your Sentinel LDK Master
license contains the V-Clock module.

V-Clock does not provide the same level of control as the real-time clock in Sentinel HL Time keys and Sentinel
HL NetTime keys. However, V-Clock prevents the end user from setting the system time back to an earlier date
and time, and thus tampering with time-based licenses.

The expiration period or date for a time-based license is initially calculated according to the system clock of the
end user's machine.

Sentinel License Manager reads the system time at Sentinel License Manager startup (by default, part of the
machine startup). Sentinel License Manager subsequently uses its internal running time to calculate the time.
When an application that is protected with V-Clock is executed for the first time, Sentinel License Manager
queries its internal clock to determine the start time of the software’s license duration.

> |Ifthe license duration is a fixed period (for example, 30 days or 1 year), Sentinel License Manager calculates
the actual date on which the license must stop working and the information is stored in the secure storage
area of the protection key. The secure storage for a Sentinel SL key is on the hard drive of the end user's
computer. The secure storage for a Sentinel HL key is in the HL key.

> Ifthe license is to expire on a specific date, Sentinel License Manager records that date.
Expiration time is determined using the formula:
[current Sentinel License Manager time] + number of seconds to expiration

The information is stored in the secure storage area of the protection key.
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NOTE The V-Clock time is not automatically updated by the License Manager if you are using
only Sentinel Licensing API to protect your application. To update the V-Clock time for a given
protection key with Sentinel Licensing API, you must establish a session for the key. The
V-Clock time is updated for the Login function, and then for each of the following additional
functions: Logout, Read, Write, Encrypt, Decrypt.

Tampering with the System Clock

If a user resets the system clock of the machine to which the software license is locked:

> Aslong as Sentinel License Manager remains active, the changed time does not affect the expiration time of
the license, since the calculations are all made within the License Manager, which uses the time of its last
startup.

> If Sentinel License Manager is stopped and restarted (for example: if the machine is rebooted), the License
Manager compares its last recorded internal time with the time of the system clock. When Sentinel License
Manager detects that the time on the system clock is earlier than that of its internal clock, protected
applications with time-based licenses are deactivated. The applications are reactivated automatically when
the system clock is equal to or later than the time in the License Manager.

NOTE Sentinel License Manager allows the system clock to run up to 24 hours earlier than its
internal clock. This accommodates situations where the protected application is used across
different time zones.

Re-enabling a Blocked Protected Application

As indicated above, a blocked protected application is automatically re-enabled when the time on the system
clock is no longer earlier than the V-Clock time. The application will be accessible if the license for the application
has not yet expired.

Under certain circumstances, you may want to re-enable blocked applications by changing the V-Clock time.
This can be accomplished by receiving a C2V file for the protection key from the customer and then returning a
V2C file that provides an update to the V-Clock time.

Setting Fallback to V-Clock If the RTC Battery in a Sentinel
HL key is Depleted

If the battery for the real-time clock on a Sentinel HL (Driverless configuration) Time or NetTime key is depleted,
the key is no longer accepted for time-based licenses.
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You can configure a Sentinel HL Time or NetTime key to switch automatically to the V-Clock if the battery
becomes depleted. If the real-time clock on the Sentinel HL key stops operating, protected applications,
including those with time-based licenses, will continue to run.

In Sentinel License Generation API, you can implement fallback to V-Clock for a Sentinel HL key by including the
tag <fallback to vclock>inalicense definition. In Sentinel LDK-EMS, you can select the global
configuration parameter Fallback to V-Clock in the Administration Console in order to implement fallback to
V-Clock in all generated licenses.

NOTE

> Once you have enabled fallback to V-Clock for a Sentinel HL Time or NetTime key, this
functionality can be disabled in the key only if the battery is not yet depleted.

> After the real-time clock stops working, the Sentinel HL key must be disconnected and
reconnected in order to switch over to the V-Clock.
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Products Manually

/

To prepare Unlocked Products for distribution, you must first create a "bundle" that will be installed together with
the protected applications. This bundle consists of:

> aV2C file containing the Unlocked Product licenses
> your Vendor libraries
> acustomized Run-time Environment installer

The customized Run-time Environment installer installs the Sentinel LDK Run-time Environment and your
Vendor libraries, and applies the Unlocked Product licenses to the Sentinel protection key (typically an SL
AdminMode key).

You typically prepare a bundle using Sentinel LDK-EMS (see "Generating Bundles of Unlocked Products" on
page 134). However, you have the option to write an installer that performs the bundling process.

To perform the bundling process manually, the program that installs the protected application should also do the
following:

1. Install the Sentinel LDK Run-time Environment. Several methods exist to accomplish this. For more
information, see "Distributing Sentinel LDK Run-time Environment" on page 174.

2. Install your customized Vendor library (the haspvlib_vendorID.* file) in the following location:
*  For Windows x64: %CommonProgramFiles(x86)%\Aladdin Shared\HASP\
¢ For Windows x86: % CommonProgramFiles%\Aladdin Shared\HASP\

* For Mac: /var/hasplm (By default, the /var path is hidden. You may need to modify the operating system
View option to display all files and folders in order to access this path.)

* For Linux: /var/haspim

The haspvlib_vendorID.* file can be found on the computer where Sentinel Vendor Suite is installed.
NOTE The Master Wizard generates a Run-time Environment installer that installs the Run-
time Environment together with your customized Vendor library. You can incorporate this

installer in your application installer to perform steps 1 and 2 above. For details, see the Sentinel
LDK Installation Guide.
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3. Apply the V2C file that contains the unlocked licenses. To do this, call the Update function in the Sentinel
Licensing API.
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APPENDIX G: How to Optimize Performance
for Sentinel LDK Run-time Environment

Certain configuration parameters or activities performed by a protected application can lead to reduced
performance in the Sentinel LDK Run-time Environment.

This section describes how you can optimize the environment and protected application to achieve better
performance.

SL UserMode License

The presence of an SL UserMode license in a protection key on the end user’s computer increases the time
required for the first login/get_info operation performed for a protected application, even if the license is not
required for that application. Therefore, do not place an SL UserMode license on a computer unless required.

Run-time Environment

For best performance, ensure that when the Run-time Environment is required, the Run-time Environment on the
end user’s computer is the most current. In addition, the Run-time Environment provides better performance
after it has been active for at least three minutes.

Testing for Presence of Features

To determine whether certain Features exist in a protection key before using them, the protected application can
call the Getinfo function in the Licensing API. This function can retrieve a list of all the Features that exist in the
protection key. This is more efficient than attempting to log in and then log out immediately to individual Features
just to determine if they exist. In addition, use of the GetInfo function does not consume a license. However, after
using the GetInfo function, the protected application should call the Login function to log in to Features to use.
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The configuration of Sentinel HL keys can be upgraded before or after delivery to customers as follows:
> Sentinel HL (HASP configuration) keys can be upgraded to Sentinel HL (Driverless configuration) keys.

> Sentinel HL (Driverless configuration) standalone (non-Net) keys can be converted to Sentinel HL (Driverless
configuration) network keys.

Each of these upgrades is described below.

Upgrading a Sentinel HL Key to Driverless Configuration

A Sentinel HL (HASP configuration) key that was previously delivered to a customer can be upgraded to a
Sentinel HL (Driverless configuration) key in the field. In Driverless configuration, this key will employ HID drivers
instead of HASP key drivers. (HID drivers are an integral part of the operating system.) As a result:

> The key is less subject to issues related to operating system upgrades.
> The key may no longer require the presence of Sentinel LDK Run-time Environment.

All of the licenses and key memory that existed in the Sentinel HL (HASP configuration) key will continue to exist
in the key after the upgrade.

NOTE Given the following situation:

> An application is protected with version 6.3 or 6.4 of Sentinel Licensing API libraries and/or
Envelope.

> The Sentinel HL (HASP configuration) key that licenses the application is upgraded to the
Driverless configuration.

The application will work correctly after the upgrade. However, the requirement for the
presence of the Run-time Environment does not change.

The tables that follow summarize the requirements for working with HL keys.
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Standalone HL Keys
Version of Licensing API or HASP HL key or Sentinel HL Sentinel HL (Driverless
Envelope used to protect the (HASP configuration) key configuration) key

application (lower of the two)

HASP SRM, Sentinel HASP, or Requires Run-time Environment Not supported. See the warning

Sentinel LDK v.6.0 or v.6.1 from same (or later) version that below.
was used to protect the
application
Sentinel LDK v.6.3 Requires Run-time Environment from Sentinel LDK v.6.3 or later
Sentinel LDK v.6.4 Requires Run-time Environment from Sentinel LDK v.6.4 or later
Sentinel LDK v.7.0 or later Requires Run-time Environment Under Windows, use of Run-time
from Sentinel LDK v.7.0 or later Environment (from Sentinel LDK

v.7.0 or later) is optional.

Net and NetTime HL Keys

Version of Licensing API or HASP HL key or Sentinel HL Sentinel HL (Driverless
Envelope used to protect the (HASP configuration) key configuration) key
application (lower of the two)

HASP SRM, Sentinel HASP, or On the machine where the HL key =~ Not supported. See the warning
Sentinel LDK v.6.0 or v.6.1 is connected: Requires Run-time below.

Environment from same (or later)

version that was used to protect

the application

Sentinel LDK v.6.3 On the machine where the HL key is connected: Requires Run-time
Environment from Sentinel LDK v.6.3 or later

Sentinel LDK v.6.4 On the machine where the HL key is connected: Requires Run-time
Environment from Sentinel LDK v.6.4 or later

Sentinel LDK v.7.0 or later On the machine where the HL key is connected: Requires Run-time
Environment from Sentinel LDK v.7.0 or later

The following limitations apply:

> The application must be protected using version 6.4 or later of Sentinel Licensing API libraries and/or
Envelope. (For Sentinel HL Net keys and Sentinel HL NetTime keys, use version 7.0 or later.)
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> You must be using version 6.4 or later of Sentinel LDK-EMS or License Generation API to generate the
Product that upgrades the HL key. (For Sentinel HL Net keys and Sentinel HL NetTime keys, use version 7.0

or later.)

> The firmware on the Sentinel HL key will be automatically updated as part of the upgrade process.

> After upgrade, Sentinel HL (Driverless configuration) keys will not be visible in Admin Control Center if the

Run-time Environment is earlier than:
* version 6.50 (Sentinel LDK v.6.3) — for standalone keys

* version 6.60 (Sentinel LDK v.7.0) — for Net and NetTime keys

An application that is protected with version 6.3 of Sentinel LDK, Licensing API libraries and/or Envelope will
work correctly after the Sentinel HL (HASP configuration) key that licenses the application is upgraded to the
Driverless configuration. However, the requirement for the presence of the Run-time Environment does not

change.

*WARNING**

An application that is protected with version 6.1 or earlier of Sentinel LDK libraries,
Licensing API libraries and/or Envelope will stop working if the Sentinel HL (HASP
configuration) key that licenses the application is upgraded to the Driverless

configuration.

The upgrade process for the Sentinel HL key is not reversible.

Upgrade Requirements

The machine that is used to upgrade a Sentinel HL (HASP configuration) key to a Sentinel HL (Driverless
configuration) key must contain a Sentinel LDK Run-time Environment that satisfies the following requirements:

Sentinel HL (HASP configuration) key to upgrade

Standalone key that contains license information (Features and Products)
Net or NetTime key that contains license information (Features and Products)
Any HL key that contains no license information (Features and Products) AND the

license update used to upgrade the key contains no license information (Features
and Products). Both the key and the license update can contain memory data.

Required Run-time
Environment

Version 6.56 or later
Version 6.60 or later

No special version
requirements

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support

328


https://supportportal.thalesgroup.com/csm?id=sentinel

Appendix H: Upgrading Sentinel HL Keys

Upgrade Process

To upgrade a Sentinel HL (HASP configuration) key to Sentinel HL (Driverless configuration) key:

>

Create a Base Product or Modification Product that contains the Upgrade to Driverless attribute. The
Product can be created exclusively to upgrade the Sentinel key, or the Upgrade to Driverless attribute can
be included in a Product that licenses or modifies the license for a protected application. Apply the Product to
the Sentinel HL (HASP configuration) key to be upgraded.

The Upgrade to Driverless attribute is ignored if it applied to Sentinel HASP keys or to Sentinel HL
(Driverless configuration) keys. Similarly, the attribute is ignored if is applied to an SL AdminMode key, SL
UserMode key, or SL Legacy key. No error message is generated.

The Product that contains the Upgrade to Driverless attribute can be created using Sentinel LDK-EMS,
Sentinel LDK-EMS Web Services, or Sentinel License Generation API.

To upgrade a Sentinel HL Basic key from HASP configuration to Driverless configuration:

>

On the machine where the Sentinel HL Basic key is connected, use RUS to collect information regarding the
key. Use the resulting C2V file with Sentinel License Generation API to generate a V2C file that uses the
Upgrade to Driverless attribute to upgrade the key.

Apply the V2C file to the Sentinel HL Basic key to be upgraded.

Converting a Sentinel HL Standalone Key to a Network Key

T

I This topic does not apply to Sentinel HL Basic keys.

he table that follows describes the terminology used in this section.

Term Description

Sentinel HL standalone key Any Sentinel HL (Driverless configuration) key other than Net or
NetTime keys.

Sentinel HL concurrency-enabled A Sentinel HL standalone key that has been updated to support

key concurrency licenses.

Sentinel HL network key Any Sentinel HL key that supports network seat licenses. This can be

a Net or NetTime key, or a Sentinel HL concurrency-enabled key.

Sentinel HL standalone keys can be updated, before or after delivery to end users, to Sentinel HL concurrency-
enabled keys, and thus provide practically the same network functionality as Sentinel HL Net or NetTime keys.
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The only difference between a Sentinel HL concurrency-enabled key and a Sentinel HL Net or NetTime key is
the manner in which you are charged for network seat licenses. Each Net or NetTime key is provided with a
number of network seat licenses, based on the type of key. For HL concurrency-enabled keys, network seat
licenses that you provide to your customers are deducted from the HL Pool of Seats in your Sentinel LDK
Master license. This is similar to the way network seats are charged for Sentinel SL keys.

You update a Sentinel HL standalone key to a Sentinel HL concurrency-enabled key simply by assigning
concurrency to a Feature on the key. When this occurs, the License Manager checks the firmware version of the
key and may upgrade the firmware. (For more information on firmware upgrades, see the description of firmware
in the Sentinel LDK Release Notes.)

The conversion can only occur if License Manager v.7.3 or later is present on the machine where the Sentinel HL
key is connected.

NOTE When you update a Sentinel HL standalone key to a Sentinel HL concurrency-enabled
key, you must also ensure that the Sentinel LDK Run-time Environment is installed on the
machine where the key is connected. For more information, see "Situations That Require
Sentinel LDK Run-time Environment" on page 175.

Note the following:

> Feature ID 0 for a Sentinel HL concurrency-enabled key shows the key as a NET key with unlimited
concurrency as long as any other Feature on the key requires concurrency. If the requirement for
concurrency are removed from the key, Feature ID 0 will show the key as a standalone key.

> In Sentinel License Generation API, you can prevent the upgrade of the Firmware for a Sentinel key when
you update a license. However, if the existing Firmware on the key does not support the functionality in the
update you are attempting to perform, the update will fail as a result. For more information, see the Sentinel
License Generation API Reference.

> All Sentinel HL (Driverless configuration) key (except for HL Basic keys) will be shown as capable devices for
licenses that require concurrency.

Sentinel HL (HASP configuration) standalone keys can be upgraded and updated to Sentinel HL (Driverless
configuration) concurrency-enabled keys in a single update operation. Upgrade the key to the Driverless
configuration as described earlier in this appendix, and at the same time assign concurrency to a Feature on the
key.
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APPENDIX I: Protecting Applications in Linux
Docker Containers

/

Sentinel LDK supports protected applications that execute in Docker containers under Linux, within the
limitations described in this appendix.

The Product license for a protected application that runs in a Docker container can be deployed using either
HL keys or using SL keys, as described below.

NOTE This appendix is applicable for applications that are protected and licensed using
Sentinel LDK v.7.10 and later.

In this appendix:

> "Using SL Keys" below

> "Using HL Keys" on page 333

> "Additional Considerations" on page 333

> "Side-By-Side Comparison" on page 335

Using SL Keys

Sentinel LDK supports the use of SL keys for protected applications that execute in a Docker container. The
Run-time Environment can be installed on the host machine or within the Docker container.

The Run-time Environment and the SL key for a protected application that runs in a Docker container can be
configured using one of the options described below.

> Option 1 - Outside of Container

Type of Key Location of Run-time Environment Location of SL Key

SL AdminMode key Host machine or remote machine Host machine or remote machine
(Includes cloud

licensing)

The RTE and SL key are installed outside of the Docker container. This option does not have any limitations.
The RTE works as usual. The protected application running in the Docker container accesses the license via
network communication.
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If the host machine is a physical machine, you can prevent installation of SL AdminMode keys in the container
by disabling support for virtual machines when you create the keys.

> Option 2 - Within Container

Type of Key Location of Run-time Environment Location of SL Key
SL Within the container (RTE version mustbe 7.100 or = Within the container
AdminMode later.)

key

SL UserMode

Key

You do not need to install anything on the host. However, you can only use this option with perpetual licenses
that do not have a concurrency limit. Any other type of software licenses will be regarded as a clone the next
time the container is restarted.

With this option, Thales recommends that you install the license at every container startup. This can be
accomplished by simply placing the V2C file in the appropriate directory.

You should not save the container image after secure storage has been created. If the container image is
saved, the secure storage would be regarded as "restored manually" at container startup and would be
completely recreated automatically. This slows down the startup process.

> Option 3 - Mixed Solution

Type of Key Location of Run-time Environment Location of SL Key
SL AdminMode key Within the container (RTE version mustbe = Host machine or remote
(Includes cloud 7.100 or later.) machine

licensing)

You install the RTE inside the container, but configure Docker to keep the license storage directories on the
host to be able to install any kind of license.

NOTE You cannot install the RTE both inside the container and on the host. When using this
option, ensure that the RTE executes only inside the container.

The host machine or remote machine (service) can supply a mounted persistence volume as SL storage. In a
cloud environment, persistence volume is a resource that is backed by a persistent disk or volume service.

You can configure Docker to keep the license storage directories on the host using the Docker -v option. For
example: The following command starts the "ubuntu" container, keeping the /var/hasplm and /etc/hasplm
directories on the host.

$ sudo docker run -it -v /var/hasplm:/var/hasplm -v /etc/hasplm:/etc/hasplm -p 1947:1947
ubuntu
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You can then install the RTE inside the container. (If the license storage directories already exist and contain
licenses, you will be able to access these licenses from inside the container.)

Using HL Keys

Sentinel LDK supports the use of HL keys for protected applications that execute in a Docker container.

When installing Sentinel LDK Run-time Environment (RTE) for use with HL keys, the RTE can be installed either
on the host machine or within the Docker container.

> Option 1 - Outside of Container

Location of Run-time Environment HL Key Access
Host machine HL key accessed from the host machine

The protected application running in the Docker container accesses the license on the HL key via network
communication. Only network licenses are supported.

Thales recommends that you use this option if the license supports remote access. Access the HL key via the
RTE and not directly from the Docker container.

> Option 2 - Within Container

Location of Run-time Environment HL Key Access

Within the container (RTE version must be HL key accessed from inside the container
7.100 or later.)

This includes a scenario in which the Licensing API accesses the HL keys directly, without the need for the
RTE.

When the RTE is installed within the Docker container, the host must be configured to share all USB devices
with the container. You can accomplish this by issuing the following command on the host machine:

S sudo docker run -it --device /dev/bus/usb:/dev/bus/usb ubuntu

It is also possible to share only the specific HL key by specifying the key's path, but you must implement some
logic to identify this path. For example:

$ sudo docker run -it --device /dev/bus/usb/003/008:/dev/bus/usb/003/008 ubuntu

Additional Considerations

> Distribution of Docker images should be done before any license is installed. License activation should then
be done after the user chooses the host they want to use. Distributing this container to other hosts will render
this license unusable (regarded as cloned).
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> An SL license of any type other than Perpetual that is installed in the container become a cloned license the
next time the container restarts. To prevent this, do one of the following:

e Use one of the other installation options. The best option is to configure the secure storage on the host
before installing the license.

* Request the user to provide a C2V from the host and install a license with concurrency of 1.

> When the License Manager operates in a Docker container: To configure the License Manager and establish
communication between the License Manager and the protected application, you may need to configure the
License Manager INI file. For more information, see "Working Directly With License Manager Configuration
Files" on page 201.
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Side-By-Side Comparison

The tables that follow provides a side-by-side comparison of the different licensing options described in this

appendix.

SL Key Options

Description

Type of Key

Docker Host
Requires
Configuration?

Move the
Container to
Another Host
Without
Reactivation?

Supported License Types and License Actions

Perpetual
Expiration Date
Execution Count
Time Period
Concurrency
Detach

Rehost

Option 1: Outside of
Container

SL Key with concurrency
on remote machine or
Docker host;

supports cloud licensing

SL AdminMode key

No

Yes

Yes
Yes
Yes
Yes
Yes
Yes

Yes (to another remote
machine)

Option 2: Within
Container

SL Key and RTE inside
the container

SL AdminMode key
SL UserMode key

No

No

Yes
No'
No'
No'
No'
Not applicable

No

Option 3: Mixed Solution

SL Key on the host and
shared with container; RTE
inside the container

SL AdminMode key and SL
UserMode key

Yes

No

If the license is activated from
inside the Docker container,
this option is identical to
option 2.

If the license is activated from
the host, this option is
identical to option 1.
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Option 1: Outside of Option 2: Within Option 3: Mixed Solution

Container Container

This configuration will be blocked during license generation. Use option 1 with a single network seat or use
option 3 with the license activated from the host.

HL Key Options

Description

Type of Key

Anything Located
Outside of the
Container?

Docker Host
Requires
Configuration?

Move the
Container to
Another Host
Without
Reactivation?

Option 1: Outside of Container

HL key with concurrency on a remote
machine or Docker host

HL key

Yes (RTE on remote machine)

No

Yes

Supported License Types and License Actions

Perpetual
Expiration Date
ExecutionCount

Time Period

Time from License

Generation
Concurrency

Detach

Yes

Yes

Yes

Yes

Yes

Yes

No

Option 2: Within Container

HL key (no concurrency) connected to
the host and shared with the container

HL key

Only Physical key

Yes

Yes

Yes
Yes
Yes
Yes

Yes

Yes

Not applicable
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Option 1: Outside of Container Option 2: Within Container

Rehost Move the key Move the key

APPENDIX J: Protecting Applications in Linux
LXC Containers

/

Sentinel LDK supports protected applications that execute in LXC containers under Linux, within the limitations
described in this appendix.

The Product license for a protected application that runs in an LXC container can be deployed using either
HL keys or using SL keys, as described below.

NOTE This appendix is applicable for applications that are protected and licensed using
Sentinel LDK v.8.2 and later.

In this appendix:
> "Using SL Keys" below

> "Using HL Keys" on page 339

Using SL Keys

Sentinel LDK supports the use of SL keys for protected applications that execute in a LXC container. The Run-
time Environment can be installed on the host machine or within the LXC container.

The Run-time Environment and the SL key for a protected application that runs in a LXC container can be
configured using one of the options described below.

> Option 1 - Outside of Container

Type of Key Location of Run-time Environment Location of SL Key

SL AdminMode key Host machine or remote machine Host machine or remote machine
(Includes cloud

licensing)
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The RTE and SL key are installed outside of the LXC container. This option does not have any limitations.
The RTE works as usual. The protected application running in the LXC container accesses the license via
network communication.

If the host machine is a physical machine, you can prevent installation of SL AdminMode keys in the container
by disabling support for virtual machines when you create the keys.

> Option 2 - Within Container

Type of Key Location of Run-time Environment Location of SL Key
SL Within the container (RTE version must be 8.21 or Within the container
AdminMode later.)

key

SL UserMode

Key

You do not need to install anything on the host.

> Option 3 - Mixed Solution

Type of Key Location of Run-time Environment Location of SL Key
SL AdminMode key Within the container (RTE version mustbe = Host machine or remote
(Includes cloud 8.21 or later.) machine

licensing)

You install the RTE inside the container, but configure LXC to keep the license storage directories on the host
to be able to install any kind of license.

NOTE You cannotinstall the RTE both inside the container and on the host. When using this
option, ensure that the RTE executes only inside the container.

The host machine or remote machine (service) can supply a mounted persistence volume as SL storage. In a
cloud environment, persistence volume is a resource that is backed by a persistent disk or volume service.

You can configure LXC to keep the license storage directories on the host using the LXC config file from
Ivarl/lib/Ixc/<containername>/, Add the following commands to the config file, keeping the /var/hasplm and
/etc/hasplm directories on the host.

lxc.mount.entry=/var/hasplm var/hasplm none bind,optional,0
1xc.mount.entry=/etc/hasplm etc/hasplm none bind,optional,0
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Using HL Keys

Sentinel LDK supports the use of HL keys for protected applications that execute in a LXC container.

When installing Sentinel LDK Run-time Environment (RTE) for use with HL keys, the RTE can be installed either
on the host machine or within the LXC container.

> Option 1 - Outside of Container

Location of Run-time Environment HL Key Access
Host machine HL key accessed from the host machine

The protected application running in the LXC container accesses the license on the HL key via network
communication. Only network licenses are supported.

Thales recommends that you use this option if the license supports remote access. Access the HL key via the
RTE and not directly from the LXC container.

> Option 2 - Within Container

Location of Run-time Environment HL Key Access

Within the container (RTE version must be HL key accessed from inside the container
8.21 or later.)

This includes a scenario in which the Licensing APl accesses the HL keys directly, without the need for the
RTE.

When the RTE is installed within the LXC container, the host must be configured to share the specific HL key.
For example:

a. List USB key

$ lsusb
Bus 002 Device 006: ID 0529:0003 Aladdin Knowledge Systems

b. The device node is visible as:

$ 1s -1 /dev/bus/usb/002/006
crw-rw-rw— 1 root plugdev 189, 133 Apr 1 08:06 /dev/bus/usb/002/006

c. Add cgroup permissions to LXC config file (/var/lib/Ixc/<containerName>/config):

lxc.cgroup.devices.allow = ¢ 189:* rwm
1xc.mount.entry=/dev/bus/usb/002 dev/bus/usb/002 none bind,optional,create=dir
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The first part of this appendix provides a checklist to help you solve some of the most common problems that
your customers might encounter when using the Sentinel HL keys. The second part lists specific problems you or
your customers may experience, together with the solutions.

Sentinel HL keys conform to the highest standards of quality assurance. However, like any other PC peripheral
device, a Sentinel HL key might not operate on certain PC configurations because of faulty equipment or
improper installation. This appendix can help you in such a situation.

In addition to the information in this appendix, you can access the Sentinel Knowledge Base at:
https://supportportal.thalesgroup.com/csm/?id=kb_home_page

The Knowledge Base contains a comprehensive listing of solutions to general and specific problems.

To avoid potential difficulties, ensure you are using current Sentinel LDK software versions. Contact your local
Thales representative for the latest updates, or visit the Thales downloads page at:

https://cpl.thalesgroup.com/software-monetization/sentinel-drivers

Checklist

If a customer reports a problem, check the following:

> What the returned error code or message says. For additional information, see the status codes in the
Sentinel License Generation AP| Reference.

> Whether a Sentinel HL key is connected correctly to the USB port.

> Whether your customer’s hardware or the operating system indicates technical malfunction, such as device
manager collisions, system events, bootlog failures, or other issues.

> Whether Sentinel Admin Control Center can access the Sentinel HL key.

> Whether the problem occurs when the protected application runs on another PC of the same model.

Problems and Solutions

Problem Sentinel HL key drivers do not install.
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Appendix K: Troubleshooting

Solution Are older Sentinel HL key drivers installed on the machine? Uninstall the older driver using the
installer corresponding to the older driver version. For additional information, see the Sentinel
HL key driver documentation. After the older drivers are removed, install the Sentinel HL
drivers. For additional information, see the Sentinel LDK Installation Guide.

Problem The protected application cannot find a Sentinel HL key.

Solution Does the Sentinel HL key LED light up? If not, this could be for one of the following reasons:

> The key is not connected properly to the USB port. Disconnect, then reconnect after a few
seconds. If the LED lights, the application should be able to access the key.

> The required Sentinel HL key drivers are not installed. If you are running Sentinel LDK on a
Windows platform, check for an entry for Sentinel LDK in the Device Manager utility. If
there is no entry, you must install the drivers using one of the methods in the Sentinel LDK
Installation Guide.

> Check if the USB port is functioning correctly. Disconnect all other USB devices from their
respective ports. Connect the Sentinel HL key to a different USB port. Try using a different
USB device in the port from which the Sentinel HL key was not accessible.
Open the Windows Services window and check that Sentinel License Manager is running.

> Check that the Batch Code on the Sentinel HL key matches the Batch Code of the
protected application.

Problem Web pages for Admin Control Center do not display in your Web browser on a Windows
machine.
Solution Check the following:

> Confirm that the Sentinel LDK License Manager service is active.

> Some other program that you installed may have incorrectly installed special TCP/IP
drivers. As a result, WinSock configuration may be damaged. To resolve this problem, run
the command netsh winsock reset from an Administrator shell, and then restart the

machine.
Problem The application takes a long time to find the Sentinel protection key on a large network.
Solution It is recommended that you customize the search mechanism. Use Admin Control Center

configuration to specify a search criteria, and to define the server addresses to be searched.
By doing so, the Admin Control Center searches for the Sentinel protection key at a specific
address, which is much faster.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 341


https://docs.sentinel.thalesgroup.com/ldk/LDKdocs/Install/default.htm#cshid=0
https://supportportal.thalesgroup.com/csm?id=sentinel

Appendix K: Troubleshooting

Problem

Solution

Problem

Solution

Problem

Solution

Problem

Solution

Problem

You receive an error message indicating that Sentinel License Manager was not found.

The error message might be for one of the following reasons:

> Sentinel License Manager was not loaded. Try restarting Sentinel License Manager in the
Windows Services window.

> There is a communication error with the machine on which the Sentinel protection key is
located. If you repeatedly receive the error message, try using a different search
mechanism.

You cannot add files when using the Sentinel LDK Data Protection utility.

The problem may occur for one of the following reasons:

> You are attempting to add a list that includes problematic files. Remove all problematic files
marked in red in the File list.

> You are attempting to add a file that is outside the scope of the filters defined in Sentinel
Envelope. You must protect your software again using the new file filter settings.

> For additional information, see "Protecting Data Files" on page 76.

When using Sentinel LDK Data Protection utility, you receive a message that no data filters
were defined for a program in a Sentinel Envelope project.

The problem cannot be solved using the Data Protection utility. You need to use Sentinel LDK
Envelope to protect your software again, and to specify file filter settings.

When running a protected Java application, error code 22 is thrown.

When a java application is protected using both Sentinel LDK Envelope and Sentinel
Licensing API, the JAR files used by the protected application must have the same version
number. Ensure that you are using both Sentinel LDK Envelope and Sentinel Licensing API
from the same version of Sentinel LDK.

When you are logged in to both the Vendor Portal and the Customer Portal simultaneously in
Sentinel LDK-EMS in different tabs of a single Web browser instance, a message for an
internal error is generated.

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 342


https://supportportal.thalesgroup.com/csm?id=sentinel

Appendix K: Troubleshooting

Solution

Problem

Solution

Problem

Solution

Problem

To work simultaneously with the Sentinel LDK-EMS Vendor Portal and Customer Portal on a
single machine, use two separate Web browser instances.

When you download a C2V file (for example, abc.C2V) from Admin Control Center using the
Safari Web browser, Safari appends ".xml" to the file name (for example, abc.c2v.xml). As a
result, Sentinel LDK-EMS blocks the file.

Before you attempt to use the C2V file in Sentinel LDK-EMS, remove the ".xml" extension from
the file name.

When an application calls a Sentinel LDK-EMS Web Service, error 403 is returned.

HTTP verb tampering is an attack that exploits HTTP verb-based authentication and access
control mechanisms. The vulnerability lies in the configuration of the security constraints that
specify HTTP verbs that often allow more access than intended.

An application's authentication and authorization mechanisms can be bypassed with HTTP
verb tampering when the security control fails to block verbs that are not listed.

Effective with version 7.9, Sentinel LDK-EMS Web Services have been modified to prevent
HTTP verb tampering. The methods that are used to call Web Services have been whitelisted:
GET, POST, DELETE, PUT. When calling these methods in your application, you must ensure
that they are written using only upper-case letters as shown here. Variations that used lower-
case or mixed-case letters have been blacklisted.

This is a standard practice as suggested by the Internet community and is mentioned in RFC
standard protocols (RFC 7230 and 7231).

The use of method calls that do not comply with these practices will cause your application to
fail with error code 403.

Using Sentinel Licensing API, you call the GetInfo function in the to fetch the fingerprint for an

SL UserMode key. The fingerprint that is retrieved resembles the following:
<?xml version="1.0" encoding="UTF-8" 2>
<hasp info>
<host fingerprint type="SL-UserMode" vendorid="37515"
crc="3820837874">NHhJSQ==</host fingerprint>
</hasp_info>

This indicates that the API function retrieved an empty fingerprint. This occurs when the SL
UserMode license cannot be accessed or is corrupted.
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Solution The most common reasons for this issue is that access to the directory that contains the SL
UserMode licenses is denied. When you resolve the access permission issue, the API function
will be able to fetch the fingerprint as required.

If the problem is not caused by access permissions, the most likely cause is that the SL
UserMode licenses have become corrupted.

To resolve this issue, you must clear the entire SL UserMode license directory. As a result, all
locked licenses will be invalidated due to clone protection. It will be necessary to reissue these
licenses.

Unlocked licenses can be reinstalled in the directory.

For information on the location of SL UserMode licenses on the user’'s machine, see "Viewing
License Updates" on page 132.
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APPENDIX L: Comparison Between Sentinel
LDK-EMS and Sentinel EMS

Sentinel LDK is available with your choice of two different entittiement management systems:

>

Sentinel LDK-EMS is a dedicated legacy entitlement management system for Sentinel LDK. This system is
available either for installation on the vendor's server (on-premises) or as a service (hosted on Thales
servers). Sentinel LDK-EMS provides a user interface and REST API to manage resources.

Sentinel EMS is an improved, enterprise-level system that integrates with Sentinel LDK. Sentinel EMS
supports multiple enforcement types, including custom and third-party enforcements. Sentinel EMS is
available as a service that is hosted on Thales servers, where it is enhanced continuously with improvements
and updates. Sentinel EMS provides an advanced user interface and REST API to manage resources.

In this section:

>

>

>

"Terminology Comparison" on the next page

"Roles" on the next page

"Licensing Options" on page 348

"Features" on page 349

"Products" on page 350

"Memory" on page 351

"Entitlements" on page 352

"License Activation in the Vendor Portal" on page 352
"Customer Portal" on page 353

"Customers" on page 353

"Channel Partners" on page 353

"Sentinel LDK Master License and Master Key" on page 354
"Web Services - REST API" on page 355

"V2C and V2CP Files" on page 356
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Terminology Comparison

Sentinel LDK-EMS

"Batch Code" on page 358

License Type

Specify at entitlement time

Produce an entitlement

Product Key

Roles

Sentinel EMS

Batch Code is mapped with
Namespace. When a Batch Code
is assigned to a vendor, a
namespace with the same name
is created in Sentinel EMS.

Namespaces are also used to
segregate data in the Sentinel
LDK-EMS database.

License Model

Define in Entitlement
or
Allow overwrite

Mark an entitlement as Complete

EID (Entitlement ID)

Description of Term

Unique character string that
represents a Vendor Code.

Licensing options. For a complete
list of the available options, see
"Licensing Options" on page 348.

Enables you to set various
attributes when creating an
entitlement instead of when
creating a Product.

Terms used for generating an
entitlement.

The identifier that is used for
logging on to the Customer Portal
to view or activate the Products in
an entitlement.

The role assigned to each user determines the functions that the user is authorized to perform in Sentinel EMS or

Sentinel LDK-EMS. When a user logs on, only the relevant function groups are available to the user, according to

the user's assigned roles.

In Sentinel LDK-EMS, you can assign users to pre-defined roles. For implementation details, see the Sentinel

LDK-EMS User Guide.

In Sentinel EMS, you create roles as needed and associate them with users. For implementation details, see the
Sentinel EMS User Guide for Sentinel LDK.
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Sentinel LDK-EMS—Out-Of-The-Box Roles

Batch Code Admin

Customer Services

Development

Entitlement Manager

Product Manager

Sentinel EMS—How to Reproduce Sentinel LDK-
EMS Roles

>

User Type: Administrator

Role Permissions (View/Edit/Add/Delete
Access—VEAD):

e Namespace (VE)
* Market group (VE)

User Type: Standard

Role Permissions (View/Edit/Add/Delete
Access—VEAD):

e Customer management (VEAD)

* Channel partner management (VEAD)
* Entitlement management (V)

* Activation management (VEAD)

N/A. This role is not supported in Sentinel EMS.

User Type: Standard

>

Associations: User must be associated with the
relevant market group

Role Permissions (View/Edit/Add/Delete
Access—VEAD):

e Customer management (VEAD)
e Channel partner management (VEAD)
* Entitlement management (VEAD)

User Type: Standard

> Associations: User must be associated with the

relevant namespace
Role Permissions (View/Edit/Add/Delete
Access—VEAD):

* Catalog (Namespace) management for all
relevant namespaces (VEAD)
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Sentinel LDK-EMS—Out-Of-The-Box Roles

Production

Report Generation

Super User

Licensing Options

Sentinel EMS—How to Reproduce Sentinel LDK-
EMS Roles

> User Type: Standard

> Associations: User must be associated with the
relevant market group

> Role Permissions (View/Edit/Add/Delete
Access—VEAD):
* Entitlement management (V)
* Activation management (VEAD)

> User Type: Standard

Role Permissions (View/Edit/Add/Delete
Access—VEAD):

* Report management (V)

N/A. To assign "super user" privileges to a user,
associate that user with the equivalent of "Batch
Code Admin" on the previous page privileges for all
namespaces.

Licensing options are similar for both Sentinel EMS and Sentinel LDK-EMS, with an additional license option for
Sentinel EMS. You assign a license model and license terms to a Feature when you add the Feature to a
Product, or when adding the Product to an entitiement, if defined as such.

Sentinel LDK-EMS—License Types

Execution Count. The maximum number of times
the Feature may be used.

Expiration Date. The date on which the license for
the Feature will expire.

Perpetual. The license can be used an unlimited
number of times and for an unlimited period of time.

Time period. The number of days until the license
expires. The number of days is counted from the date
on which the licensed Feature is first used.

Sentinel EMS—License Models

Execution Count. The maximum number of times
the Feature may be used.

Expiration Date. The date on which the license for
the Feature will expire.

Perpetual. The license can be used an unlimited
number of times and for an unlimited period of time.

Time from First Use. The number of days until the
license expires. The number of days is counted from
the date on which the licensed Feature is first used.
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Appendix L: Comparison Between Sentinel LDK-EMS and Sentinel EMS

Sentinel LDK-EMS—License Types

N/A

Features

Sentinel EMS—License Models

Time from License Generation. This license type is
valid for the number of days until the license expires.
The number of days is counted from the date on
which the license is generated.

Sentinel LDK-EMS
Created under the relevant Batch Code.

You associate and configure license models for a
Feature when associating the Feature with a Product
or a when creating an entitlement, depending on the
Product settings.

Versions do not exist.

Sentinel EMS
Created under the relevant namespace.

You associate and configure license models for a
Feature when associating the Feature with a Product
or a when creating an entitlement, depending on the
Product settings.

NOTE If Sentinel EMS supports multiple
enforcements (for example, Sentinel

LDK and Sentinel RMS), the Associate
License Models pane is visible when
creating a Feature, but the license models
are not relevant for Sentinel LDK and
should be ignored.

Versions are not supported.

NOTE If Sentinel EMS supports multiple
enforcements (for example, Sentinel

LDK and Sentinel RMS), the version option
is visible in Sentinel EMS, but the version
number is not used when applied to a
feature that is included in a Sentinel LDK
product.
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Products

Sentinel LDK-EMS
Created under the relevant Batch Code.

Default values for some options:

> Locking type: HL

> Rehost: Leave as is

> Clone Protection: Platform Default

Product type:

> Base Product

> Modification Product
> Cancellation Product
> Unlocked Product:

* To create an Unlocked Product, you first
create a Base Product and then create an
unlocked variant of the Product.

* You can generate a Bundle of one or more
Unlocked Products for distribution using the
Developer options.

Sentinel EMS

Created under the relevant namespace.

Default values for some options:

>

Locking type: HL or SL Admin Mode or SL
UserMode
Rehost: Disable

Clone Protection: Only Platform Default is
available

NOTE For vendors who migrate from
Sentinel LDK-EMS, advanced clone
protection schemes that were implemented
for licenses continue to work as expected.

Product type:

A single, unified Product.

>

>

You can replicate the Modification-type Product
used in Sentinel LDK-EMS by defining a new
Product with the same Product ID as the original
Product and updating the Product as needed.

Unlocked Product:

* To create an Unlocked Product, you set the
Unlocked from Device option when creating
a Product. No variants are required. You can
generate an Unlocked Product for distribution
simply by creating and activating an
entitlement that includes the Unlocked
Product. If desired, you can also create a
trialware package as described in "How to
Bundle Unlocked Products Manually" on
page 323.
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Sentinel LDK-EMS

Clone Protection: You can allow Sentinel LDK-
EMS to automatically choose the best clone
protection scheme for the scenario, or you can
manually choose a pre-defined or custom clone
protection scheme.

Memory

Sentinel EMS

Clone Protection: Sentinel EMS automatically
chooses the best clone protection scheme for the
scenario.

NOTE For vendors who migrate from
Sentinel LDK-EMS, advanced clone
protection schemes that were implemented
for licenses continue to be available.

Sentinel LDK-EMS

Memory segments are used to segregate data
between Products to avoid overlapping memory data
when the same memory file is associated with
multiple products.

Types of memory:
> Dynamic:

* Memory segments that contain memory data.
> Default:

* Memory segments that you define or load
when creating a product.

¢ File ID is hidden.

Multiple navigation levels require you to select the
relevant memory type before you can choose a
memory segment.

Both types of memory support text and hexadecimal
data in the Sentinel LDK-EMS user interface.

Sentinel EMS

When creating a Product, you can directly configure
the offset and length of a memory file to segregate
data between Products. Memory segments are not
used.

Types of memory:
> User-created:
* Memory files that can contain file-specific

attributes such as reference IDs, as well as
memory data.

> Default:
¢ Qut-of-the-box memory files that are used as

placeholders for text. You can add text when
associating the memory file with a Product.

* File IDis visible. You select the file ID when
associating a memory file with a Product.

Unified list of all available memory files makes it easy

to select the required memory file.

Both types of memory support text data in the
Sentinel EMS user interface.
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Sentinel LDK-EMS

When creating a Product, you can create and apply
memory using Create New Memory > Action:
Set/Overwrite/Delete. For details, see the sections
on memory in Sentinel LDK—-EMS User Guide.

Entitlements

Sentinel EMS

When creating a Product, you create and apply
memory using Apply Memory:
Add/Overwrite/Delete. For details, see the
Sentinel EMS User Guide for Sentinel LDK.

Sentinel LDK-EMS
Created under the relevant Batch Code.

Types of entitlement:

> Hardware Key

> Product Key

> Protection Key Update

You can specify the Number of Product Keys to
generate multiple Product Keys for distribution. (This

is equivalent to EIDs in Sentinel EMS.)

Test Entitlement mode is not supported.

Batch Entitlement mode is not supported.

Sentinel EMS
Created under the relevant market group.

Unified entitlement workflow for SL and HL keys for
both new and updated licenses:

> Based on locking types of associated Product

> Number of activations is mapped with quantity

You can use batch entitlements to generate multiple
EIDs for distribution. (This is equivalent to Product
Keys in Sentinel LDK-EMS.)

Supports Test Entitlement mode to confirm that an
entitlement works correctly.

Supports Batch Entitlement mode, which lets you
create large batches of entitlements, eliminating the
need for small and low-volume production cycles.

License Activation in the Vendor Portal

Sentinel LDK-EMS

> All Products in the entitlement are activated.
Product-level (line-item) activation is not
supported.

Sentinel EMS

> You can activate an entire entitlement or selected
line items (Product-level activation). Each line
item is activated in its entirety.

> The Fixed activation method is supported with a
fixed quantity of 1.
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Customer Portal

Sentinel LDK-EMS

Login
You log in using a product key.

Applying Updates

You can apply all outstanding updates to all
protection keys connected to the machine used to
access the Customer Portal.

Customers

Sentinel EMS

Login
You log in using an EID or email address.

Applying Updates
You apply updates by activating entitlements.

Sentinel LDK-EMS

A customer can be associated with one or all Batch
Codes.

Types of customers:
> Company. Can have one or more contacts.

> [ndividual. No contacts.

Sentinel EMS

A customer can be associated with a single market
group.

Type of customer:

> Single, unified customer type for both companies
and individuals.

> Contacts are optional.

When migrating from Sentinel LDK-EMS, both types of Sentinel LDK-EMS customers are mapped to the

single customer type in Sentinel EMS.

Channel Partners

Sentinel LDK-EMS

A channel partner can be associated with one or all
Batch Codes.

Types of channel partners:
> Company. Can have one or more contacts.
> Individual. No contacts.

Sentinel EMS

A single channel partner user can be associated with
multiple market groups.

Type of channel partner:

> Single, unified channel partner type for both
companies and individuals.

> Contacts are not supported.
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Sentinel LDK-EMS Sentinel EMS

Advanced channel partner functionality is supported. = Advanced channel partner functionality is not
For details, see "Channel Partners" on page 142. currently supported.

When migrating from Sentinel LDK-EMS, both types of Sentinel LDK-EMS channel partners are mapped to
the single channel partner type in Sentinel EMS.

Sentinel LDK Master License and Master Key

Sentinel LDK-EMS Sentinel LDK-EMS Sentinel EMS

(on-premises) (hosted by Thales) (hosted by Thales)

> The Sentinel LDK Master > The Sentinel LDK Master > The Sentinel LDK Master
License is located on the License is located on the License is located on the
Master key. Sentinel LDK-EMS server. Sentinel EMS server.

> The Master key must be > The Master key is not used > The Master key is not used
connected to the Sentinel and should be stored in a and should be stored in a
LDK-EMS machine when secure location. secure location.
generating licenses. > The Master tab in Sentinel > The Sentinel LDK Master

> The Master tab in Sentinel LDK-EMS can be used to view License and its license
LDK-EMS can be used to view the license modules in the modules are maintained by
and update the license Sentinel LDK Master License, Thales.
modules in the Sentinel LDK which is maintained by Thales.

Master License.
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Web Services - REST API

Sentinel LDK-EMS and Sentinel EMS each have their own REST API. Although the functionality is similar, the
format and structure are different. When you migrate from Sentinel LDK-EMS to Sentinel EMS, the Sentinel
LDK-EMS REST APIs will need to be rewritten according to the Sentinel EMS REST APIs. Contact your Thales
representative for more information and assistance.

Developer Options

Sentinel LDK-EMS Sentinel EMS

You use the Developer tab to perform the various The Developer tab does not exist in Sentinel EMS.

tasks described in this table. The functionality in this tab is not relevant or is
handled differently in Sentinel EMS as described in
this table.

Bundle Unlocked Products for distribution. Bundling Unlocked Products is not required. You can

generate an Unlocked Product for distribution simply
by creating and activating an entitlement that
includes the Unlocked Product. If desired, you can
also create a trialware package as described in "How
to Bundle Unlocked Products Manually" on

page 323.

Export catalog definitions. You can export catalog definitions directly from the
relevant entity in Sentinel EMS. For details, see the
Sentinel EMS User Guide for Sentinel LDK.

Generate a Sentinel Run-time Environment (RTE) Sentinel Run-time Environment (RTE) Installer
Installer. generation is provided by the Sentinel LDK Master
NOTE This functionality is now provided Wizard.

by the Sentinel LDK Master Wizard and is
no longer available from the Developer tab
in Sentinel LDK 8.4 and later.

Perform RUS branding. RUS branding is not supported. You can use Sentinel
Admin Control Center or the Sentinel Licensing API
for similar functionality, such as generating a C2V file
or apply a V2CP file.
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V2C and V2CP Files

Sentinel LDK-EMS Sentinel EMS

Vendor-to-Customer Files Vendor-to-Customer Files

Sentinel LDK-EMS generates either V2C files or Sentinel EMS generates only V2CP files, which
V2CP files depending on the function being include all of the content of the relevant V2C files.
performed.
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Glossary

Activation

Activation counter

Admin License
Manager

AES

Anti-debugging

API samples

AppOnChip

Automatic Detach

Background checks

The process in which an SL key is locked to a specific computer or a license is
burned to an HL key. Following activation, the protected software can be used on
the end user's computer according to the activated license.

Licensing element that indicates the number of times that a Feature, which is
licensed using Sentinel LDK, can be run.

Standalone License Manager that is implemented as a service in Windows or as a
daemon in Mac and Linux Intel/ARM. The Admin License Manager handles
communication between the protected application and the protection keys. The
Admin License Manager is installed as part of Sentinel Run-time Environment,
together with Sentinel Admin Control Center.

See also: "License Manager" on page 362

Advanced Encryption Standard (AES) algorithm that is the basis for the Sentinel
LDK encryption and decryption.

Measures that are applied by the Sentinel LDK system to block potential attacks
intended to undermine the protection scheme.

Sample applications that utilize the Sentinel Licensing API. A learning tool used for
implementing the Sentinel Licensing API.

A protection functionality in Sentinel LDK Envelope that moves the execution of
selected code fragments from the protected application to the Sentinel HL
(Driverless configuration) key. This enhances the security of the protected
application.

When you start to work with a protected application, a license can be automatically
detached from the SL key and attached to your machine. The license is valid for the
number of hours specified in Admin Control Center. This enables you to continue
working even if your machine loses its connection to the SL key.

See also: "Detach" on page 359

Random checks executed by protected applications for a required Sentinel
protection key.
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Backward Ability to share data or commands with applications protected with earlier versions.
compatibility Sentinel LDK backward compatibility includes the ability to read and write data, set
real-time clocks, and process other ‘legacy' commands.

Base Product An original Product that has been created from scratch from which other Products
may be created. All Modification Products, Unlocked Products and Cancellation
Products are created from Base Products.

Batch Code Unique character string that represents a Vendor Code. The Batch Code is used in
defining Features, Products and orders. It is also used for ordering Sentinel
protection keys. With Sentinel HL keys, the code is printed on the Sentinel HL key
label.

Bundle (of Unlocked A package that consists of a V2C file containing one or more Unlocked Product

Products) licenses, your Vendor libraries and a customized Run-time Environment installer.
When this package is installed together with your protected application or
applications, the applications are ready for immediate execution; no additional
processing is required to activate the licenses. Bundles are useful for installing
trialware or for installing software that should be protected but does not have
licensing requirements.

C2V file Customer-to-Vendor file. This is a file that is sent by the customer to the vendor,
containing data about deployed Sentinel protection keys or data about the
customer's computer. C2V files can be safely sent using regular email.

See also: "V2C file" on page 367

Cancellation A Product that cancels the licensing details of another Product. A Cancellation
Product Product can be used to revoke a deployed license, or to remove a license from a
specified computer so that it can be transferred to another computer.

Channel Partner A company that partners with you to market and sell your products. Sentinel LDK-
EMS enables you to allow your channel partners to access Sentinel LDK-EMS
functionality to assist them in servicing their customers.

Channel Partner A Sentinel LDK-EMS user who is associated with a specific channel partner. This

user type of user can perform a limited range of activities for associated end-user
customers.

Cloud licensing A licensing scheme that enables end users to access local software with a license

hosted in the cloud. Cloud licensing uses identity-based access to give the vendor
or the customer granular control over who can access a network seat from a
license.
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Concurrency

Customer Portal

Cross-locking

Data Protection
utility

Decryption

Default Feature

Demo Vendor Code

DEMOMA

Detach

A licensing attribute that allows a single protection key to be used by one or more
instances of a protected application running on different computers in a network.
In a Product, concurrency is defined for each Feature license type.

Each instance of the protected application that can be used simultaneously is
referred to as a network seat (or a floating license).

Management of the license in the network is controlled using the Sentinel License
Manager.

For more information about concurrency, see "Specifying the License Terms for
Features in a Product" on page 108.

A Web portal in Sentinel LDK-EMS that can be accessed by customers. This portal
is used to activate licenses or to automatically apply updates to the protection keys
on the customer's machine.

Indicates that protection can be applied to both Sentinel HL and Sentinel SL keys.

Utility for encrypting and (optionally) licensing data files that are accessed by
programs protected by Sentinel LDK Envelope. (Formerly DataHASP)

The process of decrypting data that has been encrypted.

A Feature (with Feature ID "0") that is always available in a Sentinel protection key
and can be used to provide copy protection without the need to fulfill a Sentinel LDK
license. This feature is always perpetual and cannot be modified to use other
licensing terms.

When you protect an application with Envelope, Feature ID 0 is applied by default if
you do not choose any other Feature ID for licensing the application. To license a
specific Feature, always apply the relevant Feature ID.

If your application will be distributed with Sentinel HL Basic keys, you can use only
the default Feature (Feature ID 0) to protect your program.

See "DEMOMA" below.

Batch Code used for evaluation purposes with any Sentinel LDK application. Its
corresponding Vendor Code is available in the VendorCodes folder of your Sentinel
LDK installation.

Temporarily remove a license from a network pool on a host machine for
attachment to a remote recipient machine.

See also: "On-demand Detach" on page 362, "Automatic Detach" on page 357

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 359


https://supportportal.thalesgroup.com/csm?id=sentinel

Developer key

Encryption

Encryption engine
Encryption key

Encryption level

Entitlement

Envelope
Expiration date

External License
Manager

Feature

Feature ID

FeatureID 0

A special-purpose Sentinel HL key that contains the confidential codes assigned to
you by Thales and, optionally, certain Sentinel LDK Master license modules for
advanced Sentinel LDK features. The key is used by the software engineers when
protecting applications or data files using Sentinel LDK.

Translation of data into a confidential code. To read an encrypted file, you must
have the correct encryption engine for decrypting the file.

Encryption engine in a Sentinel protection key—based on the AES algorithm.
Key used with Sentinel Envelope to encrypt a data file.

Number of iterations that the Sentinel Envelope executes with the Sentinel
protection key for each interaction.

A request for items to be shipped to a customer. The entitlement specifies one of the
following:

> One or more Product licenses to be applied to Sentinel protection keys.

> An update to a protection key, specifying changes to be made to the license
terms or data stored in one or more deployed Sentinel protection keys.

See "Sentinel LDK Envelope" on page 365.
Date after which a protected application or Feature stops running.

License Manager that can be provided for each protected application (to replace the
"Integrated License Manager" on the next page). Handles communication between
the application and the protection key. This License Manager can be upgraded by
simply replacing a standalone file.

See also: "License Manager" on page 362

For software applications: An identifiable functionality that can be independently
controlled by a license. In Sentinel LDK, a Feature may be an entire application, a
module or a specific functionality such as Print, Save or Draw.

For data files: A specific Feature can be assigned to an individual data file orto a
collection of data files. This enables the vendor to easily manage the licensing of
data files.

Unique identifier for a Sentinel LDK-protected Feature.

See "Default Feature" on the previous page.
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File filter

Grace period

H2H file

H2R file

Handle

HASP

HASP ID

Integrated License
Manager

Key
Key ID

License

File mask that is defined in Sentinel LDK Envelope for a protected application. The
file filter is used by the protected application do determine which data files should be
handled as encrypted files.

An initial period of time (typically 30 to 90 days) or number of executions (typically
30) during which a Product can be used without a Sentinel protection key.

See also: "Unlocked Trialware Product” on page 366

Host-to-Host file. This file is used to rehost (transfer) a protection key from one end
user's machine to another end user's machine.

Host-to-Recipient file. This file contains one or more detached Product licenses for
temporary attachment to a recipient machine.

Unique identifier for accessing the context of a Sentinel LDK login session.

A legacy term that is used to refer to Sentinel protection keys in the HASP and LDK
family of products. This term is used in the following contexts:

> HASP HL keys. Legacy hardware protection keys, now replaced by Sentinel HL
keys.

> HASP SL keys. Previous name for the software-based Sentinel SL Legacy keys.

> HASP_ prefix / namespace. Used in the Sentinel Licensing API.

> HASPUserSetup.exe. GUI-based Run-time installer that supports multiple key
types (Sentinel HL, HASP HL, HASP4, and Hardlock).

> haspdinst.exe. Command-line based Run-time installer similar to
HASPUserSetup.exe.

See "Key ID" below.

License Manager that is integrated into each protected application. Handles
communication between the application and the protection key.

See also: "License Manager" on the next page

See "Sentinel protection keys" on page 365.

Unique identification number for a Sentinel protection key.

A logical entity (file or data) that enables the user to access a protected application

(or part of it). The digital representation of a license is stored in a Sentinel protection
key.
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License Manager

License Terms

License Type

Locked Product

Locking Type

Master key

Memory data

Modification
Product

On-demand Detach

Order

A component of Sentinel LDK that enables the protected application to locate and
query the protection key that provides licensing authorization for the protected
application to operate.

The following types of License Managers exist: "Admin License Manager" on
page 357, "Integrated License Manager" on the previous page, "External License
Manager" on page 360

Detailed conditions and terms of usage contained in a license.

A set of license terms for a Feature. Each license model defines the conditions that
control the use of a Feature in a Product.

A Product that is protected using Sentinel LDK and is locked to a specific machine
or HL key. An "Unlocked Trialware Product" on page 366 becomes a Locked
Product after the customer activates an entitlement for the Product.

Which types of protection keys can be used to license the Product. This determines
the level of protection for a Product.

A special-purpose Sentinel HL required for issuing licenses when the vendor works
with Sentinel LDK-EMS on-premises or with Sentinel License Generation API. In
these cases, the Master key contains the Sentinel LDK Master license. The Master
key must be connected to the machine where Sentinel LDK-EMS or the License
Generation API runs.

For Sentinel EMS or Sentinel LDK-EMS hosted by Thales, Master key is not
required. In this case, Thales recommends that you store the Master key in a secure
location to prevent misuse.

Vendor-defined data (for example: passwords, values used by the software) that is
specified in memory for a Product and transferred to the Sentinel protection key.

A modified version of an existing Product.

You can manually detach a license from an SL key and attach it to your machine for
a specified number of days. This is useful if you want to work with a protected
application and expect to be disconnected from your company’s network for an
extended period.

See also: "Detach" on page 359

A request for a Product entitlement or protection key updates to be shipped to a
customer.
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Product

Product Key

Production
Protect Once—
Deliver Many—

Evolve Often

Protection key

Protection Key
Memory

Protection Key
Update

Provisional Product

R2H file

Real-time Clock
(RTC)

Recipient machine

Rehost

A licensing entity that represents one of a vendor’s marketable software products or
data files. The Product is coded into the memory of a Sentinel key and contains one
or more Features. License terms are defined for each Feature in a Product.

A string that is generated by Sentinel LDK-EMS and supplied to the end user for use
as proof of purchase for Product Activation or Update Activation.

The implementation of an order for Products or protection key updates.

The concept of separation between engineering and business processes, on which
Sentinel LDK is designed.

See "Sentinel protection keys" on page 365.

Secure memory that resides within a Sentinel protection key (HL or SL), for use by
the protected software. Protection Key memory can be accessed or modified using
the Sentinel Licensing API. The memory can be initialized when the key is
generated, using data entered when defining the Product or when entering an order
for a Product.

File containing update information for deployed Sentinel protection keys.
See also: "V2C file" on page 367

See "Unlocked Trialware Product" on page 366.

Recipient-to-Host file. This file is used to re-attach a cancelled detachable license to
the host machine.

A battery-powered clock that is available in the Sentinel HL Time key and Sentinel
HL NetTime key. This clock is independent of the clock in the machine where the
key is attached.

See also: "V-Clock (Virtual Clock)" on page 367

Remote machine to which a license that has been detached from a network pool on
a host machine is temporarily attached.

Transfer a Sentinel SL key from one end user computer to another. The rehost
process is performed entirely by the end user, with no interaction with the vendor.
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Reverse
Engineering

RUS utility

Secure Storage

Secure Storage ID

Sentinel Admin API

Sentinel Admin
Control Center

Sentinel LDK-EMS

Sentinel LDK-EMS
Server

Sentinel HL key

Sentinel HL Basic
key

Software attacks that are intended to unravel the algorithms and execution flow of a
target program by tracing the compiled program to its source code. Sentinel
Envelope protection implements contingency measures to repel such attacks and
prevent hackers from discovering algorithms used inside protected software.

See "Sentinel Remote Update System (RUS)" on page 366.

Area reserved by Sentinel LDK on a computer’s local hard drive when one or more
Sentinel SL protection keys are installed on the computer. The keys are installed in
the secure storage area. This area can only be accessed or modified by Sentinel
LDK components.

A globally unique identifier of Secure storage on every machine.

API that enables administration of License Managers and Sentinel protection keys.
Provides all the functionality that is available in Admin Control Center.

See also: "License Manager" on page 362

Customizable, Web-based, end-user utility that enables centralized administration
of Admin License Managers and Sentinel protection keys.

See also: "License Manager" on page 362,"Admin License Manager" on page 357

Role-based application used to generate licenses and lock them to Sentinel
protection keys, write specific data to the memory of a Sentinel protection key, and
update licenses already deployed in the field. Sentinel LDK-EMS is installed as a
service (Sentinel LDK-EMS Service) under Windows.

Computer on which Sentinel LDK-EMS is installed and the Sentinel LDK-
EMS Service is active.

The hardware-based protection and licensing component of Sentinel LDK. One of
the Sentinel protection key types.

Standard Sentinel HL local key that is used to protect software, and: has a perpetual
license. This key:

> does not have any memory functionality.
> does not support concurrency or remote desktops.
> does not support V-Clock.
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Sentinel HL network
key

Sentinel HL
(Driverless
configuration) key

Sentinel HL (HASP
configuration) key

Sentinel LDK-EMS
(Thales Hosted) or
LDKaa$S

Sentinel LDK -
Demo Kit

Sentinel LDK
Envelope

Sentinel LDK Run
time Environment
(RTE)

Sentinel LDK
ToolBox

Sentinel License
Manager

Sentinel Licensing
API

Sentinel LDK Master
license

Sentinel protection
keys

Any Sentinel HL key that supports concurrency. This includes the following keys:
> Sentinel HL Net key
> Sentinel HL NetTime key

> Any Sentinel HL (Driverless configuration) key except for Sentinel HL Basic keys

Type of Sentinel HL key that does not require the Run-time Environment in order to
protect an application or data file on a Windows machine.

Type of Sentinel HL key that is fully compatible with protected applications that
require the older HASP HL keys.

Sentinel LDK-EMS hosted and managed by Thales. (This can be used instead of a
local, on-premises Sentinel LDK-EMS installation.)

Kit containing software, hardware and documentation for evaluating the Sentinel
LDK system.

Application that wraps an application in a protective shield, ensuring that the
protected application cannot run unless a specified Sentinel protection key is
accessible by the program.

System component that enables communication between a Sentinel protection key
and a protected application or data file. The Run-time Environment also contains
Sentinel Admin Control Center.

GUI application designed to facilitate software engineers’ use of various Sentinel
LDK APIs and to generate source code.

See "License Manager" on page 362.

Interface for inserting calls to a Sentinel protection key

The license issued to you by Thales to work with Sentinel LDK. The Sentinel LDK
Master license contain the modules that you purchased or subscribed to, as well as
other license components. The Master license resides in your instance of Sentinel
LDK-EMS hosted by Thales. If you installed Sentinel LDK-EMS on premises, your
Master license resides in your Master key.

Sentinel HL keys and Sentinel SL keys.
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Sentinel Remote
Update System
(RUS)

Sentinel SL key

Developer keys

Status code

Trialware

Unlocked license

Unlocked Product

Unlocked Trialware
Product

Unlocked Unlimited
Product

Utility that enables licenses in deployed Sentinel protection keys to be securely,
remotely updated, or the contents of the keys to be modified.

See also: "C2V file" on page 358, "V2C file" on the next page

The software-based protection and licensing component of Sentinel LDK—a virtual
Sentinel HL key.

The Master key and Developer key that contain your unique and private Vendor
Codes. These keys enable you to apply protection to your programs, to program the
Sentinel protection keys that you send to your end users, and to specify the license
terms under which your software can be used.

Error or status message returned by the Thales system.

Software or data files that can be distributed with an integrated Sentinel protection
key for end-user evaluation during a limited time period.

See also: "Unlocked Trialware Product" below

A license that does not lock a protected entity (application or data file) to a specific
machine and does not necessarily impose any licensing restrictions on the use of
the protected entity. The protected entity can be installed on any number of
machines.

The vendor creates an unlocked product from a base product. The vendor can use
Sentinel LDK to protect the entity, and can either use a different mechanism to
license the entity or can impose no license restrictions on the entity.

A Product that is distributed with an "Unlocked license" above. Unlocked Products
are created from Base Products.

A Product that can be distributed as trialware, or during a grace period. Unlocked
trialware Products are not locked to a specific machine and do not require activation
for a limited period. Unlocked trialware Products typically have a duration of 30 to 90
days or 30 executions. This period can be set to begin either from the date of first
use of the application or from the date that the license was generated. (The
Unlocked trialware Product was formerly referred to as a provisional Product.)

A Product that does not lock a protected application to a specific machine and does
not necessarily impose any licensing restrictions on the use of the protected
application. The Product can be granted a perpetual license or can be limited to any
length of time that you choose. This enables the vendor to use Sentinel LDK to
protect the application, but use a different mechanism to license the application (or
impose no license restrictions on the application).
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uUTC

V-Clock (Virtual
Clock)

V2C file

V2CP file

Vendor Code

Vendor ID

Vendor libraries
(Vlib)

Vendor keys

Coordinated Universal Time—the standard time common to every place in the
world.

Virtual clock that is available in Sentinel SL keys and Sentinel HL (Driverless
configuration) keys.

See also: "Real-time Clock (RTC)" on page 363

Vendor-to-Customer file. This file is sent by the vendor to a customer. This file is
generated either by Sentinel LDK-EMS or by other Sentinel LDK vendor tools. The
file contains data to create or update a Sentinel protection key on the end user's
computer. This data can include detailed changes to the license terms or data to be
stored in the end users' Sentinel protection keys. V2C files can be safely sent using
regular email. The naming convention for V2C files can be modified in Sentinel
LDK-EMS.

See also: "C2V file" on page 358

Vendor-to-Customer package file. This file is generated only by Sentinel LDK-
EMS. This file contains one or more V2C updates to a Sentinel protection key on the
end user's computer. A V2CP file contains multiple V2C updates if Sentinel LDK-
EMS determines that V2C transactions are pending at the time that it issues a new
V2C transaction. The License Manager breaks down a V2CP file to its component
V2C files and then applies each update in sequence. V2CP files can be safely sent
using regular email.

See also: "V2C file" above

A unique vendor-specific code that enables access to the vendor's Sentinel
protection keys.

A unique number that is associated with a given Vendor Code and Batch Code.

Vendor-specific API libraries. These libraries are built and customized on Thales
servers. In this process, the libraries are customized differently for every vendor.
These libraries are downloaded when you introduce one of your Vendor keys.

Collective term used to refer to the Master key and the Developer key.
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SENTINEL LDK PRODUCT END USER
LICENSE AGREEMENT

IMPORTANT INFORMATION - PLEASE READ THIS AGREEMENT CAREFULLY BEFORE USING THE
CONTENTS OF THE PACKAGE AND/OR BEFORE DOWNLOADING OR INSTALLING THE SOFTWARE
PRODUCT. ALL ORDERS FOR AND USE OF THE SENTINEL® LDK PRODUCTS (including without limitation,
the Developer's Kit, libraries, utilities, diskettes, CD_ROM, DVD, Sentinel keys, the software component of
Sentinel LDK, and the Sentinel LDK Software Protection and Licensing Guide) (hereinafter “Product”)
SUPPLIED BY THALES DIS CPL USA, Inc., or one of its affiliates, (in each case, referred to hereinas
“THALES”) ARE AND SHALL BE, SUBJECT TO THE TERMS AND CONDITIONS SET FORTH IN THIS
AGREEMENT.

BY OPENING THE PACKAGE CONTAINING THE PRODUCTS AND/OR BY DOWNLOADING THE
SOFTWARE (as defined hereunder) AND/OR BY INSTALLING THE SOFTWARE ON YOUR COMPUTER
AND/OR BY USING THE PRODUCT, YOU ARE ACCEPTING THIS AGREEMENT AND AGREEING TO BE
BOUND BY ITS TERMS AND CONDITIONS.

IF YOU DO NOT AGREE TO THIS AGREEMENT OR ARE NOT WILLING TO BE BOUND BY IT, DO NOT
OPEN THE PACKAGE AND/OR DOWNLOAD AND/OR INSTALL THE SOFTWARE AND PROMPTLY (at least
within 7 days from the date you received this package) RETURN THE PRODUCTS TO THALES, ERASE THE
SOFTWARE, AND ANY PART THEREOF, FROM YOUR COMPUTER AND DO NOT USE IT IN ANY MANNER
WHATSOEVER.

This Agreement has 3 sections:

Section | applies if you are downloading or using the Product free of charge for evaluation purposes only.
Section Il applies if you have purchased or have been otherwise granted by Thales a license to use the Product.
Section Il applies to all grants of license.

1. SECTION | - TERMS APPLICABLE TO GRANT OF EVALUATION LICENSE

1.1 License Grant. Thales hereby grants to you, and you accept, a nonexclusive license to use the Product in
machine- readable, object code form only, free of charge, for the purpose of evaluating whether to purchase an
ongoing license to the Product and only as authorized in this License Agreement. The evaluation period is limited
to the maximum amount of days specified in your applicable evaluation package. You may use the Product,
during the evaluation period, in the manner described in Section 11l below under “Extent of Grant.”
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1.2 DISCLAIMER OF WARRANTY. The Product is provided on an “AS IS” basis, without warranty of any kind.
IMPLIED WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE, SATISFACTION AND
MERCHANTABILITY SHALL NOT APPLY. SOME JURISDICTIONS DO NOT ALLOW EXCLUSIONS OF AN
IMPLIED WARRANTY, SO THIS DISCLAIMER MAY NOT APPLY TO YOU AND YOU MAY HAVE OTHER

LEGAL RIGHTS THAT VARY BY JURISDICTION. The entire risk as to the quality and performance of the
Product is borne by you. This disclaimer of warranty constitutes an essential part of the agreement.

If you initially acquired a copy of the Product without purchasing a license and you wish to purchase a license,
contact Thales or any Thales representative.

2. SECTION Il - APPLICABLE TERMS WHEN GRANTED A LICENSE

2.1 License Grant. Subject to your payment of the license fees applicable to the type and amount of licenses
purchased by you and set forth in your applicable purchase order, Thales hereby grants to you, and you accept,
a personal, nonexclusive and fully revocable limited License to use the Software (as such term is defined in
Section lll hereunder, in the Intellectual Property subsection), in executable form only, as described in the
Software accompanying user documentation and only according to the terms of this Agreement: (i) you may
install the Software and use it on computers located in your place of business, as described in Thales's related
documentation; (ii) you may merge and link the Software into your computer programs for the sole purpose
described in the Sentinel LDK Software Protection and Licensing Guide; however, any portion of the Software
merged into another computer program shall be deemed as derivative work and will continue to be subject to the
terms of this Agreement; and (iii) you are permitted to make a reasonable number of copies of the Software
solely for backup purposes. The Software shall not be used for any other purposes.

2.2 Sub-Licensing. After merging the Software in your computer program(s) according to the License Grant
section above, you may sub-license, pursuant to the terms of this Agreement, the merged Software and resell
the hardware components of the Product, which you purchased from Thales, if applicable, to distributors and/or
users. Preceding such a sale and sub-licensing, you shall make sure that your contracts with any of your
distributors and/or end users (and their contracts with their customers) shall contain warranties, disclaimers,
limitation of liability, and license terms which are no less protective of Thales's rights than such equivalent
provisions contained herein. In addition, you shall make it abundantly clear to your distributors and/or end users,
that Thales is not and shall not, under any circumstances, be responsible or liable in any way for the software
and software licenses contained in your computer programs which you merge with the Thales Software and
distribute to your distributors and/or end users, including, without limitation, with respect to extending license
terms and providing maintenance for any software elements and/or computer programs which are not the Thales
Software. Thales expressly disclaims any responsibility and liability with respect to any computer programs,
software elements, and/or hardware elements which are not and do not form part of the Thales product.

2.3 Limited Warranty. Thales warrants, for your benefit alone, that (i) the Software, when and as delivered to you,
and for a period of three (3) months after the date of delivery to you, will perform in substantial compliance with
the Sentinel LDK Software Protection and Licensing Guide, provided that it is used on the computer hardware
and with the operating system for which it was designed; and (ii) that the Sentinel HL key and microSD card, for a
period of twenty four (24) months after the date of delivery to you, will be substantially free from significant
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defects in materials and workmanship. You may enable or disable certain features when applying the Sentinel
LDK protection software by changing settings in the Sentinel LDK tools in accordance with the Sentinel LDK
Software

Protection and Licensing Guide; HOWEVER, IT IS IMPORTANT TO NOTE THAT WHEN ENABLING OR
DISABLING SOME FEATURES YOU MIGHT REDUCE THE LEVEL OF PROTECTION PROVIDED BY THE
SOFTWARE.

2.4 Warranty Disclaimer. THALES DOES NOT WARRANT THAT ANY OF ITS PRODUCT(S) WILL MEET
YOUR REQUIREMENTS OR THAT THEIR OPERATION WILL BE UNINTERRUPTED OR ERROR-FREE. TO
THE EXTENT ALLOWED BY LAW, THALES EXPRESSLY DISCLAIMS ALL EXPRESS WARRANTIES NOT
STATED HERE AND ALL IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. NO THALES'S
DEALER, DISTRIBUTOR, RESELLER, AGENT OR EMPLOYEE IS AUTHORIZED TO MAKE ANY

MODIFICATIONS, EXTENSIONS, OR ADDITIONS TO THIS WARRANTY. If any modifications are made to the
Software or to any other part of the Product by you; if the media, the Sentinel key, or the microSD card is
subjected to accident, abuse, or improper use; or if you violate any of the terms of this Agreement, then the
warranty in Section 2.3 above, shall immediately be terminated. The warranty shall not apply if the Software is
used on or in conjunction with hardware or program other than the unmodified version of hardware and program
with which the Software was designed to be used as described in the Sentinel LDK Software Protection and
Licensing Guide. The limited warranty does not cover any damage to the microSD card that results from
improper installation, accident, abuse, misuse, natural disaster, insufficient or excessive electrical supply,
abnormal mechanical or environmental conditions, or any unauthorized disassembly, repair or modification. This
limited warranty shall not apply if: (i) the microSD card was not used in accordance with any accompanying
instructions, or (ii) the product was not used for its intended function. This limited warranty also does not apply to
any microSD card on which the original identification information has been altered, obliterated or removed, that
has not been handled or packaged correctly, that has been sold as second-hand or that has been resold contrary
to U.S. and other applicable export regulations.

2.5 Limitation of Remedies. In the event of a breach of the warranty set forth above, Thales's sole obligation, and
your sole remedy shall be, at Thales's sole discretion: (i) to replace or repair the Product, or component thereof,
that does not meet the foregoing limited warranty, free of charge; or (ii) to refund the price paid by you for the
Product, or component thereof. Any replacement or repaired component will be warranted for the remainder of
the original warranty period or 30 days, whichever is longer. Warranty claims must be made in writing during the
warranty period and within seven (7) days of the observation of the defect accompanied by evidence satisfactory
to Thales. All Products should be returned to the distributor from which they were purchased (if not purchased
directly from Thales) and shall be shipped by the returning party with freight and insurance paid. The Product or
component thereof must be returned with a copy of your receipt. Thales is not liable for, and does not cover
under warranty, any damages or losses of any kind whatsoever resulting from loss of, damage to or corruption
of, content or data or any costs associated with determining the source of system problems or removing,
servicing or installing the microSD card. This warranty excludes third party software, connected equipment or
stored data. Thales is therefore not liable for any losses or damage attributable to third party software, connected
equipment or stored data. In the event of a claim, Thales’s sole obligation shall be to issue a refund or
replacement of the microSD card.
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3. SECTION Il - TERMS APPLICABLE TO ALL GRANTS OF LICENSE

3.1 Extent of Grant and Prohibited Uses. Except as specifically permitted in Sections 2.1 and 2.2 above, you
agree not to (i) use the Product in any manner beyond the scope of license purchased by you in accordance with
your applicable purchase order; (ii) use, modify, merge or sub-license the Software or any other of Thales's
products except as expressly authorized in this Agreement and in the Sentinel LDK Software Protection and
Licensing Guide; and (iii) sell, license (or sub-license), lease, assign, transfer, pledge, or share your rights under
this License with/to anyone else; and (iv) modify, disassemble, decompile, reverse engineer, revise or enhance
the Software or attempt to discover the Software’s source code; and (v) place the Software onto a server so that
it is accessible via a public network; and (vi) use any back-up or archival copies of the Software (or allow
someone else to use such copies) for any purpose other than to replace an original copy if it is destroyed or
becomes defective. If you are a member of the European Union, this agreement does not affect your rights under
any legislation implementing the EC Council Directive on the Legal Protection of Computer Programs. If you
seek any information within the meaning of that Directive you should initially approach Thales.

3.2 Intellectual Property. THIS IS ALICENSE AGREEMENT AND NOT AN AGREEMENT FOR SALE. The
software component of the Sentinel LDK Product, including any revisions, corrections, modifications,
enhancements, updates and/or upgrades thereto, (hereinafter in whole or any part thereof defined as:
“Software”), and the related documentation, ARE NOT FOR SALE and are and shall remain in Thales's sole
property. All intellectual property rights (including, without limitation, copyrights, patents, trade secrets,
trademarks, etc.) evidenced by or embodied in and/or attached/connected/related to the Product, (including,
without limitation, the Software code and the work product performed in accordance with Section Il above) are
and shall be owned solely by Thales. This License Agreement does not convey to you an interest in or to the
Software but only a limited right of use revocable in accordance with the terms of this License Agreement.
Nothing in this Agreement constitutes a waiver of Thales's intellectual property rights under any law.

3.3 Audit. Thales shall have the right, at its own expense, upon reasonable prior notice, to periodically inspect
and audit your records to ensure your compliance with the terms and conditions of this license agreement.

3.4 Termination. Without prejudice to any other rights, Thales may terminate this license upon the breach by you
of any term hereof. Upon such termination by Thales, you agree to destroy, or return to Thales, the Product and
the Documentation and all copies and portions thereof.

3.5 Limitation of Liability. Thales's cumulative liability to you or any other party for any loss or damages resulting
from any claims, demands, or actions arising out of or relating to this Agreement and/or the sue of the Product
shall not exceed the license fee paid to Thales for the use of the Product/s that gave rise to the action or claim,
and if no such Product/s is/are so applicable then Thales's liability shall not exceed the amount of license fees
paid by You to Thales hereunder during the twelve (12) months period preceding the event. UNDER NO
CIRCUMSTANCES AND UNDER NO LEGAL THEORY, TORT, CONTRACT, OR OTHERWISE, SHALL
THALES OR ITS SUPPLIERS OR RESELLERS OR AGENTS BE LIABLE TO YOU OR ANY OTHER PERSON
FOR ANY INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY TYPE
INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF GOODWILL, BUSINESS INTERRUPTION,
COMPUTER FAILURE OR MALFUNCTION, LOSS OF BUSINESS PROFITS, LOSS OF BUSINESS
INFORMATION, DAMAGES FOR PERSONAL INJURY OR ANY AND ALL OTHER COMMERCIAL DAMAGES
OR LOSSES, EVEN IF THALES SHALL HAVE BEEN INFORMED OF THE POSSIBILITY OF SUCH
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DAMAGES, OR FOR ANY CLAIM BY ANY OTHER PARTY. SOME JURISDICTIONS DO NOT ALLOW THE
EXCLUSION OR LIMITATION OF INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THIS LIMITATION
AND EXCLUSION MAY NOT APPLY TO YOU.

3.6 No other Warranties. Except and to the extent specifically provided herein, Thales makes no warranty or
representation, either express or implied, with respect to its Products as, including their quality, performance,
merchantability or fitness for a particular purpose.

3.7 Export Controls. YOU ACKNOWLEDGE THAT THE SOFTWARE IS SUBJECT TO REGULATION BY
UNITED STATES, EUROPEAN UNION, AND/OR OTHER GOVERNMENT AGENCIES, WHICH PROHIBIT
EXPORT OR DIVERSION OF THE SOFTWARE TO CERTAIN COUNTRIES AND CERTAIN PERSONS. YOU
AGREE TO COMPLY WITH ALL EXPORT LAWS, REGULATIONS AND RESTRICTIONS OF THE UNITED
STATES DEPARTMENT OF STATE, DEPARTMENT OF COMMERCE OR OTHER LEGAL AUTHORITY
WITHIN THE UNITED STATES OR ANY FOREIGN ENTITY WHICH REGULATES THEIR SHIPMENT. YOU
WILL NOT EXPORT IN ANY MANNER, EITHER DIRECTLY OR INDIRECTLY, ANY SOFTWARE OR ANY
PRODUCT THAT INCORPORATES ANY SOFTWARE WITHOUT FIRST OBTAINING ALL NECESSARY
APPROVAL FROM APPROPRIATE GOVERNMENT AGENCIES. YOU AGREE TO INDEMNIFY THALES
AGAINST ALL CLAIMS, LOSSES, DAMAGES, LIABILITIES, COSTS AND EXPENSES, INCLUDING
REASONABLE ATTORNEYS' FEES, TO THE EXTENT SUCH CLAIMS ARISE OUT OF ANY BREACH OF
THIS SECTION 3.7.

3.8 Governing Law & Jurisdiction. This License Agreement shall be construed, interpreted and governed by the
laws of the State of Delaware without regard to conflicts of laws and provisions thereof. The exclusive forum for
any disputes arising out of or relating to this License Agreement shall be an appropriate federal or state court
sitting in Harford County, State of Maryland, USA. The application of the United Nations Convention of Contracts
for the International Sale of Goods is expressly excluded. The failure of either party to enforce any rights granted
hereunder or to take action against the other party in the event of any breach hereunder shall not be deemed a
waiver by that party as to subsequent enforcement of rights or subsequent actions in the event of future
breaches.

3.9 Third Party Software. If distributed, the Software is distributed with open source software components (“Open
Source Software Components” or “OSS”) and other third party software (such OSS and other third party software
individually or collectively referred to herein as “Third Party Software”), which are provided “As Is” without any
warranty of any kind and subject to their own applicable license agreements (which might also contain limited
warranties and liabilities) referenced in Exhibit A (for the Software aside from that included in Sentinel LDK-EMS)
and Exhibit B (for the Software included in Sentinel LDK-EMS). THOSE TERMS AND CONDITIONS
SPECIFIED FOR EACH SPECIFIC OPEN SOURCE SOFTWARE COMPONENT OR OTHER THIRD PARTY
SOFTWARE SHALL BE APPLICABLE TO SUCH COMPONENT. Third Party Software in addition to those listed
in Exhibit A and B may be added to the Software from time to time, and will also be subject to their own applicable
license agreements. Each Open Source Software Component or other third party software is copyrighted by its
respective copyright owner(s) as indicated in the applicable copyright notices which can be found in the
applicable license, installation, readme and/or help files for such Open Source Software Components or other
third party software. Thales makes no representations or warranties with regard to the Open Source Software
Components or other third party software. If the Software contains any Third Party Software other than the ones
listed in Exhibit A and B, such Third Party Software is also provided “As Is” without any warranty of any kind and
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shall be subject to the terms and conditions as set forth in the agreements contained/attached to such Third
Party Software. In the event such agreements are not available, such Third Party Software is provided “As Is”
without any warranty of any kind and shall be used in accordance with this Agreement.

3.10 Miscellaneous. If the copy of the Product you received was accompanied by a printed or other form of “hard-
copy” End User License Agreement whose terms vary from this Agreement, then the hard-copy End User
License Agreement governs your use of the Product. This Agreement represents the complete agreement
concerning this license and may be amended only by a writing executed by both parties. THE ACCEPTANCE
OF ANY PURCHASE ORDER PLACED BY YOU, IS EXPRESSLY MADE CONDITIONAL ON YOUR ASSENT
TO THE TERMS SET FORTH HEREIN, COMBINED WITH THE APPLICABLE LICENSE SCOPE AND TERMS,
IF ANY, SET FORTH IN YOUR PURCHASE ORDER. If any provision of this Agreement is held to be
unenforceable, such provision shall be reformed only to the extent necessary to make it enforceable. The failure
of either party to enforce any rights granted hereunder or to take action against the other party in the event of any
breach hereunder shall not be deemed a waiver by that party as to subsequent enforcement of rights or
subsequent actions in the event of future breaches.

Copyright © 2022 Thales Group. All rights reserved.
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Exhibit A - Third-Party Software

Open SSL
Version 1.1.1l
Copyright (c) 1998-2018 The OpenSSL Project. All rights reserved.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes
software written by Tim Hudson (tjh@cryptsoft.com).

Copyright (c) 1998-2018 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project" must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact openssl-
core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names
without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT "AS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
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EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes
software written by Tim Hudson (th@cryptsoft.com).

Original SSLeay License
Version 1.0.2u
Copyright (c) 1995-1998 The OpenSSL Project. All rights reserved.

This product includes software written by Tim Hudson (tjh@cryptsoft.com)

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are adhered to.
The following conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code;
not just the SSL code. The SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library
used. This can be in the form of a textual message at program startup or in documentation (online or textual)
provided with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"
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The word 'cryptographic' can be left out if the routines from the library being used are not cryptographic related
-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code)
you must include an acknowledgement:

"This product includes software written by Tim Hudson (tjih@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publically available version or derivative of this code cannot be
changed. i.e. this code cannot simply be copied and put under another distribution license [including the GNU
Public License.]

LLVM
Version 12.0.0
Copyright (c) 2003-2019 University of lllinois at Urbana-Champaign.

The LLVM Project is under the Apache License v2.0 with LLVM Exceptions:

Apache License

Version 2.0, January 2004

http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction,

and distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by

the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all

other entities that control, are controlled by, or are under common
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control with that entity. For the purposes of this definition,

"control" means (i) the power, direct or indirect, to cause the

direction or management of such entity, whether by contract or
otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity

exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications,
including but not limited to software source code, documentation
source, and configuration files.

"Object" form shall mean any form resulting from mechanical
transformation or translation of a Source form, including but

not limited to compiled object code, generated documentation,

and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or
Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work

(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object
form, that is based on (or derived from) the Work and for which the
editorial revisions, annotations, elaborations, or other modifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Works shall not include works that remain
separable from, or merely link (or bind by name) to the interfaces of,
the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any modifications or additions

to that Work or Derivative Works thereof, that is intentionally

submitted to Licensor for inclusion in the Work by the copyright owner
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or by an individual or Legal Entity authorized to submit on behalf of
the copyright owner. For the purposes of this definition, "submitted"
means any form of electronic, verbal, or written communication sent
to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems,
and issue tracking systems that are managed by, or on behalf of, the
Licensor for the purpose of discussing and improving the Work, but
excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."
"Contributor" shall mean Licensor and any individual or Legal Entity
on behalf of whom a Contribution has been received by Licensor and
subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Works of,

publicly display, publicly perform, sublicense, and distribute the
Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of
this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work,
where such license applies only to those patent claims licensable

by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s)

with the Work to which such Contribution(s) was submitted. If You
institute patent litigation against any entity (including a

cross-claim or counterclaim in a lawsuit) alleging that the Work
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or a Contribution incorporated within the Work constitutes direct
or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate
as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the
Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You
meet the following conditions:

(a) You must give any other recipients of the Work or

Derivative Works a copy of this License; and

(b) You must cause any modified files to carry prominent notices
stating that You changed the files; and

(c) You must retain, in the Source form of any Derivative Works
that You distribute, all copyright, patent, trademark, and
attribution notices from the Source form of the Work,

excluding those notices that do not pertain to any part of

the Derivative Works; and

(d) If the Work includes a "NOTICE" text file as part of its
distribution, then any Derivative Works that You distribute must
include a readable copy of the attribution notices contained
within such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Works, in at least one

of the following places: within a NOTICE text file distributed

as part of the Derivative Works; within the Source form or
documentation, if provided along with the Derivative Works; or,
within a display generated by the Derivative Works, if and
wherever such third-party notices normally appear. The contents
of the NOTICE file are for informational purposes only and

do not modify the License. You may add Your own attribution
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notices within Derivative Works that You distribute, alongside

or as an addendum to the NOTICE text from the Work, provided

that such additional attribution notices cannot be construed

as modifying the License.

You may add Your own copyright statement to Your modifications and
may provide additional or different license terms and conditions

for use, reproduction, or distribution of Your modifications, or

for any such Derivative Works as a whole, provided Your use,
reproduction, and distribution of the Work otherwise complies with

the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise,
any Contribution intentionally submitted for inclusion in the Work

by You to the Licensor shall be under the terms and conditions of

this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify
the terms of any separate license agreement you may have executed
with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade
names, trademarks, service marks, or product names of the Licensor,
except as required for reasonable and customary use in describing the
origin of the Work and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or
agreed to in writing, Licensor provides the Work (and each

Contributor provides its Contributions) on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or

implied, including, without limitation, any warranties or conditions

of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS FOR A

PARTICULAR PURPOSE. You are solely responsible for determining the

appropriateness of using or redistributing the Work and assume any
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risks associated with Your exercise of permissions under this License.
8. Limitation of Liability. In no event and under no legal theory,
whether in tort (including negligence), contract, or otherwise,
unless required by applicable law (such as deliberate and grossly
negligent acts) or agreed to in writing, shall any Contributor be
liable to You for damages, including any direct, indirect, special,
incidental, or consequential damages of any character arising as a
result of this License or out of the use or inability to use the

Work (including but not limited to damages for loss of goodwill,
work stoppage, computer failure or malfunction, or any and all
other commercial damages or losses), even if such Contributor
has been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing
the Work or Derivative Works thereof, You may choose to offer,
and charge a fee for, acceptance of support, warranty, indemnity,
or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only
on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify,
defend, and hold each Contributor harmless for any liability
incurred by, or claims asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS

APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following
boilerplate notice, with the fields enclosed by brackets "[]"

replaced with your own identifying information. (Don't include

the brackets!) The text should be enclosed in the appropriate

comment syntax for the file format. We also recommend that a
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file or class name and description of purpose be included on the

same "printed page" as the copyright notice for easier

identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License");

you may not use this file except in compliance with the License.

You may obtain a copy of the License at
http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software

distributed under the License is distributed on an "AS IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
See the License for the specific language governing permissions and
limitations under the License.

---- LLVM Exceptions to the Apache 2.0 License ----

As an exception, if, as a result of your compiling your source code, portions

of this Software are embedded into an Object form of such source code, you
may redistribute such embedded portions in such Object form without complying
with the conditions of Sections 4(a), 4(b) and 4(d) of the License.

In addition, if you combine or link compiled forms of this Software with
software that is licensed under the GPLv2 ("Combined Software") and if a
court of competent jurisdiction determines that the patent provision (Section
3), the indemnity provision (Section 9) or other Section of the License
conflicts with the conditions of the GPLv2, you may retroactively and
prospectively choose to deem waived or otherwise exclude such Section(s) of
the License, but only in their entirety and only with respect to the Combined

Software.
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The LLVM Project contains third party software which is under different license

terms. All such code will be identified clearly using at least one of two mechanisms:

1) It will be in a separate directory tree with its own "LICENSE.txt" or
‘LICENSE file at the top containing the specific license and restrictions
which apply to that software, or

2) It will contain specific license and restriction terms at the top of every

file.

University of lllinois/NCSA

Open Source License

Copyright (c) 2003-2019 University of lllinois at Urbana-Champaign.

All rights reserved.

Developed by:

LLVM Team

University of lllinois at Urbana-Champaign

http://llvm.org

Permission is hereby granted, free of charge, to any person obtaining a copy of
this software and associated documentation files (the "Software"), to deal with
the Software without restriction, including without limitation the rights to

use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies

of the Software, and to permit persons to whom the Software is furnished to do
S0, subject to the following conditions:

* Redistributions of source code must retain the above copyright notice,

this list of conditions and the following disclaimers.

* Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimers in the

documentation and/or other materials provided with the distribution.
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* Neither the names of the LLVM Team, University of lllinois at

Urbana-Champaign, nor the names of its contributors may be used to

endorse or promote products derived from this Software without specific

prior written permission.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS
FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
CONTRIBUTORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS WITH THE
SOFTWARE.

TAGGANT

Version 1.0

Copyright (c) 2012 IEEE. All rights reserved

This software was developed by The Institute of Electrical and Electronics Engineers, Incorporated (IEEE),
through the Industry Connections Security Group (ICSG) of its Standards Association. Portions of it include
software developed by the OpenSSL Project for use in the OpenSSL Toolkit (http://www.openssl.org/), and
those portions are governed by the OpenSSL Toolkit License.

IEEE License

Copyright (c) 2012 IEEE. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment:

"This product includes software developed by the IEEE Industry Connections Security Group (ICSG)".
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4. The name "IEEE" must not be used to endorse or promote products derived from this software without prior
written permission from the IEEE Standards Association (stds.ipr@ieee.org).

5. Products derived from this software may not contain "IEEE" in their names without prior written permission
from the IEEE Standards Association (stds.ipr@ieee.org).

6. Redistributions of any form whatsoever must retain the following acknowledgment:
"This product includes software developed by the IEEE Industry Connections Security Group (ICSG)".

THIS SOFTWARE IS PROVIDED "AS IS" AND "WITH ALL FAULTS." IEEE AND ITS CONTRIBUTORS
EXPRESSLY DISCLAIM ALL WARRANTIES AND REPRESENTATIONS, EXPRESS OR IMPLIED,
INCLUDING, WITHOUT LIMITATION: (A) THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE; (B) ANY WARRANTY OF NON-INFRINGEMENT; AND (C) ANY
WARRANTY WITH RESPECT TO THE QUALITY, ACCURACY, EFFECTIVENESS, CURRENCY OR
COMPLETENESS OF THE SOFTWARE.

IN NO EVENT SHALL IEEE OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES, (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE AND REGARDLESS OF WHETHER SUCH DAMAGE WAS FORESEEABLE.

THIS SOFTWARE USES STRONG CRYPTOGRAPHY, WHICH MAY BE SUBJECT TO LAWS AND
REGULATIONS GOVERNING ITS USE, EXPORTATION OR IMPORTATION. YOU ARE SOLELY
RESPONSIBLE FOR COMPLYING WITH ALL APPLICABLE LAWS AND REGULATIONS, INCLUDING, BUT
NOT LIMITED TO, ANY THAT GOVERN YOUR USE, EXPORTATION OR IMPORTATION OF THIS
SOFTWARE. IEEE AND ITS CONTRIBUTORS DISCLAIM ALL LIABILITY ARISING FROM YOUR USE OF
THE SOFTWARE IN VIOLATION OF ANY APPLICABLE LAWS OR REGULATIONS.

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the original
SSLeay license apply to the toolkit.

See below for the actual license texts. Actually both licenses are BSD-style Open Source licenses. In case of any
license issues related to OpenSSL please contact openssl-core@openssl.org.

OpenSSL License

Copyright (c) 1998-2011 The OpenSSL Project. All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)"

4. The names "OpenSSL Toolkit" and "OpenSSL Project” must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact openssl|-
core@openssl.org.

5. Products derived from this software may not be called "OpenSSL" nor may "OpenSSL" appear in their names
without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

"This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)"

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS" AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes
software written by Tim Hudson (tjh@cryptsoft.com).

Original SSLeay License

Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)

All rights reserved.
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This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).
The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are adhered to.
The following conditions apply to all code found in this distribution, be it the RC4, RSA, lhash, DES, etc., code;
not just the SSL code. The SSL documentation included with this distribution is covered by the same copyright
terms except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library
used.

This can be in the form of a textual message at program startup or in documentation (online or textual) provided
with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)"

The word 'cryptographic' can be left out if the routines from the library being used are not cryptographic related
-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code)
you must include an acknowledgement:

"This product includes software written by Tim Hudson (tjh@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER

Sentinel LDK 8.4 SOFTWARE PROTECTION AND LICENSING GUIDE (with Sentinel LDK-EMS)
© 2022 Thales Group. All rights reserved. | 007-001097-003 Revision C | Last updated: 19 April 2022 | Support 387


https://supportportal.thalesgroup.com/csm?id=sentinel

CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publically available version or derivative of this code cannot be
changed. i.e. this code cannot simply be copied and put under another distribution license [including the GNU
Public License.]

smali/baksmali
Version 2.2.4

Copyright (c) 2010 Ben Gruver (JesusFreke)

kkkkkkhhhhhhhkhhhhhhhhhhhhhhhhhhhhhhhhdhhrhhhhhrrhrhhdhddhhhddhhhhhdhrrrhhdhrrrrd

Copyright (c) 2010 Ben Gruver (JesusFreke)
All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. The name of the author may not be used to endorse or promote products derived from this software without
specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED
AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

kkhkkkkhhhhhkhhhhhhhhhhhhhhhhhhhhhhhhhhhrrhhhhhrrhrhhdhhhhhhhdhhhhhhhrrrhhdhrrrrd

Unless otherwise stated in the code/commit message, any changes with the committer of bgruv@google.com is
copyrighted by Google Inc. and released under the following license:

hhkkkkhhhhhhkkhhhhhhhhhhhhhhhhhhhhhhhhhhhrhhhhhrrhrhhdhhhhhhddhrhhhhhrrrhhdhrrrrd

Copyright 2011, Google Inc.
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All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of Google Inc. nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

ek e ek ek ok ok ok
Various portions of the code are taken from the Android Open Source Project,
and are used in accordance with the following license:

e ek ok
Copyright (C) 2007 The Android Open Source Project

Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance
with the License.

You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on
an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations under the License.

kkkkkkhkkhkhkkhhkhkhkhhhhkkhkhkhhhhhhkhkhkhhkhhkhkhhhkkhhkhkhkhhhhkkhkhkhhhhkhkhkhkhhhkhkhkhkhhkkkkkhkkkkkk

Some parts of the smalidea plugin are based on code from the IDEA project, per the following license

kkhkkkkkkkkkhkhkhkkkkhkhhhhkkkhkkhhhkkkkhkkhhhkhhkhkhhhkhhhkhkhhhhhkkkhkkhkhhhhkkhkhhhkkkkhkhhkkkkkkhkkkkk

Copyright 2000-2014 JetBrains s.r.o.
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Licensed under the Apache License, Version 2.0 (the "License"); you may not use this file except in compliance
with the License.

You may obtain a copy of the License at http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the License is distributed on
an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.

See the License for the specific language governing permissions and limitations under the License.
Zlib

Version: 1.2.11

Copyright notice: (C) 1995-2017 Jean-loup Gailly and Mark Adler

This software is provided 'as-is', without any express or implied warranty. In no event will the authors be held
liable for any damages arising from the use of this software.

Permission is granted to anyone to use this software for any purpose, including commercial applications, and to
alter it and redistribute it freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not claim that you wrote the original
software. If you use this software in a product, an acknowledgment in the product documentation would be
appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be misrepresented as being the original
software.

3. This notice may not be removed or altered from any source distribution.

Expat

Version: 2.4.7

Copyright (c) 1998 - 2000 Thai Open Source Software Center Ltd and Clark Cooper
Copyright (c) 2001-2022 Expat maintainers.

MIT License

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.
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THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT.

IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES
OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING
FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.

Trio
Version: 1.16
Copyright (C) 1998-2001 by Bjorn Reese and Daniel Stenberg.

Permission to use, copy, modify, and distribute this software for any purpose with or without fee is hereby
granted, provided that the above copyright notice and this permission notice appear in all copies.

THIS SOFTWARE IS PROVIDED “AS IS" AND WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF MERCHANTIBILITY AND FITNESS
FOR A PARTICULAR PURPOSE. THE AUTHORS AND CONTRIBUTORS ACCEPT NO RESPONSIBILITY IN
ANY CONCEIVABLE MANNER.

Y2038
Copyright (c) 2007-2010 Michael G Schwern

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated
documentation files (the "Software"), to deal in the Software without restriction, including without limitation the
rights to use, copy, modify, merge, publish, distribute, sublicense, and/or sell copies of the Software, and to
permit persons to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the
Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR
COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

Libtommath

Version: 0.42

Copyright: Copyright © Tom St Denis
[LICENSE #1]

LibTomMath is public domain.
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BeaEngine 5

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>
GNU LESSER GENERAL PUBLIC LICENSE

Version 3, 29 June 2007

Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

This version of the GNU Lesser General Public License incorporates the terms and conditions of version 3 of the
GNU General Public License, supplemented by the additional permissions listed below.

0. Additional Definitions.

As used herein, "this License" refers to version 3 of the GNU Lesser General Public License, and the "GNU GPL"
refers to version 3 of the GNU General Public License.

"The Library" refers to a covered work governed by this License, other than an Application or a Combined Work
as defined below.

An "Application" is any work that makes use of an interface provided by the Library, but which is not otherwise
based on the Library.

Defining a subclass of a class defined by the Library is deemed a mode of using an interface provided by the
Library.

A "Combined Work" is a work produced by combining or linking an Application with the Library. The particular
version of the Library with which the Combined Work was made is also called the "Linked Version".

The "Minimal Corresponding Source" for a Combined Work means the Corresponding Source for the Combined
Work, excluding any source code for portions of the Combined Work that, considered in isolation, are based on
the Application, and not on the Linked Version.

The "Corresponding Application Code" for a Combined Work means the object code and/or source code for the
Application, including any data and utility programs needed for reproducing the Combined Work from the
Application, but excluding the System Libraries of the Combined Work.

1. Exception to Section 3 of the GNU GPL.

You may convey a covered work under sections 3 and 4 of this License without being bound by section 3 of the
GNU GPL.

2. Conveying Modified Versions.

If you modify a copy of the Library, and, in your modifications, a facility refers to a function or data to be supplied
by an Application that uses the facility (other than as an argument passed when the facility is invoked), then you
may convey a copy of the modified version:
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a) under this License, provided that you make a good faith effort to ensure that, in the event an Application does
not supply the function or data, the facility still operates, and performs whatever part of its purpose remains
meaningful, or b) under the GNU GPL, with none of the additional permissions of this License applicable to that

copy.
3. Object Code Incorporating Material from Library Header Files.

The object code form of an Application may incorporate material from a header file that is part of the Library. You
may convey such object code under terms of your choice, provided that, if the incorporated material is not limited
to numerical parameters, data structure layouts and accessors, or small macros, inline functions and templates
(ten or fewer lines in length), you do both of the following:

a) Give prominent notice with each copy of the object code that the Library is used in it and that the Library and its
use are covered by this License.

b) Accompany the object code with a copy of the GNU GPL and this license document.
4. Combined Works.

You may convey a Combined Work under terms of your choice that, taken together, effectively do not restrict
modification of the portions of the Library contained in the Combined Work and reverse engineering for
debugging such modifications, if you also do each of the following:

a) Give prominent notice with each copy of the Combined Work that the Library is used in it and that the Library
and its use are covered by this License.

b) Accompany the Combined Work with a copy of the GNU GPL and this license document.

c) For a Combined Work that displays copyright notices during execution, include the copyright notice for the
Library among these notices, as well as a reference directing the user to the copies of the GNU GPL and this
license document.

d) Do one of the following:

0) Convey the Minimal Corresponding Source under the terms of this License, and the Corresponding
Application Code in a form suitable for, and under terms that permit, the user to recombine or relink the
Application with a modified version of the Linked Version to produce a modified Combined Work, in the manner
specified by section 6 of the GNU GPL for conveying Corresponding Source.

1) Use a suitable shared library mechanism for linking with the Library. A suitable mechanism is one that (a) uses
at run time a copy of the Library already present on the user's computer system, and (b) will operate properly with
a modified version of the Library that is interface-compatible with the Linked Version.

e) Provide Installation Information, but only if you would otherwise be required to provide such information under
section 6 of the GNU GPL, and only to the extent that such information is necessary to install and execute a
modified version of the Combined Work produced by recombining or relinking the Application with a modified
version of the Linked Version. (If you use option 4d0, the Installation Information must accompany the Minimal
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Corresponding Source and Corresponding Application Code. If you use option 4d1, you must provide the
Installation Information in the manner specified by section 6 of the GNU GPL for conveying Corresponding
Source.)

5. Combined Libraries.

You may place library facilities that are a work based on the Library side by side in a single library together with
other library facilities that are not Applications and are not covered by this License, and convey such a combined
library under terms of your choice, if you do both of the following:

a) Accompany the combined library with a copy of the same work based on the Library, uncombined with any
other library facilities, conveyed under the terms of this License.

b) Give prominent notice with the combined library that part of it is a work based on the Library, and explaining
where to find the accompanying uncombined form of the same work.

6. Revised Versions of the GNU Lesser General Public License.

The Free Software Foundation may publish revised and/or new versions of the GNU Lesser General Public
License from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail
to address new problems or concerns.

Each version is given a distinguishing version number. If the Library as you received it specifies that a certain
numbered version of the GNU Lesser General Public License "or any later version" applies to it, you have the
option of following the terms and conditions either of that published version or of any later version published by
the Free Software Foundation. If the Library as you received it does not specify a version number of the GNU
Lesser General Public License, you may choose any version of the GNU Lesser General Public License ever
published by the Free Software Foundation.

If the Library as you received it specifies that a proxy can decide whether future versions of the GNU Lesser
General Public License shall apply, that proxy's public statement of acceptance of any version is permanent
authorization for you to choose that version for the Library.

GNU GENERAL PUBLIC LICENSE
Version 3, 29 June 2007
Copyright (C) 2007 Free Software Foundation, Inc. <http://fsf.org/>

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not
allowed.

Preamble
The GNU General Public License is a free, copyleft license for software and other kinds of works.

The licenses for most software and other practical works are designed to take away your freedom to share and
change the works. By contrast, the GNU General Public License is intended to guarantee your freedom to share
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and change all versions of a program--to make sure it remains free software for all its users. We, the Free
Software Foundation, use the GNU General Public License for most of our software; it applies also to any other
work released this way by its authors. You can apply it to your programs, too.

When we speak of free software, we are referring to freedom, not price. Our General Public Licenses are
designed to make sure that you have the freedom to distribute copies of free software (and charge for them if you
wish), that you receive source code or can get it if you want it, that you can change the software or use pieces of
itin new free programs, and that you know you can do these things.

To protect your rights, we need to prevent others from denying you these rights or asking you to surrender the
rights. Therefore, you have certain responsibilities if you distribute copies of the software, or if you modify it:
responsibilities to respect the freedom of others.

For example, if you distribute copies of such a program, whether gratis or for a fee, you must pass on to the
recipients the same freedoms that you received. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their rights.

Developers that use the GNU GPL protect your rights with two steps: (1) assert copyright on the software, and
(2) offer you this License giving you legal permission to copy, distribute and/or modify it.

For the developers' and authors' protection, the GPL clearly explains that there is no warranty for this free
software. For both users' and authors' sake, the GPL requires that modified versions be marked as changed, so
that their problems will not be attributed erroneously to authors of previous versions.

Some devices are designed to deny users access to install or run modified versions of the software inside them,
although the manufacturer can do so. This is fundamentally incompatible with the aim of protecting users'
freedom to change the software. The systematic pattern of such abuse occurs in the area of products for
individuals to use, which is precisely where it is most unacceptable. Therefore, we have designed this version of
the GPL to prohibit the practice for those products. If such problems arise substantially in other domains, we
stand ready to extend this provision to those domains in future versions of the GPL, as needed to protect the
freedom of users.

Finally, every program is threatened constantly by software patents. States should not allow patents to restrict
development and use of software on general-purpose computers, but in those that do, we wish to avoid the
special danger that patents applied to a free program could make it effectively proprietary. To prevent this, the
GPL assures that patents cannot be used to render the program non-free.

The precise terms and conditions for copying, distribution and modification follow.

TERMS AND CONDITIONS

0. Definitions.

“This License” refers to version 3 of the GNU General Public License.

“Copyright” also means copyright-like laws that apply to other kinds of works, such as semiconductor masks.

“The Program” refers to any copyrightable work licensed under this License. Each licensee is addressed as
“you”. “Licensees” and “recipients” may be individuals or organizations.
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To “modify” a work means to copy from or adapt all or part of the work in a fashion requiring copyright permission,
other than the making of an exact copy. The resulting work is called a “modified version” of the earlier work or a
work “based on” the earlier work.

A “covered work” means either the unmodified Program or a work based on the Program.

To “propagate” a work means to do anything with it that, without permission, would make you directly or
secondarily liable for infringement under applicable copyright law, except executing it on a computer or modifying
a private copy. Propagation includes copying, distribution (with or without modification), making available to the
public, and in some countries other activities as well.

To “convey” a work means any kind of propagation that enables other parties to make or receive copies. Mere
interaction with a user through a computer network, with no transfer of a copy, is not conveying.

An interactive user interface displays “Appropriate Legal Notices” to the extent that it includes a convenient and
prominently visible feature that (1) displays an appropriate copyright notice, and (2) tells the user that there is no
warranty for the work (except to the extent that warranties are provided), that licensees may convey the work
under this License, and how to view a copy of this License. If the interface presents a list of user commands or
options, such as a menu, a prominent item in the list meets this criterion.

1. Source Code.

The “source code” for a work means the preferred form of the work for making modifications to it. “Object code”
means any non-source form of a work.

A “Standard Interface” means an interface that either is an official standard defined by a recognized standards
body, or, in the case of interfaces specified for a particular programming language, one that is widely used
among developers working in that language.

The “System Libraries” of an executable work include anything, other than the work as a whole, that (a) is
included in the normal form of packaging a Major Component, but which is not part of that Major Component, and
(b) serves only to enable use of the work with that Major Component, or to implement a Standard Interface for
which an implementation is available to the public in source code form. A “Major Component”, in this context,
means a major essential component (kernel, window system, and so on) of the specific operating system (if any)
on which the executable work runs, or a compiler used to produce the work, or an object code interpreter used to
run it.

The “Corresponding Source” for a work in object code form means all the source code needed to generate,
install, and (for an executable work) run the object code and to modify the work, including scripts to control those
activities. However, it does not include the work's System Libraries, or general-purpose tools or generally
available free programs which are used unmodified in performing those activities but which are not part of the
work. For example, Corresponding Source includes interface definition files associated with source files for the
work, and the source code for shared libraries and dynamically linked subprograms that the work is specifically
designed to require, such as by intimate data communication or control flow between those subprograms and
other parts of the work.

The Corresponding Source need not include anything that users can regenerate automatically from other parts
of the Corresponding Source.
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The Corresponding Source for a work in source code form is that same work.
2. Basic Permissions.

All rights granted under this License are granted for the term of copyright on the Program, and are irrevocable
provided the stated conditions are met. This License explicitly affirms your unlimited permission to run the
unmodified Program. The output from running a covered work is covered by this License only if the output, given
its content, constitutes a covered work. This License acknowledges your rights of fair use or other equivalent, as
provided by copyright law.

You may make, run and propagate covered works that you do not convey, without conditions so long as your
license otherwise remains in force. You may convey covered works to others for the sole purpose of having them
make modifications exclusively for you, or provide you with facilities for running those works, provided that you
comply with the terms of this License in conveying all material for which you do not control copyright. Those thus
making or running the covered works for you must do so exclusively on your behalf, under your direction and
control, on terms that prohibit them from making any copies of your copyrighted material outside their
relationship with you.

Conveying under any other circumstances is permitted solely under the conditions stated below. Sublicensing is
not allowed; section 10 makes it unnecessary.

3. Protecting Users' Legal Rights From Anti-Circumvention Law.

No covered work shall be deemed part of an effective technological measure under any applicable law fulfilling
obligations under article 11 of the WIPO copyright treaty adopted on 20 December 1996, or similar laws
prohibiting or restricting circumvention of such measures.

When you convey a covered work, you waive any legal power to forbid circumvention of technological measures
to the extent such circumvention is effected by exercising rights under this License with respect to the covered
work, and you disclaim any intention to limit operation or modification of the work as a means of enforcing,
against the work's users, your or third parties' legal rights to forbid circumvention of technological measures.

4. Conveying Verbatim Copies.

You may convey verbatim copies of the Program's source code as you receive it, in any medium, provided that
you conspicuously and appropriately publish on each copy an appropriate copyright notice; keep intact all
notices stating that this License and any non-permissive terms added in accord with section 7 apply to the code;
keep intact all notices of the absence of any warranty; and give all recipients a copy of this License along with the
Program.

You may charge any price or no price for each copy that you convey, and you may offer support or warranty
protection for a fee.

5. Conveying Modified Source Versions.

You may convey a work based on the Program, or the modifications to produce it from the Program, in the form
of source code under the terms of section 4, provided that you also meet all of these conditions:

a) The work must carry prominent notices stating that you modified it, and giving a relevant date.
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b) The work must carry prominent notices stating that it is released under this License and any conditions added
under section 7. This requirement modifies the requirement in section 4 to “keep intact all notices”.

c) You must license the entire work, as a whole, under this License to anyone who comes into possession of a
copy. This License will therefore apply, along with any applicable section 7 additional terms, to the whole of the
work, and all its parts, regardless of how they are packaged. This License gives no permission to license the
work in any other way, but it does not invalidate such permission if you have separately received it.

d) If the work has interactive user interfaces, each must display Appropriate Legal Notices; however, if the
Program has interactive interfaces that do not display Appropriate Legal Notices, your work need not make them
do so.

A compilation of a covered work with other separate and independent works, which are not by their nature
extensions of the covered work, and which are not combined with it such as to form a larger program, in or on a
volume of a storage or distribution medium, is called an “aggregate” if the compilation and its resulting copyright
are not used to limit the access or legal rights of the compilation's users beyond what the individual works permit.
Inclusion of a covered work in an aggregate does not cause this License to apply to the other parts of the
aggregate.

6. Conveying Non-Source Forms.

You may convey a covered work in object code form under the terms of sections 4 and 5, provided that you also
convey the machine-readable Corresponding Source under the terms of this License, in one of these ways:

a) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by the Corresponding Source fixed on a durable physical medium customarily used for software
interchange.

b) Convey the object code in, or embodied in, a physical product (including a physical distribution medium),
accompanied by a written offer, valid for at least three years and valid for as long as you offer spare parts or
customer support for that product model, to give anyone who possesses the object code either (1) a copy of the
Corresponding Source for all the software in the product that is covered by this License, on a durable physical
medium customarily used for software interchange, for a price no more than your reasonable cost of physically
performing this conveying of source, or (2) access to copy the Corresponding Source from a network server at no
charge.

c) Convey individual copies of the object code with a copy of the written offer to provide the Corresponding
Source. This alternative is allowed only occasionally and noncommercially, and only if you received the object
code with such an offer, in accord with subsection 6b.

d) Convey the object code by offering access from a designated place (gratis or for a charge), and offer
equivalent access to the Corresponding Source in the same way through the same place at no further charge.
You need not require recipients to copy the Corresponding Source along with the object code. If the place to
copy the object code is a network server, the Corresponding Source may be on a different server (operated by
you or a third party) that supports equivalent copying facilities, provided you maintain clear directions next to the
object code saying where to find the Corresponding Source. Regardless of what server hosts the Corresponding
Source, you remain obligated to ensure that it is available for as long as needed to satisfy these requirements.
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e) Convey the object code using peer-to-peer transmission, provided you inform other peers where the object
code and Corresponding Source of the work are being offered to the general public at no charge under
subsection 6d.

A separable portion of the object code, whose source code is excluded from the Corresponding Source as a
System Library, need not be included in conveying the object code work.

A “User Product” is either (1) a “consumer product”, which means any tangible personal property which is
normally used for personal, family, or household purposes, or (2) anything designed or sold for incorporation into
a dwelling. In determining whether a product is a consumer product, doubtful cases shall be resolved in favor of
coverage. For a particular product received by a particular user, “normally used” refers to a typical or common
use of that class of product, regardless of the status of the particular user or of the way in which the particular
user actually uses, or expects or is expected to use, the product. A product is a consumer product regardless of
whether the product has substantial commercial, industrial or non-consumer uses, unless such uses represent
the only significant mode of use of the product.

“Installation Information” for a User Product means any methods, procedures, authorization keys, or other
information required to install and execute modified versions of a covered work in that User Product from a
modified version of its Corresponding Source. The information must suffice to ensure that the continued
functioning of the modified object code is in no case prevented or interfered with solely because modification has
been made.

If you convey an object code work under this section in, or with, or specifically for use in, a User Product, and the
conveying occurs as part of a transaction in which the right of possession and use of the User Product is
transferred to the recipient in perpetuity or for a fixed term (regardless of how the transaction is characterized),
the Corresponding Source conveyed under this section must be accompanied by the Installation Information. But
this requirement does not apply if neither you nor any third party retains the ability to install modified object code
on the User Product (for example, the work has been installed in ROM).

The requirement to provide Installation Information does not include a requirement to continue to provide support
service, warranty, or updates for a work that has been modified or installed by the recipient, or for the User
Product in which it has been modified or installed. Access to a network may be denied when the modification
itself materially and adversely affects the operation of the network or violates the rules and protocols for
communication across the network.

Corresponding Source conveyed, and Installation Information provided, in accord with this section mustbe in a
format that is publicly documented (and with an implementation available to the public in source code form), and
must require no special password or key for unpacking, reading or copying.

7. Additional Terms.

“Additional permissions” are terms that supplement the terms of this License by making exceptions from one or
more of its conditions. Additional permissions that are applicable to the entire Program shall be treated as though
they were included in this License, to the extent that they are valid under applicable law. If additional permissions
apply only to part of the Program, that part may be used separately under those permissions, but the entire
Program remains governed by this License without regard to the additional permissions.
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When you convey a copy of a covered work, you may at your option remove any additional permissions from that
copy, or from any part of it. (Additional permissions may be written to require their own removal in certain cases
when you modify the work.) You may place additional permissions on material, added by you to a covered work,
for which you have or can give appropriate copyright permission.

Notwithstanding any other provision of this License, for material you add to a covered work, you may (if
authorized by the copyright holders of that material) supplement the terms of this License with terms:

a) Disclaiming warranty or limiting liability differently from the terms of sections 15 and 16 of this License; or

b) Requiring preservation of specified reasonable legal notices or author attributions in that material or in the
Appropriate Legal Notices displayed by works containing it; or

c¢) Prohibiting misrepresentation of the origin of that material, or requiring that modified versions of such material
be marked in reasonable ways as different from the original version; or

d) Limiting the use for publicity purposes of names of licensors or authors of the material; or
e) Declining to grant rights under trademark law for use of some trade names, trademarks, or service marks; or

f) Requiring indemnification of licensors and authors of that material by anyone who conveys the material (or
modified versions of it) with contractual assumptions of liability to the recipient, for any liability that these
contractual assumptions directly impose on those licensors and authors.

All other non-permissive additional terms are considered “further restrictions” within the meaning of section 10. If
the Program as you received it, or any part of it, contains a notice stating that it is governed by this License along
with a term that is a further restriction, you may remove that term. If a license document contains a further
restriction but permits relicensing or conveying under this License, you may add to a covered work material
governed by the terms of that license document, provided that the further restriction does not survive such
relicensing or conveying.

If you add terms to a covered work in accord with this section, you must place, in the relevant source files, a
statement of the additional terms that apply to those files, or a notice indicating where to find the applicable
terms.

Additional terms, permissive or non-permissive, may be stated in the form of a separately written license, or
stated as exceptions; the above requirements apply either way.

8. Termination.

You may not propagate or modify a covered work except as expressly provided under this License. Any attempt
otherwise to propagate or modify it is void, and will automatically terminate your rights under this License
(including any patent licenses granted under the third paragraph of section 11).

However, if you cease all violation of this License, then your license from a particular copyright holder is
reinstated (a) provisionally, unless and until the copyright holder explicitly and finally terminates your license, and
(b) permanently, if the copyright holder fails to notify you of the violation by some reasonable means prior to 60
days after the cessation.
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Moreover, your license from a particular copyright holder is reinstated permanently if the copyright holder notifies
you of the violation by some reasonable means, this is the first time you have received notice of violation of this
License (for any work) from that copyright holder, and you cure the violation prior to 30 days after your receipt of
the notice.

Termination of your rights under this section does not terminate the licenses of parties who have received copies
or rights from you under this License. If your rights have been terminated and not permanently reinstated, you do
not qualify to receive new licenses for the same material under section 10.

9. Acceptance Not Required for Having Copies.

You are not required to accept this License in order to receive or run a copy of the Program. Ancillary
propagation of a covered work occurring solely as a consequence of using peer-to-peer transmission to receive
a copy likewise does not require acceptance. However, nothing other than this License grants you permission to
propagate or modify any covered work. These actions infringe copyright if you do not accept this License.
Therefore, by modifying or propagating a covered work, you indicate your acceptance of this License to do so.

10. Automatic Licensing of Downstream Recipients.

Each time you convey a covered work, the recipient automatically receives a license from the original licensors,
to run, modify and propagate that work, subject to this License. You are not responsible for enforcing compliance
by third parties with this License.

An “entity transaction” is a transaction transferring control of an organization, or substantially all assets of one, or
subdividing an organization, or merging organizations. If propagation of a covered work results from an entity
transaction, each party to that transaction who receives a copy of the work also receives whatever licenses to the
work the party's predecessor in interest had or could give under the previous paragraph, plus a right to
possession of the Corresponding Source of the work from the predecessor in interest, if the predecessor has it or
can get it with reasonable efforts.

You may not impose any further restrictions on the exercise of the rights granted or affirmed under this License.
For example, you may notimpose a license fee, royalty, or other charge for exercise of rights granted under this
License, and you may not initiate litigation (including a cross-claim or counterclaim in a lawsuit) alleging that any
patent claim is infringed by making, using, selling, offering for sale, or importing the Program or any portion of it.

11. Patents.

A “contributor” is a copyright holder who authorizes use under this License of the Program or a work on which the
Program is based. The work thus licensed is called the contributor's “contributor version”.

A contributor's “essential patent claims” are all patent claims owned or controlled by the contributor, whether
already acquired or hereafter acquired, that would be infringed by some manner, permitted by this License, of
making, using, or selling its contributor version, but do not include claims that would be infringed only as a
consequence of further modification of the contributor version. For purposes of this definition, “control” includes
the right to grant patent sublicenses in a manner consistent with the requirements of this License.
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Each contributor grants you a non-exclusive, worldwide, royalty-free patent license under the contributor's
essential patent claims, to make, use, sell, offer for sale, import and otherwise run, modify and propagate the
contents of its contributor version.

In the following three paragraphs, a “patent license” is any express agreement or commitment, however
denominated, not to enforce a patent (such as an express permission to practice a patent or covenant not to sue
for patent infringement). To “grant” such a patent license to a party means to make such an agreement or
commitment not to enforce a patent against the party.

If you convey a covered work, knowingly relying on a patent license, and the Corresponding Source of the work
is not available for anyone to copy, free of charge and under the terms of this License, through a publicly
available network server or other readily accessible means, then you must either (1) cause the Corresponding
Source to be so available, or (2) arrange to deprive yourself of the benefit of the patent license for this particular
work, or (3) arrange, in a manner consistent with the requirements of this License, to extend the patent license to
downstream recipients. “Knowingly relying” means you have actual knowledge that, but for the patent license,
your conveying the covered work in a country, or your recipient's use of the covered work in a country, would
infringe one or more identifiable patents in that country that you have reason to believe are valid.

If, pursuant to or in connection with a single transaction or arrangement, you convey, or propagate by procuring
conveyance of, a covered work, and grant a patent license to some of the parties receiving the covered work
authorizing them to use, propagate, modify or convey a specific copy of the covered work, then the patent license
you grant is automatically extended to all recipients of the covered work and works based on it.

A patent license is “discriminatory” if it does not include within the scope of its coverage, prohibits the exercise of,
or is conditioned on the non-exercise of one or more of the rights that are specifically granted under this License.
You may not convey a covered work if you are a party to an arrangement with a third party that is in the business
of distributing software, under which you make payment to the third party based on the extent of your activity of
conveying the work, and under which the third party grants, to any of the parties who would receive the covered
work from you, a discriminatory patent license (a) in connection with copies of the covered work conveyed by you
(or copies made from those copies), or (b) primarily for and in connection with specific products or compilations
that contain the covered work, unless you entered into that arrangement, or that patent license was granted, prior
to 28 March 2007.

Nothing in this License shall be construed as excluding or limiting any implied license or other defenses to
infringement that may otherwise be available to you under applicable patent law.

12. No Surrender of Others' Freedom.

If conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions
of this License, they do not excuse you from the conditions of this License. If you cannot convey a covered work
so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a
consequence you may not convey it at all. For example, if you agree to terms that obligate you to collect a royalty
for further conveying from those to whom you convey the Program, the only way you could satisfy both those
terms and this License would be to refrain entirely from conveying the Program.

13. Use with the GNU Affero General Public License.
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Notwithstanding any other provision of this License, you have permission to link or combine any covered work
with a work licensed under version 3 of the GNU Affero General Public License into a single combined work, and
to convey the resulting work. The terms of this License will continue to apply to the part which is the covered
work, but the special requirements of the GNU Affero General Public License, section 13, concerning interaction
through a network will apply to the combination as such.

14. Revised Versions of this License.

The Free Software Foundation may publish revised and/or new versions of the GNU General Public License
from time to time. Such new versions will be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program specifies that a certain numbered version
of the GNU General Public License “or any later version” applies to it, you have the option of following the terms
and conditions either of that numbered version or of any later version published by the Free Software
Foundation. If the Program does not specify a version number of the GNU General Public License, you may
choose any version ever published by the Free Software Foundation.

If the Program specifies that a proxy can decide which future versions of the GNU General Public License can be
used, that proxy's public statement of acceptance of a version permanently authorizes you to choose that
version for the Program.

Later license versions may give you additional or different permissions. However, no additional obligations are
imposed on any author or copyright holder as a result of your choosing to follow a later version.

15. Disclaimer of Warranty.

THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW.
EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER
PARTIES PROVIDE THE PROGRAM “AS IS WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS TO THE QUALITY AND
PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE PROGRAM PROVE DEFECTIVE, YOU
ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION.

16. Limitation of Liability.

IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY
COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MODIFIES AND/OR CONVEYS THE PROGRAM AS
PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL,
INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE
PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED
INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM
TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

17. Interpretation of Sections 15 and 16.
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If the disclaimer of warranty and limitation of liability provided above cannot be given local legal effect according
to their terms, reviewing courts shall apply local law that most closely approximates an absolute waiver of all civil
liability in connection with the Program, unless a warranty or assumption of liability accompanies a copy of the
Program in return for a fee.

END OF TERMS AND CONDITIONS

LibJpeg8

Version: 8.4.0

Copyright © 1991-2010, Thomas G. Lane, Guido Vollbeding
LEGAL ISSUES [ from README supplied with source - MM ]

The authors make NO WARRANTY or representation, either express or implied, with respect to this software, its
quality, accuracy, merchantability, or fitness for a particular purpose. This software is provided "AS I1S", and you,
its user, assume the entire risk as to its quality and accuracy.

This software is copyright (C) 1991-2010, Thomas G. Lane, Guido Vollbeding.
All Rights Reserved except as specified below.

Permission is hereby granted to use, copy, modify, and distribute this software (or portions thereof) for any
purpose, without fee, subject to these conditions:

(1) If any part of the source code for this software is distributed, then this README file must be included, with this
copyright and no-warranty notice unaltered; and any additions, deletions, or changes to the original files must be
clearly indicated in accompanying documentation.

(2) If only executable code is distributed, then the accompanying documentation must state that "this software is
based in part on the work of the Independent JPEG Group".

(3) Permission for use of this software is granted only if the user accepts full responsibility for any undesirable
consequences; the authors accept NO LIABILITY for damages of any kind.

These conditions apply to any software derived from or based on the IJG code, not just to the unmodified library.
If you use our work, you ought to acknowledge us.

Permission is NOT granted for the use of any IJG author's name or company name in advertising or publicity
relating to this software or products derived from it. This software may be referred to only as "the Independent
JPEG Group's software".

We specifically permit and encourage the use of this software as the basis of commercial products, provided that
all warranty or liability claims are assumed by the product vendor.

ansi2knr.c is included in this distribution by permission of L. Peter Deutsch, sole proprietor of its copyright holder,
Aladdin Enterprises of Menlo Park, CA.
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ansi2knr.cis NOT covered by the above copyright and conditions, but instead by the usual distribution terms of
the Free Software Foundation; principally, that you must include source code if you redistribute it. (See the file
ansi2knr.c for full details.) However, since ansi2knr.c is not needed as part of any program generated from the
IJG code, this does not limit you more than the foregoing paragraphs do.

The Unix configuration script "configure" was produced with GNU Autoconf.
It is copyright by the Free Software Foundation but is freely distributable.

The same holds for its supporting scripts (config.guess, config.sub, Itmain.sh). Another support script, install-sh,
is copyright by X Consortium but is also freely distributable.

The IJG distribution formerly included code to read and write GIF files. To avoid entanglement with the Unisys
LZW patent, GIF reading support has been removed altogether, and the GIF writer has been simplified to
produce "uncompressed GIFs". This technique does not use the LZW algorithm; the resulting GIF files are larger
than usual, but are readable by all standard GIF decoders.

We are required to state that "The Graphics Interchange Format(c) is the Copyright property of CompuServe
Incorporated. GIF(sm) is a Service Mark property of CompuServe Incorporated.”

Distributed as part of this product under the Mit License (https://opensource.org/licenses/MIT):
cJSON 1.7.11 (Copyright (c) 2009-2017 Dave Gamble and cJSON contributors)

mbed TLS 2.28.0

Version: 2.28.0

Copyright © 2008 - 2021 ARM Limited

Distributed under the Apachev2 License: http://apache.org/licenses/LICENSE-2.0
Dex2jar-2.0, Distributed under the Apachev2 License: http://apache.org/licenses/LICENSE-2.0
JNA 5.5.0, Distributed under the Apachev?2 License: http://apache.org/licenses/LICENSE-2.0
Flatbuffers 1.11.0, Distributed under the Apachev2 License: http://apache.org/licenses/LICENSE-2.0
Protobuf 3.8.0

Copyright notice:

Copyright 2008 Google Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.
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* Neither the name of Google Inc. nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

Code generated by the Protocol Buffer compiler is owned by the owner of the input file used when generating it.
This code is not standalone and requires a support library to be linked with it. This support library is itself covered
by the above license.

7-Zip 19.0

License for use and distribution

7-Zip Copyright (C) 1999-2021 Igor Pavlov.

The licenses for files are:

1) 7z.dll:

- The "GNU LGPL" as main license for most of the code

- The "GNU LGPL" with "unRAR license restriction" for some code

- The "BSD 3-clause License" for some code

2) All other files: the "GNU LGPL".

Redistributions in binary form must reproduce related license information from this file.
Note:

You can use 7-Zip on any computer, including a computer in a commercial
organization. You don't need to register or pay for 7-Zip.

GNU LGPL information

This library is free software; you can redistribute it and/or

modify it under the terms of the GNU Lesser General Public
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License as published by the Free Software Foundation; either

version 2.1 of the License, or (at your option) any later version.

This library is distributed in the hope that it will be useful,

but WITHOUT ANY WARRANTY; without even the implied warranty of

MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU

Lesser General Public License for more details.

You can receive a copy of the GNU Lesser General Public License from

http://www.gnu.org/

BSD 3-clause License

The "BSD 3-clause License" is used for the code in 7z.dll that implements LZFSE data decompression.
That code was derived from the code in the "LZFSE compression library" developed by Apple Inc,
that also uses the "BSD 3-clause License":

Copyright (c) 2015-2016, Apple Inc. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer

in the documentation and/or other materials provided with the distribution.

3. Neither the name of the copyright holder(s) nor the names of any contributors may be used to endorse or
promote products derived

from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT

LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE

COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
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(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGE.

unRAR license restriction

The decompression engine for RAR archives was developed using source

code of unRAR program.

All copyrights to original unRAR code are owned by Alexander Roshal.

The license for original unRAR code has the following restriction:

The unRAR sources cannot be used to re-create the RAR compression algorithm,
which is proprietary. Distribution of modified unRAR sources in separate form

or as a part of other software is permitted, provided that it is clearly

stated in the documentation and source comments that the code may

not be used to develop a RAR (WinRAR) compatible archiver.

OpendDK8 (from AdoptOpendDK distribution)

This component is distributed under the Gplv2 license with classpath exception: OpendDK: GPLv2 + Classpath
Exception (java.net) .

Scripts or other files used to produce binaries are distributed under the Apachev2 license.
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Exhibit B - Third-Party Software for Sentinel
LDK-EMS

/

A. The following free software components are used and distributed pursuant to the Apache License, Version
1.1, and are subject to the terms and conditions of said License: (i) Avalon framework 4.1.3 and (ii) logkit-
1.0.1.jar. The Apache License, Version 1.1, is located at: http://www.apache.org/licenses/LICENSE-1.1.

B. The following free software components are used and distributed pursuant to the Apache License, Version
2.0, and are subject to the terms and conditions of said

License: (i) Spring 4.3.20; (i) IzPack; (iii) json-lib-2.2.3-jdk15; (iv) EHCache; (v) apache poi-3.13; (vii) ezmorph-
1.0.6.jar; (viii) lucene-core-5.5.5.jar; (ix) xerceslmpl-2.8.1; Xerces-C++ 3.1.1; (x) xalan-2.6.0; (xi) standalone-
compiler.jar; (xii) commons-beanutils-1.7.0; (xiii) commons-collections-3.2; (xiv) commons-lang-2.4; (xv)
commons-logging-1.1; (xvi) Quartz 1.6.5; (xvii) Apache Tomcat 9.0.56; (xviii) JCS; (xviv) Log4j; (xx) httpclient-
4.5.9.jar; (xxi) httpcore-4.4.11 jar; (xxii) Log4net; (xxiii) commons-fileupload-1.4 jar; (xxiv) commons-beanutils-
1.9.4 jar; (xxv) xercesImpl-2.12.0.jar; (xxvi) commons-codec-1.11.jar; (xxvii) commons-collections-3.2.2 jar;
(xxviii) xml-apis-1.4.01.jar; and (xxix) jjwt-0.9.1.jar. Said free software components are subject to the following
copyright: Copyright © 2012 The Apache Software Foundation. All rights reserved. The Apache License, Version
2.0, is located at: http://www.apache.org/licenses/LICENSE-2.0.

C. The following free software components are used and distributed pursuant to the GNU Lesser GPL License
2.1, and are subject to the terms and conditions of said License: (i) XLightWeb; (ii) Hibernate 5.11.1; (iii)
DynamicJasper 3.1.1 and (iv) KindEditor 4.1.12 the GNU Lesser GPL License 2.1 is located at:
http://www.gnu.org/licenses/old-licenses/Igpl-2.1.html.

D. The free software component known as "XStream", version 1.4.19 is used and distributed pursuant to the
BSD License for XStream, and is subject to the terms and conditions of said License. The BSD License for
XStream is located at: http://xstream.codehaus.org/license.html.

E. The free software component known as "Bouncy Castle" is used and distributed pursuant to the terms and
conditions of the License located at: http://www.bouncycastle.org/licence.html.

F. The free software component known as “Libcurl” is used and distributed pursuant to the terms and conditions
of the License located at: http://curl.haxx.se/legal/licmix.html.

G. The free software component known as “Libconfig” is used and distributed pursuant to the terms and
conditions of the License located at: hhttp://www.gnu.org/licenses/Igpl.html.

H. The free software component known as “Liblogger” is used and distributed pursuant to the terms and
conditions of the License located at: http://www.gnu.org/licenses/Igpl-3.0.txt.
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I. The free software component known as “GenX” is used and distributed pursuant to the terms and conditions of
the License located at: http://www.tbray.org/ongoing/genx/COPYING.

J. The free software components known as “Libexpat”, “slf4j —api and slf4j-simple version 1.7.25 are used and
distributed pursuant to the MIT License, and is subject to the terms and conditions of said License located at:
http://opensource.org/licenses/MIT

K. The free software component known as “uthash” is used pursuant to the terms and conditions of the License
located at: http://uthash.sourceforge.net/license.html.

L. The free software component known as “SpiderMonkey” is used and distributed pursuant to the
MPL/GPL/LGPL tri-license, and is subject to the terms and conditions of said Licenses.

M. The free software component known as “OpenSSL” is used and distributed pursuant to the terms and
conditions of the License located at: http://www.openssl.org/source/license.html.

N. The free software component known as "YUI" is used and distributed pursuant to the BSD License, and is
subject to the terms and conditions of said License. The said software component is subject to the following
copyright: Copyright © 2010, Yahoo! Inc. All rights reserved. The BSD License for YUl is located at:
http://developer.yahoo.com/yui/license.html.

O. The free software components known as (i) JasperReports and (ii) JasperBerry 002 are used and distributed
pursuant to the LGPL License, and is subject to the terms and conditions of said License. The LGPL license is
available at: http://www.gnu.org/copyleft/lesser.html.

P. The free software component known as "Javolution.jar" is used and distributed pursuant to the BSD License
for Javolution.jar, and is subject to the terms and conditions of said License. The BSD License for Javolution.jar
is located at: http://javolution.org/LICENSE.txt.

Q. The free software component known as "jempbox-0.2.0.jar" is used and distributed pursuant to the BSD
License for jempbox-0.2.0.jar, and is subject to the terms and conditions of said License. The BSD License for
jempbox-0.2.0.jar is located at: http://www.jempbox.org/license.html.

R. The free software component known as "JDOM" is used and distributed pursuant to the JDOM License, and is
subject to the terms and conditions of said License. The JDOM License is located at:
http://vmgump.apache.org/gump/public- jars/jdom/jars/LICENSE.txt.

S. The free software component known as com.ibm.icu - icu4j - 67.1 is used and distributed pursuant to the
terms and conditions of the license located at http://www.unicode.org/copyright.html#License

T. The free software component known as "Dojo 1.16" is used and distributed pursuant to the terms and
conditions of the license located at: http://o.dojotoolkit.org/license.

U. The free software component known as "7-zip 4.65" is used and distributed pursuant to the terms and
conditions of the license located at: http://www.7- zip.org/license.txt.

V. The free software component known as "Curl 7.68.0" is used and distributed pursuant to the terms and
conditions of the license located at: http://curl.haxx.se/docs/copyright.html
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W. The software component known as "JRE 1.8" is used and distributed pursuant to the terms and conditions of
the Oracle Binary Code License Agreement, located at:
http://www.oracle.com/technetwork/java/javase/terms/license/index.html

X. Distributed as part of this product under the Eclipse Public License (https://www.eclipse.org/legal/epl-
v10.html):

mchange-commons-java-0.2.15.jar (© 2012-2013 Machinery for Change, Inc)
c3p0-0.9.5.2.jar (@included in the readme’s or equivalent)

aspectjweaver-1.8.10.jar (all required information can be found in the readme’s or
https://www.eclipse.org/aspectj/ )

Y. OpenJDKS8 is distributed under CDDL License and Gplv2 classpath exception license:
https://oss.oracle.com/licenses/CDDL+GPL-1.1

Revision 2204-1
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